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1. Introduction to XLS Padlock

XLS Padlock is protection and licensing software for Microsoft Excel to copy-protect Excel workbooks. It
works as a compiler that allows you to turn your Excel workbooks into secure applications.
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Thus, you can safely distribute your Excel files, control which user can access your Excel workbooks and prevent
copying of sheets. Sheet context menu (right-click), copy to clipboard, formula bar, save, printing, access to VBA
project can be disabled.

Besides, XLS Padlock allows you to secure your Excel files with USB stick, with strong dongle protection (even
with dongle remote update), and/or with hardware-locked activation keys only working on a given computer.
You can also decide which formulas should be protected, so that an end user can use them, but without viewing
them or being able to copy them in another Excel file.

VBA Code Protection

With the built-in VBA code compiler of XLS Padlock, compile your sensitive VBA code into secret byte-code
not accessible to final users. Your VBA macros are protected and cannot be studied/copied because the
original VBA code does not exist anymore. The compiler is not a simple obfuscator: it completely turns VBA
code into binary code and stores it directly into the application. Finally, you can lock or password protect your
VBA project: since the original XLS file cannot be recovered, Excel password-cracking tools are useless. Learn
more about VBA Code Protection.

Lots of Security Options
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Do you want to disable some Excel features?

Waorkbook Saving / Loading
B Allow print operations
Save Options
[_] Allow export PDF/XPS operations
Restrictions
8 Disable right click (no context menu) and double-click
VBA Security [_] Disable all ribbons and toolbars
ol Andii e B8 Disable "cell copy and cut to clipboard” commands
[ Disable Formula Bar
EXE Code Signing
[] Do not allow other instances of Excel when opening the protected workbook
Excel Add-ins B Only allow one instance of the protected workboak
Excel Versions [_] Remove “Enable fill handle and cell drag-and-drop” function
Excel Customn Ul

Applications can expire after a given number of days or runs, or on a specific date. A nag screen can be
displayed for trial versions. Online activation also lets you automate licensing of your applications and control
who may access your workbooks remotely.

Secured workbook applications are stand-alone and only need Microsoft Excel to work. All Excel functionalities
are supported.

Applications can have their own icon and copyright information. They can also be translated into the language
of your choice. A license agreement (EULA) and/or a splash screen with semi-transparency can be optionally
displayed at startup.

You can digitally sign compiled workbooks with Authenticode, and even create an installer for distribution.
Finally, customers can be notified of new versions of your compiled workbooks thanks to web updates.

Compatible with Office 365 and Excel 2024, 2021, 2019, 2016, 2013, 2010, 2007 (SP3), 2003, 2002 -
32-bit or 64-bit versions.

A Windows x64 edition is required to create 64-bit applications.

© Download and install XLS Padlock




©® How to protect an Excel workbook

© XLS Padlock Website



https://www.xlspadlock.com

2. Installing XLS Padlock

2.1. Download and install XLS Padlock

On our website at https://www.xlspadlock.com/download, you must select the version you want to download,
install and use: 32-bit or 64-bit. Choose the one according to the Excel version you have. The installer will check

whether you install the correct version anyway.

For advanced users, installing can be customized.

After successful installation, XLS Padlock is integrated into Excel: it appears as another tab or menu of the

software. To use XLS Padlock, you need to open your Excel workbook first:

File Home Insert Page Layout Formulas Data Review WView Developer Help XLS Padlock

¥ 01 4 [d o

Compile VBA Compiler Protect Cell Save Decrypt Help
to EXE and Protection Formulas and Restore Save File

Protect Excel Workbook

Two shortcuts are created on the desktop: one for this guide and another for the XLS Padlock Manager.

© XLS Padlock Manager

© How to protect an Excel workbook

2.2. XLS Padlock Manager

XLS Padlock Manager is a stand-alone application that lets you check whether XLS Padlock is correctly set

up and registered with the current Windows user.

In fact, XLS Padlock must be registered for each Windows user who wants to work with it. When you install
XLS Padlock on a computer, the administrator account is used: XLS Padlock will only be registered for the

administrator. For other accounts, you have to use the XLS Padlock Manager.

] To register XLS Padlock for your Windows user account, launch “XLS Padlock for Excel — Manager” from
your Windows desktop. The following window will appear:


https://www.xlspadlock.com/download

A% XIS Padlock Manager 5 |

')"7 Activate - Check Health of XLS Padlock

This program |ets you manage the installation and activation of X1S Padlock on your computer.

. XLS Padlock is registered for the current Windows user. [t will appear in Excel,

‘ Launch Microsoft Excel to work with XLS Padlock

XLS Padlock is NOT correctly set up on this computer: please restart the installer and
choose Repair. (error 3) Le fichier spécifié est introuvable

XLS Padlock is activated. If you would like to deactivate your license in order to transfer it
to another computer, please click this button:

Deactivate XL5 Padlock

Change Language... Close

o If all LEDs are green, then your installation is fine.

o If the first LED is red, click "Enable XLS Padlock for the current Windows user”: XLS Padlock will be
automatically registered, and you will be able to use it. This operation does not require any administrative rights:

2 ¥LS Padlock Manager

My

)’f Activate - Check Health of XLS Padlock

This program lets you manage the installation and activation of X1S Padlock on your computer,

¥LS Padlod: 1s not registered for the current Windows user, It will not appear in
Excel. To fix this problem, didk this button:

‘ Enable L5 Padlodk for the current Windows user

Note: if you already have a license for XLS Padlock, you can activate it.

® How to protect an Excel workbook




3. How to protect an Excel workbook

1. Open the workbook you want to protect, and save changes.

2. Configure general and security options in XLS Padlock.

Choose Compile to Exe in the XLS Padlock menu or ribbon:

s Before Excel 2007: “XLS Padlock” menu

[ BTN R - Ry )
MICrosc Y C | OO u o

B Hle Edit view Insert Format Toos Data Window Hep (S Padock / |

DEE88RY BES - & = £ 4] ¥ CompletoBXE 10
A1 = = "2 VBA Compller and Protectior
A | B T D E # Protect Formulas |

1 I | |
% Starting from Excel 2007: "XLS Padlock” ribbon

3. Build your application

After configuring your application’s settings, you can build your secure application with the following button or
by pressing F5: the resulting application EXE file is created.

10



;& Build Secure Application

After compilation, the following message is shown:

Success >

Compilation successful. Do you want to test your new
application?

You can immediately test your protected workbook on this computer, open the
folder that contains it, or see EXE distribution tools.

—) Test Application

—» View Compilation Log
—> Open Folder
— Distribute EXE

— Daone

@ Voir les détails

You can start the application, view compilation log (especially useful if some error occurred), open the
destination folder...

© How to distribute a protected workbook

11



4. How to distribute a protected workbook

—_—

In XLS Padlock, when you click “Build Secure Application” 6 Build Secure Application JEEGE

progress dialog box is displayed:

XLS Padlock - Creating Application

Please wait while creating your secure

29“*'") application...

Generating 64-bit protection files...

And that's all. Your secure application is ready.

XLS Padlock generated an executable file (.EXE) from your Excel workbook, recognized by Windows.

To access the protected workbook, end users launch this .EXE file. A local copy of Microsoft Excel is the only

other requirement.

Upon launching the .EXE file, Excel starts, and the protected workbook is opened. End users can interact
with it as if they had opened it in the usual manner.

Certain options like “New Workbook”, Open, Save (optionally) are disabled for security reasons.

If Excel is not found on the user's computer, an error message will be displayed. You can configure your
application to require specific versions of Excel.

Which Application Packaging Option?

XLS Padlock offers you the choice to generate your secure Excel workbook application in two formats, thanks to
the Application Packaging Option. This choice directly influences how you distribute your application and
manage security concerns such as Windows Smartscreen and trusted distribution.



. i

G Build Secure Application

Where do you want to create the secure application?

LS Padlock will protect your current Excel workbook by converting it to a secure application (.EXE file). You just have to distnibute this application to your end
users, nothing more. The original Excel workbook file is of course not reguired.

To open your protected workbook, your end users launch your appl End users can work

with it as if they had opened it the regular way. Nothing else is reg PrOVide the path Where the app"cation
Please provide the path to the application .EXE file that will be bui EXE file will be created on your
application, computer

efine a title for your

Output Path:

Markbook-Demao-UNIV.exe Copy |Browse.. Open Folder

Application Title:
Markbook Demao o

Application Packaging Option: Generates a single EXE file for distribution. EXE can be customized with your own icon
and version info. Manual signing it with your code signing certificate is highly
recommended,

Standalone EXE

Build EXE for Excel:

Choose the Packaging Option for &

Univerzal (one EXE file for both 32-bit and 84- yuur applicatiﬂn.

Standalone EXE

XLS Padlock creates a single executable file ((EXE) from your Excel workbook, recognized by Windows. This .EXE
file is generated in the location you specify with the “"Output Path”.

You simply distribute this .EXE file to your end users. The original Excel workbook file is, of course, not
required.

We highly advise digitally signing your EXE files in today's digital environment. XLS Padlock offers an
automated feature for this if you have a code signing certificate. This step is especially crucial for the
Standalone EXE option, as distributing an unsigned EXE file might prompt Windows SmartScreen to
show the standard "Unknown Application” warning. Nonetheless, rest assured, your EXE file will operate
flawlessly even without a digital signature (it's just a warning).

EXE + application XPLAPP Bundle

Choosing this option generates an EXE file, a .bin64 companion file and a separate .xplapp data file. The EXE,
pre-signed by our company and recognized by Windows SmartScreen and major antivirus companies, facilitates
trusted distribution without the immediate need for a personal paid code signing certificate.

Distribute both the EXE, the .bin64 and xplapp files to your end users. The EXE will know to open the
xplapp file containing the user data, provided they are in the same directory and with the same
filename. The .bin64 companion file is used for Excel 64-bit.

XLS Padlock can pack these three files into a single Zip archive or a single installer for easier distribution.
This option greatly reduces the risk of unknown application warning from Microsoft Windows




SmartScreen and antivirus false positives, ensuring a smoother execution of your application for your
users.

_.f » Recommendations

1. To avoid possible false positives of antivirus programs, we recommend you digitally sign your EXE
files. XLS Padlock can automatically do it for you if you have a code signing certificate.

2. If you have an active antivirus program, disable it before compiling your workbooks. Otherwise, you
may get false positives, because your antivirus may not understand why EXE files are suddenly created
on your computer. You can enable it again later.

3. Directly emailing EXE files is not recommended, as email providers might block them due to potential
virus threats. Instead, opt for uploading the EXE file (and .bin64 + xplapp files, if applicable) to a file
hosting service, web server, or an FTP server. Services such as WeTransfer, Dropbox, Google Drive,
OneDirive, or cloud solutions like Amazon S3 can be effective alternatives. You may also consider putting

your application files into a Zip archive.




5. How to save and restore settings — Using
Templates

g Save and close

In XLS Padlock, your project settings are automatically saved when you click

o Project settings are stored in an XLS Padlock project file whose extension is .XPLP. The project file lies
in the same folder as your source Excel workbook file.

©  When you open XLS Padlock again, settings are automatically restored.

In the App menu button , you have additional project commands for importing/exporting

settings as templates.
For instance, you can import all settings from another project file (XPLP) thanks to the “Load settings from

template” file.

Similarly, you can export all current settings to a template file for reuse.



Localization and Translation File

] XLS Padlock provides localization support for your protected workbooks. Explanatory field text and
dialog captions can display in the language of your choice when your application is run.

You can configure localization for your protected workbook app here:

% XS Padlock A® -0 x

g

Customize App

F’ Build Secure Application = Save and close

- Do you want to change the language?
Splash Screen Y % o
If you want to change texts, translate your application to other languages, you can choose a translation file, Translation files
- S can be easily edited with any text editor. Use the list to choose one of the translations already available with XLS Padlock.
Optional Translation File Path:
!anﬁs"&i[ " .
. | Browse... Edit...
e B 9 Bro Pa:
: ["] Enable right-to-left language display

Choose a pre-defined language

directly here

XLS Padlock loads all localization texts and resources from translation files whose extension is “sil”. By default,
XLS Padlock uses the translation file name “English.sil” available in the "XLS Padlock” installation folder.

©  XLS Padlock comes with some language files available in the “XLS Padlock” installation folder: the
software loads them into the predefined list when it is launched. Use the combo box to choose one of the
existing language files, for example German, French, etc.

©  The following languages are currently available:

English, French, Spanish, German, Portuguese (Brazil), Dutch, Slovenian, Croatian, Arabic.

@ If you would like an additional language, please contact us.

How to define a language for your workbook application

© 7o choose an existing translation file, either use the combo box, click “Browse” or enter its path in the



associated field.

To customize a translation file, just click "Edit” and your default text editor software will be run.

If no language file is specified in the field, the default language file is opened. You cannot modify it
directly without administrative rights: we recommend you save the default language file as a new file,
make your modifications and then specify the path to the new language file.
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7. Improve protection of your workbooks

Why just compiling a workbook into EXE is not enough?

When you compile a workbook into a "Secure Application," the original workbook file (XLSX, XLSM, etc)
becomes inaccessible in its raw form. Users can only open and interact with it by running the compiled .EXE file.

XLS Padlock temporarily loads your workbook into memory to allow Excel to interact with it. Without enabling
the extra security layers of XLS Padlock, experienced hackers could potentially extract the original workbook
from the EXE file. While this is not a straightforward process, it becomes a possibility if the stronger protection
features of XLS Padlock are not utilized.

Which XLS Padlock security features are the most effective

You will find some suggestions for stronger protection in the following topics. Note that all XLS Padlock options
available are described in detail in the All XLS Padlock options topics.

9 Prevent common VBA and OLE hacks

Password protect your workbook

Forbid access to the VBA editor (VBE)

Disable common Excel add-ins

Protect your formulas with XLS Padlock’s formula protection

Real VBA code protection with VBA compiler

7.1. Password protect your workbook



Improve protection of your workbooks > Password protect your workbook

You should let Excel encrypt your workbook file with a password. If you don't already use a password, XLS
Padlock can generate one. If you specify a password in the field highlighted below, end users are not asked

for the password: it is automatically provided by XLS Padlock.

"% XLSPadiock A ® -0 x
oo - L1
g Build Secure Application - Save and close

(=5
&% | [ 2

‘ (o]

o

Which method for formula protection?

Workbook Saving / Loading
Byflefault. XLS Padlock will protect the formulas you selected directly inside the workbook file when compiling. If this
: od fails, you can configure XLS Padlock to use Excel automation to protect formulas.
Save Options
_ e Bxcel automation for formula protection
Restrictions
gnore errors when processing the workbook (internal protection)
VBA Security
you using passwords in your workbook?
Formulas And Passwords [f Bbu use Excel sheet protection, XLS Padlock has to temporarily unprotect your sheets in order to apply formula
ion before reprotecting them, For this operation to be successful, you must provide the password(s) below to
tect sheets. For different passwords, refer to our user guide.
EXE Code Signing
[f your worksheets are protected with a password, please provide it:
To protect formulas in protected worksheets, the worksheet password is requiret
el Addsing pr t formula pr ted I tr ksheet p d is required

Excel offers password protection for your workbaok, It encrypts the source file and asks end users for 3 password in
order to apen the workbook. XLS Padlock can use this password protection internally: it saves the Bxcel file with the
Excel Versions password you provide. At runtime, the secure application tells Excel the password when opening the compiled
warkbook. Your end users are not asked for the password at all.

Excel Custom U
i Protect the workbook with the following password, but do not ask users for it (blank=no password):

b, Generate

0 Prevent common VBA and OLE hacks

7.2. Prevent common VBA and OLE hacks

Improve protection of your workbooks > Prevent common VBA and OLE hacks

Excel workbook files can be saved as files on disks with VBA and/or OLE commands. To prevent this hack, XLS
Padlock has a security option named “Do not allow loading/saving other workbooks".




y 6 Build Secure Application :, Save and cose ? Get Help

Do you want to allow users to save changes?

To allow your end users to save a modified version of your workbook on their computer, please enable the following
option. When they click "Save" in Excel, end users are prompted for a save filename, The modified workbook is then

Sk stored on the end user's computer as a secure save file (XLSC / XLSCE extension or custom edension defined here), and
cannat be opened without running the application again.
Restrictions
B Allow secure save (let user save changes made) o
VBA Security
() Save defined cell values only [ XLSCE file)
Formulas And Passwords Save Tull workbook (XLSCTie)
EXE Code Signing B Do not allow loading/saving other workbooks (even with VBA code) o
Exral Adedire The Application GUID and Secret Key are used to ensure that secure workbook saves (XLSC/ XL5CE extensions) made

Turn this feature on. If you are having issues with that feature (for instance, your workbook must save other
workbooks with VBA), some solutions exist.

© password protect your workbook | Forbid access to the VBA editor (VBE)

7.3. Forbid access to the VBA editor (VBE)

Improve protection of your workbooks > Forbid access to the VBA editor (VBE)

The Secure Application will prevent end users from accessing the Visual Basic editor. This does not really
protect your VBA code, contrary to the XLS Padlock’'s VBA compiler. However, it is useful to limit possible VBA

hacks (password retrieval, export of the workbook to an external file...)

0 Learn more about VBA Code Protection in XLS Padlock

© Please also refer to the dedicated topic about stopping access to VBA editor.




% LS Padlock R ® -0 x

9 Build Secure Application : Save and close ? Get Help

o
%o

.

AISE or De g Bt O g Options Cintonis App

Warkbook Saving / Loading

Save Options

Restrictions

Do you want to prevent access to the VBA editor?

Use the following options to prevent your customers from accessing the VBA editor, so that they can't make changes to
your VBA code. Macros remnain fully-functional.

[ Lock VBA Project (simple VBA protection) &

[T Prevent access to VBA editor o

Formulas And Passwords

EXE Code Signing

Excel Add-ins

Excel Versions

Excel Custom Ul

Far an effective VBA protection against code copying, we recommend you to use the VBA compiler feature of XLS
Padlock. Turning parts of your VBA macros into compiled code allows you to secure them: the original code does
not exist anymare and it cannot be copied, while remaining fully-functional. Learn more

© Prevent common VBA and OLE hacks | Disable common Excel add-ins

7.4. Disable common Excel add-ins

Improve protection of your workbooks > Disable common Excel add-ins

Unless your workbook uses Excel add-ins, they are not necessary. Uncheck the following option "Allow Excel

common add-ins":




= —_—
9 Build Secure Application - Save and close [ Get Help

p— o)
I r-_-_-__ D
T e L, | O‘
Application Settings USE or Dongle Protection icensing Options Customize App Distribute App
. i »
Workbook Saving / Loading Which Excel add-ins do you want to allow?

By default, XLS Padlock will disable any existing Excel add-ins when loading a secured workbook. However, some useful

Save Options add-ins such as Analysis Toolpak or Microsoft PowerPivot may be required by your workbooks. For COM add-ins, enter
all COM proglDs of the different add-ins you want to keep in the field separated by semi colons:
Company.Addin1;Company2.Addin2.File;

Pestitons For instance, for Microsoft PowerPivot, the Prog|D it Microsoft.AnalysisServices.Modeler FieldList
VBA Security Do not disable the following COM add-ins (enter ProglD):
Microsoft. AnalysisSennices. Modeler.FieldList
Formulas And Passwords .
B Allow Excel commaon add-ins such as Analysis Toolpak, Solver, Eure Currency Tools... |
EXE Code Signing

Excel Versions

Excel Custom Ul

© Forbid access to the VBA editor (VBE) | Protect your formulas with XLS Padlock’s formula protection

7.5. Protect your formulas with XLS Padlock’s
formula protection

Improve protection of your workbooks > Protect your formulas with XLS Padlock’s formula protection

In additional to Excel’s cell protection, we strongly recommend you secure important formulas of your
workbook with XLS Padlock’s own formula protection.

After protection with XLS Padlock, all formulas do not appear anymore while remaining functional. Instead
a cryptic call PLEvalFormD is shown:



DEMO: A PUPIL MARKBOOK

- 20% | 10% 0% 0% 0% 45% | 25%
Ipil Names 23 | 34 | 12 | 15 | 30 | 100 | 55 Average
@ Sort on Surname 3 Sort on Ma
Omar al-Khayyami 19 24 1 23 95 47 68%
Charles Babbage 21 23 5 0 26 70 L] 52%
Wilhelm Bessel 22 26 b 15 17 69 53 82% .

The goal is that if someone manages to recover the workbook from the EXE shell as explained

in Improve

protection of your workbooks, protected formulas will stop working. Thus, the workbook should become

useless, because its formulas protected by XLS Padlock are no more in the workbook file!

XLS Padlock lets you decide which cells you want to protect (it's possible to select several cells to protect in

one time).

&
[
fo

Jo,

&l

]
1

&

Cut

Copy

Paste Options:
(A

Pa=te Special,.,
Smart Lookup
In=ert...
Delete...

Clear Contents
Quick Analysis
Filter

Sort

Mew Comment
MNew Mote

Formit Cells...

Pick From Drop-down L
Define Name...

Link

Protect selected cell{s) with XL5 Padlock

o %

Let users save and restore selected cell value(s) with XLS Padlock

i XLS Padlock Tools



© Learn more about formula protection and how to protect your formulas efficiently

© Disable common Excel add-ins | Real VBA code protection with VBA compiler

7.6. Real VBA code protection with VBA compiler

Improve protection of your workbooks > Real VBA code protection with VBA compiler

You can find some VBA obfuscators on the market, but obfuscation does not hide the logic of your VBA code.

XLS Padlock goes further: it lets you remove VBA code from your workbook, while keeping the latter
functional! This is possible thanks to the integrated VBA compiler of XLS Padlock.

The XLS Padlock’s VBA compiler turns parts of your VBA code into byte-code that can only be executed inside
the secure application. Thus, if someone manages to gain access to the VBA code stored in your protected
workbook as explained here, they won't see the entire original code, because some parts are simply missing: the

equivalent byte-code generated by the VBA compiler is stored in the EXE shell.

On the screenshot below, the calculate() macro had original secret VBA code. We moved that entire sub code
into the XLS Padlock VBA compiler. Now, in our compiled workbook, the calculate() macro just tells Excel to run
the compiled bytecode thanks to a special internal macro provided by XLS Padlock (CalIXLSPadlockVBA).

% simpledemnaol.xls - Modulel (Code)

énérap |
Sub calculatel()

rez = CallXL3PadlockVBA ("calculate™, "T)
End Sub

' Thiz function lets you call VBA macros complled with XL5 Padlock
Public Function CallXL5PadlockWVEBA (ID A= S5tring, Paraml)

Set XL5Padlock = Application.COMAddIns ("GXLSForm.GXLSFormula™) .Chject
CallXL3PadlockVBA = XL3Padlock.PFLEvalVEBL (ID, Paraml)

End Function

Thus, nobody can guess what was inside the calculate macro! The original VBA code does not exist in the
workbook anymore. It's no more VBA code: it is bytecode that can’t be copied to another Excel workbook.
That’s a real protection!

The counterpart is that you must manually transfer parts of VBA code you want to protect into a special VBA
editor provided by XLS Padlock, as described in this manual §9 below.

The best way is to break your code into parts, and the most important parts (the ones you want to keep secret)
should be compiled into bytecode to prevent your customers from copying them.

So, you don't have to move your entire VBA project to the VBA compiler. Only parts of code that should make



your Excel workbook non-functional if they are missing.

© Learn more about how to work with our VBA compiler

© protect your formulas with XLS Padlock’s formula protection




8. VBA Code Protection

How to Protect VBA Code with XLS Padlock

VBA code can be vulnerable to tampering or easily copied, but XLS Padlock offers robust tools to secure it
effectively. Below are two simple yet effective options of XLS Padlock for protecting your VBA code, plus an
advanced solution for maximum security.

9 Build Secure Application : Save and close Get Help g

°o

USE or Dongle Protection Licensing Options leﬁm Distribuste App

Do you want to prevent access to the VBA editor?

Waorkbook Saving / Loading
Use the following options to prevent your customers from accessing the VBA editor, so that they can't make changes to
Save OBt your VBA code. Macros remnain fully-functional.
Restrictions ["] Lock VBA Project (simple VBA protection) o
] Prevent access to VBA editor o
Formulas And Passwords
For an effective VBA protection against code copying, we recommend you to use the VBA compiler feature of XLS
" Padlock. Tuming parts of your VBA macros into compiled code allows you to secure them: the original code does
EXE Code Signing not exist anymore and it cannot be copied, while remaining fully-functional. Learn more
Euxcel Add-ins
Excel Versions
Excel Customn Ul

1. Lock Your VBA Project

XLS Padlock allows you to lock your VBA project, preventing users from viewing or editing your code in the
Visual Basic Editor. This is a basic and quick method to ensure your code remains confidential. If someone tries
to access the project, they'll receive an error message. This step is essential to deter casual attempts at viewing
your code.




m—
Project Locked [&]

l Project iz unviewable

oK Aide

| -

2. Prevent Access to the VBA Editor

This feature automatically blocks any attempt to access the VBA editor by closing it. While locking the project is
effective, this step adds an extra layer by stopping the editor from opening entirely, even for users who know
their way around Excel.

Ultimate Protection: VBA Code Compilation

For even further VBA code protection, XLS Padlock offers the option to compile your VBA code into
bytecode. Unlike locking or restricting access, this converts your VBA code into a non-human-readable format,
making it difficult to extract or reverse-engineer. This method goes beyond simple obfuscation, giving you the
confidence that your code is fully protected.

Learn more about our VBA code compiler

8.1. About the built-in VBA compiler

VBA Code Protection > About the built-in VBA compiler

XLS Padlock features an integrated VBA compiler: you can write Basic scripts and compile them into
working byte-code not accessible to final users.

Turning parts of your VBA macros into compiled code allows you to secure them: the original code does not
exist anymore, and it cannot be copied.

O For a tutorial about compiling a VBA function, you can watch this video:
? https://www.xlspadlock.com/video/vbacompiler

For instance, see this original code:

-

% simplederncl.xls - Module? (Code)

(Général)

Sub calculate ()

Range ("k4™) = "Tom"
Range ("B4"™) = 5000
Range ("C4™) = Range("B4™) * 0.5

Range ("D4™) = Range ("C4") + Range ("B4"™)
End Sub



https://www.xlspadlock.com/video/vbacompiler

Once protected, it becomes:

-

% simpledernol.xls - Modulel (Code)
Sub calculate ()

res = Call¥LSPadlockVEBL ("calculate™, "7}
End Sub

' Thiz function lets yvou call VBA macros compiled with XLS5 Padlock
Public Function CallXL5PadlockWVEBA (ID A= String, Paraml)

Set XLS5Padlock = Application.COMAddTns ("GXLSForm. GXLS5Formula™) .Chject
Call¥XL5PadlockVBA = XLSPadlock.PLEvalVBA (ID, Paraml)

End Function

As you can see, the original code in calculate() has been replaced by a call to XLS Padlock’s built-in function
named PLEvalVBA. This function executes the compiled bytecode.

The original code of calculate() has been moved into XLS Padlock VBA Editor and compiled there, as you can

see below:

ix}] XLS Padlock - VBA Compiler and Protection

rour original VBA code with calls
ubs thanks to the the CallXLs r, Click Insert VBA Helper in VBE
function in current module 5 hel ke protected subs

Code to be compiled and protected
Show Visual Basic Editor In=ert YBA Helper in VBE
1 |'"Write here subs to be protected with compilation
2 |'These subs can then be invoked at runtime with PLEvalVBA function.
3
4 |Sub calcolate (Paramil
5 |Application.Range ("A4") .Value = "Tom"
6@ |Application.Range ("B4"™).Value = 5000
T |Application.Range ("C4"™) .Value = Application.Range ("B4").Value * 0.5
B |Application.Range ("D4"™).Value = Application.Range ("C4"™).Value + Application.Range ("B4") .Valus
9 |End Sub
10

Comparing to the original code above, we had to make some modifications: indeed, the compiler requires the

use of the Application object to access Excel objects (see Accessing Excel objects from compiled VBA code).

] Writing and compiling secure VBA code

Application’s properties and methods accessible by the XLS Padlock VBA compiler are described in Microsoft
Office Dev Center documentation: http://msdn.microsoft.com/en-us/library/office/ff194565.aspx

The compiler is not a simple obfuscator: it completely turns your VBA code into binary code and stores it

securely in the application. Finally, you can optionally password protect your VBA project : since the original XLS

file cannot be recovered, Excel password-cracking tools are useless.
Some limitations:

You may have to make changes to your original VBA code in order to compile it. The XLS Padlock VBA


http://msdn.microsoft.com/en-us/library/office/ff194565.aspx

compiler is not as advanced as Microsoft VB interpreter.

Entire macros generally cannot be compiled: only parts of them.

Some objects and default properties are not accessible.

8.2. Writing and compiling secure VBA code

VBA Code Protection > Writing and compiling secure VBA code

The goal is to protect sensitive parts of your VBA code by compiling them into bytecode with XLS
Padlock. We recommend you to mix existing VBA code and compiled bytecode.

o In Excel, click "VBA Compiler and Protection” to open the XLS Padlock VBA Editor and Compiler:

Home Insert Page Layout Formulas Data Review View Developer Help XLS Padlock

)vﬁtmé‘@

Compile§ VBA Compiler | Protect  Cell Save Decrypt Help
to EXE §and Protection Formulas and Restore Save File

Protect Excel Warkbook

The XLS Padlock VBA editor is displayed:

i) XLS Padlock - VBA Compiler and Protection =

1 original VBA code with clls
Lets you compile the VBA code below into  JuEER SRR HIELRY:
bytecode that will be accessible by the  |iiaetatia
ize dick Help.
protected workbook

Save all VBA code | I
and close the editor.
Compile Code Show Visual Basic Editor Insert YBA Helper in VBE
! .+

1 |'"Writ=s herse subs to bs protsd
2 |'These subs ecan then b= invoq LEIS you display the Visual Basic f.+iod Lelsyouinsertacalltoa
3 Editor to edit the VBA code of protected sub in the original
3 [sub calculate (Parami) | your Excel workbook. VBA code The Visual Basic
5 [Rpplicacion.Riggs ("RE3") Valus Editor should be opened: the
€ |2pplicatin call will be inserted in the VB
7 |Roplication  Create different subs or functions that will confainthe | ! module currently being
8 |Rpplication code you wantto protect Each sub or function should L edited

; S have Param1 as parameter.

1

11 |Sub MyProtectedSub (Paramil )

o In the text area with syntax highlighting, enter the VBA code that you want to compile. You can group
it into subs and functions. It is possible to open the Visual Basic Editor by clicking “Show Visual Basic Editor”
and to copy/paste your code.

By default, all subs and functions have one parameter named Param1. However, it's possible to use more



parameters.

©  When you are done, click “Compile Code". The VBA code is instantly compiled into bytecode that XLS
Padlock will store until you compile your application EXE file.

If an error is detected, it is displayed, and the responsible code is underlined in red.

0 Click "Save and close” to close the editor.

Invoking compiled VBA code at runtime

8.3. Invoking compiled VBA code at runtime

VBA Code Protection > Invoking compiled VBA code at runtime

XLS Padlock provides you with VBA functions to invoke the compiled VBA code in your workbook.

] Open the Visual Basic Editor and copy/paste the following helper function into a module of your
workbook:

This function lets you call VBA macros conpiled with XLS Padl ock
Public Function Cal | XLSPadl ockVBA(| D As String, Parant)

Dim XLSPadl ock As Object

On Error Resume Next Set XLSPadl ock =

Appl i cati on. COVAddI ns( " GXLSFor m GXLSFor nul a") . Object
Cal | XLSPadl ockVBA = XLSPadl ock. PLEval VBA(I D, Paraml)

End Function

Note: this function can be automatically inserted in your active VB module with the “Insert VBA Helper in VBE"
button of the XLS Padlock’s VBA editor.

] The inserted CallXLSPadlockVBA helper function here takes two parameters:

ID is the name of the compiled sub or function you want to invoke (the one you pasted in the VBA
compiler).

Param1 is an optional parameter you want to pass to the compiled code.

Example: to invoke the “calculate” protected sub defined above in the VBA compiler, we open the original VBA
module in Excel that contains the following code:

Sub cal cul at e()

Range("A4") = "Tont

Range("B4") = 5000

Range("C4") = Range("B4") * 0.5
Range("D4") = Range("C4") + Range("B4")

End Sub



And we replace it with a call to the CallXLSPadlockVBA helper function:
Sub cal cul ate()

res = Call XLSPadl ockVBA( "“cal cul ate", "")

End Sub

As you can see, we provide the name of the protected sub we want to call and leave the second parameter to
"" because it is not used.

The res variable in the code above holds the result of the call. It is only really used if the invoked code is a
function. In that situation, it will contain the result of the function.

] If you click Run to execute calculate() in VBE, calculate() sub still works, even if you replaced it. It is
because XLS Padlock can execute protected code even at design time.

Note: the helper uses the Appl i cat i on. COVAddI ns( " GXLSFor m GXLSFor nul a”) object. This COM object
is always made accessible in a protected workbook on any computer, even if XLS Padlock is not installed.

© Passing more parameters to the compiled VBA code

8.4. Passing more parameters to the compiled
VBA code

VBA Code Protection > Passing more parameters to the compiled VBA code

o By default, the helper function seen in "Writing and compiling secure VBA code" and used to run the
compiled VBA code supports one parameter only.

This function lets you call VBA macros conpiled with XLS Padl ock
Public Function Cal | XLSPadl ockVBA(| D As String, Parant)
Dim XLSPadl ock As Object
On Error Resume Next Set XLSPadl ock =

Appl i cati on. COVAddI ns( " GXLSFor m GXLSFor nul a") . Object
Cal | XLSPadl ockVBA = XLSPadl ock. PLEval VBA(I D, Par aml)

End Function

The highlighted line shows that the PLEvalVBA method of the XLSPadlock object takes two parameters: ID and
Param1.

] This XPSPadlock object has other methods if you want to pass more parameters to the compiled VBA
code:

XLSPadlock.PLEvalVBA2(ID, Param1, Param2) for two parameters.

XLSPadlock.PLEvalVBA3(ID, Param1, Param2, Param3) for three parameters.

It is even possible to pass more parameters by using arrays.



For instance, the helper function to pass two parameters to the compiled VBA code would be:

This function lets you call VBA nmacros conpiled with XLS Padl ock
Public Function Cal | XLSPadl ockVBA(I D As String, Paraml, Paran®)

Dim XLSPadl ock As Object

On Error Resume Next Set XLSPadl ock =

Appl i cati on. COVAddI ns( " GXLSFor m GXLSFor mul a") . Object
Cal | XLSPadl ockVBA = XLSPadl ock. PLEval VBA2( | D, Paranil, Paran®)

End Function

Passing arrays to the compiled VBA code

8.5. Passing arrays to the compiled VBA code

VBA Code Protection > Passing arrays to the compiled VBA code

You can pass different variable types to the compiled VBA code, even static arrays.
Suppose you have the following VBA code in the VBA compiler:

Function Test Mul ti pl ePar ans( Paranil, Paran®, ParanB)

MsgBox( Paran®[1] )
TestMul ti pl eParanms = ParanB " 2

End Function

In the Excel VBA code, we can invoke it by passing the array.
Important: the array must be defined as Variant.

Sub MySubSanpl e4()
Dim XLSPadl ock As Object
Set XLSPadl ock = Application. COMADdI ns( " GXLSFor m GXLSFor mul a") . Object

Dim Nonfrabl eau(2) As Variant
NonTabl eau(0) = "a"
NonTabl eau(1) = "b"
NonTabl eau(2) = "c"

MsgBox XLSPadl ock. PLEval VBA3( " Test Mul ti pl eParans”, "Paranl"”, Nonilrabl eau,
Set XLSPadl ock = Nothing
End Sub

Accessing Excel objects from compiled VBA code

8.6. Accessing Excel objects from compiled VBA
code

VBA Code Protection > Accessing Excel objects from compiled VBA code

3)



The compiler requires use of the Application object if you want to access Excel objects.

Application’s properties and methods accessible by the XLS Padlock VBA compiler are described in Microsoft
Office Dev Center documentation: http://msdn.microsoft.com/en-us/library/office/ff194565.aspx

Examples

@  The Range object is the representation of a cell (or cells) on your worksheet. Use Application.Range

In VBA: Range("A1:A4").Value = 2
In compiled VBA: Application.Range("A1:A4").Value = 2

] Excel worksheet functions can be used thanks to Application.WorksheetFunction

Strl = Application. Wrksheet Functi on. VLookup( Par ani. ConboBox1,
Application. Range("A2: C8"), 2, False)

] Excel functions like InputBox require all parameters to be specified (default parameters are ignored).
For InputBox, three parameters are required.

Original code:

Sub test()
Dim qty As Integer
Dim price, anmount As Single

Range("A5") = "lten

Range( " BS') = "UnitPrice"

Range( " ') = "Quantity"

Range("D5") = "Anmount”

ActiveCel |l . O fset (1, 0). Select

ActiveCell = InputBox("Enter the nane of item)
ActiveCell . Ofset (0, 1).Select

price = InputBox("Enter the price")

ActiveCell = price

ActiveCel |l . O fset (0, 1).Select
gty = I nputBox("Enter the gty")
ActiveCell = qty

ActiveCel | .Ofset (0, 1).Select
anount = price * qty

ActiveCell = anount
ActiveCell . O fset (0, -3).Select
End Sub

Code entered in the XLS Padlock VBA editor and modified to be compatible with XLS Padlock compiler:

Sub test (Paraml)
Dim qty As Integer
Dim price, anount As Single

Application. Range("A5"). Value = "Itent
Application. Range("B5").Value = "UnitPrice"
Application. Range("C5"). Value = "Quantity"
Application. Range("D5"). Val ue = "Anmount"

Application. ActiveCell. O fset (1, 0). Select
Application. ActiveCell = Application.InputBox("Enter the nanme of iteni, "Name", "")

Application. ActiveCell. O fset (0, 1). Select


http://msdn.microsoft.com/en-us/library/office/ff194565.aspx

price = Application.|nputBox("Enter the price”, "Price", "")

Application. ActiveCell = price

Application. ActiveCell. O fset (0, 1).Select

gty = Application.lnputBox("Enter the qty", "Qy", "")
Application. ActiveCell = qty

Application. ActiveCell. O fset(0, 1).Select
anount = price * qty

Application. ActiveCell = anount
Application. ActiveCell. . Ofset(0, -3). Select
End Sub

Then in the original VB module, the sub test() is replaced by:

Sub test()
res = Call XLSPadl ockVBA("test™, "")

End Sub

©  Another example which requires all parameters:

Appl i cati on. Wr ksheet s(" My
data"). Protect (1454511212, False, False, False, True, False, False, False, False, False, False, False, False, Fal
se, False, False)

Keywords and operators

8.7. Supported VBA syntax by compiler

8.7.1. Keywords and operators

VBA Code Protection > Supported VBA syntax by compiler > Keywords and operators

Current Basic syntax supports:

Osub .. end and function .. end declarations

Obyref and dim directives

Oif .. then .. else .. elseif .. end constructor

Ofor .. to .. step .. next constructor

Odo .. while .. loop and do .. loop .. while constructors

Odo .. until .. loop and do .. loop .. until constructors

i~y *,/,and , +,-,0r,<>,>=<=,=,>,<,div, mod, xor, shl, shr operators
Otry .. except and try .. finally blocks

Otry .. catch .. end try and try .. finally .. end try blocks



Oselect case .. end select constructor
Oarray constructors (x:=[ 1,2, 3 1;)
Oexit statement

Oaccess to object properties and methods ( ObjectName.SubObject.Property )

© Script structure

8.7.2. Script structure

VBA Code Protection > Supported VBA syntax by compiler > Script structure

Script structure is made of function and sub declarations.

SUB DoSorret hi ng
Cal | Sonet hi ng

END SUB

FUNCTION MyFunction
MyFunction = "Ck!"

END FUNCTION

SUB DoSonet hi ngEl se

Cal | Sorret hi ng
END SUB

Statements in a single line can be separated by ":" character.

© \dentifiers

8.7.3. Identifiers

VBA Code Protection > Supported VBA syntax by compiler > Identifiers

Identifier names in script (variable names, function and procedure names, etc.) follow the most common rules in
basic: begin with a character (a..z or A..Z), or '_', and can be followed by alphanumeric chars or '_' char. Names
cannot contain any other character or spaces.



Assign statements

8.7.4. Assign statements

VBA Code Protection > Supported VBA syntax by compiler > Assign statements

Assign statements (assign a value or expression result to a variable or object property) are built using "=".

Examples:

MyVar = 2
Application. Range("C4").Value = "This " + "is ok."

Comments

8.7.5. Comments

VBA Code Protection > Supported VBA syntax by compiler > Comments

Comments can be inserted inside script. You can use ' chars or REM. Comment will finish at the end of line.
Examples:

This is a comrent before ShowMessage
ShowMessage( " Ok")
REM Thi s is anot her conmment
ShowMessage( " More ok!™)
' And this is a conment

with two [ines
ShowMessage( " End of okays")

Variables

8.7.6. Variables

VBA Code Protection > Supported VBA syntax by compiler > Variables

There is no need to declare variable in script but, if you want to, you declare variable just using DIM directive
and its name.

SUB Msg( Paraml)
DIM S



S="Hello world"
ShowMessage( S)

END SUB

Sub Make( Par aml)

DIM A

A=20

A = Al
ShowMessage( A)
END SUB

You can also declare global variables as private or public using the following syntax:
PRIVATE A

PUBLIC B

B=20

A=B+1
ShowMessage( A)

Variable declared with DIM statement are public by default. Private variables are not accessible from other
scripts.

Variables can be default initialized with the following syntax

DIM A = "Hello world"
DIM B As Integer = 5

Indexes

8.7.7. Indexes

VBA Code Protection > Supported VBA syntax by compiler > Indexes

Strings, arrays and array properties can be indexed using "[" and "]" chars. For example, if Str is a string
variable, the expression Str[3] returns the third character in the string denoted by Str, while Str[I + 1] returns
the character immediately after the one indexed by I.

More examples:

MyChar = MyStr|[ 2]
MyStr{1] = "A"
MArray[1,2] = 1530

Arrays



8.7.8. Arrays

VBA Code Protection > Supported VBA syntax by compiler > Arrays

The compiler offers basic support for array constructors and variant arrays. To construct an array, use "[" and
"1" chars. You can construct multi-index array nesting array constructors. You can then access arrays using
nmn

indexes. If array is multi-index, separate indexes using ",".
If variable is a variant array, the compiler automatically supports indexing in that variable.

Arrays in the compiler are 0-based index. Some examples:

NewArray = [ 2,4,6,8 ]
Num = NewArray[ 1] //Numreceives "4"
MiltiArray = [ ["green”,"red","blue"] , ["apple", "orange", "l enon"] ]

Str = MultiArray[O0, 2] //Str receives 'bl ue'
Multi Array[ 1, 1] = "new orange"

Dynamic arrays:

Sub M/Pr ot ect edSub( Par ant)
Create a dynam c array

DIM PTIM = VarArrayCreate([0, 3000, 0, 5], 12)
" Assign a val ue:

PTIM1,2] = 1530

' Show t he val ue:

MsgBox (PTIM 1, 2])
End Sub

If statements

8.7.9. If statements

VBA Code Protection > Supported VBA syntax by compiler > If statements

There are two forms of if statement: if...then..end if and the if...then...else..end if. Like normal basic, if the if
expression is true, the statements are executed. If there is else part and expression is false, statements after
else are executed.

Examples:

IF J <> 0 THEN

Result =1/J
END IF

IFJ = 0 THEN
Exit

ELSE

Result =1/J

END IF



IFJ <> 0 THEN

Result =1/J
Count = Count + 1
ELSE
Done = True
END IF

If the IF statement is in a single line, you don't need to finish it with END IF:

IFJ <> 0 THEN Result =1/J
IF J = 0 THEN Exit ELSE Result = 1/J
€ while statements

8.7.10. while statements

VBA Code Protection > Supported VBA syntax by compiler > while statements

A while statement is used to repeat statements, while a control condition (expression) is evaluated as true. The
control condition is evaluated before the statements. Hence, if the control condition is false at first iteration,
the statement sequence is never executed. The while statement executes its constituent statement repeatedly,
testing expression before each iteration. As long as expression returns True, execution continues.

Examples:

WHILE (Data[l] <> X
I =1 + 1
END WHILE

WHILE (1 > 0)
IF dd(1) THEN Z = Z * X
X = Sqr(X)

END WHILE

© loop statements

8.7.11. loop statements

VBA Code Protection > Supported VBA syntax by compiler > loop statements

Possible syntax are:

DO WHILE expr statenents LOOP



DO UNTIL expr statenents LOOP
DO statenents LOOP WHILE expr DO statenment LOOP UNTIL expr

Statements will be executed WHILE expr is true, or UNTIL expr is true. if expr is before statements, then the
control condition will be tested before iteration. Otherwise, control condition will be tested after iteration.
Examples:

DO
K=1 modJ

LOOP UNTIL J

I
o

I mod J
| J
J K

LOOP WHILE J <> 0

DO WHILE I < O
LOOP

© for statements

8.7.12. for statements

VBA Code Protection > Supported VBA syntax by compiler > for statements

Syntax:
FOR counter = initial Value TO finalValue STEP stepVal ue

St at ement s
NEXT

For statement set counter to initialValue, repeats execution of statement until "next" and increment value of
counter by stepValue, until counter reachs finalValue.
Step part is optional, and if omitted stepValue is considered 1.

Examples:

SCRIPT 1:



FOR ¢ = 1 TO 10 STEP 2

a=-a+c
NEXT

SCRIPT 2:

FOR1 =a TO b
j =i N2
sum = sum + j
NEXT

select case statements

8.7.13. select case statements

VBA Code Protection > Supported VBA syntax by compiler > select case statements

Syntax:

SELECT CASE sel ect or Expr essi on
CASE caseexprl statenent 1

CASE caseexprn stat enentn
CASE ELSE

el sest at enent
END SELECT

If selectorExpression matches the result of one of caseexprn expressions, the respective statements will be
executed. Otherwise, elsestatement will be executed. Else part of case statement is optional.
Example:

SELECT CASE uppercase(Fruit)

CASE "I i ne"
ShowMessage( " green")
CASE "orange”
ShowMessage( " or ange")
CASE "appl e”
ShowMessage("red")
CASE ELSE
ShowMessage( " bl ack™)

END SELECT

function and sub declaration

8.7.14. function and sub declaration



VBA Code Protection > Supported VBA syntax by compiler > function and sub declaration

Declaration of functions and subs are similar to basic. In functions to return function values, use implicit
declared variable which has the same name of the function, or use Return statement. Parameters by reference
can also be used, using BYREF directive.

Some examples:

S
UB Hel | oWord
ShowMessage( " Hel | o worl d!l™)

END SUB

SUB UpcaseMessage( Msg)
ShowMessage( Upper case( Msg) )

END SUB

FUNCTION TodayAsString
TodayAsString = DateToStr ( Date)

END FUNCTION

FUNCTION Max(A B)

IF A>B THEN
MAX = A
ELSE
MAX = B
END IF

END FUNCTION

SUB SwapVal ues(BYREF A B)

DIM TEMP

TEMP = A

A=8B

B = TEMP
END SUB

You can also declare subs and functions as private or public using the following syntax:

PRIVATE SUB Hel |l o
END SUB

PUBLIC FUNCTION Hel | o
END FUNCTION

Subs and functions are public by default.
You can use Return statement to exit subs and functions. For functions, you can also return a valid value.

Examples:

SUB UpcaseMessage( Msg) ShowMessage( Upper case( Msg))

Return
"This line will be never reached
ShowMessage( " never displayed")

END SUB



FUNCTION TodayAsString
Return Dat eToSt r ( Date)
END FUNCTION

© Handling errors in VBA compiler

8.8. Handling errors in VBA compiler

VBA Code Protection > Handling errors in VBA compiler

Runtime errors can occur when your compiled VBA code is executed. In VBA, you use the VBA “On Error”
statement for error handling. This statement performs some action when an error occurs during runtime.

XLS Padlock’s VBA compiler does not rely on the “On Error” event but provides a simply construct for

wrapping code with error handling. When an error occurs in the wrapped code (or anything it calls), the
code will jump to the error handling part of the wrapping code:

Try

The code we want to execute
Excepi -

ThIS code gets executed if an exception occurs in the above bl ock
End

O An error which is not handled by your code will be displayed by the VBA
E compiler at runtime, unless you disable this option.

Code example

Nunmber Str =""
if InputQuery("lnput”, "Type an integer nunber from1 to 7", NunberStr) then

try
Nunber =St r ToFl oat ( Nurber St r)
except
raise("Not a valid nunber™)
end

select case Nunber

case 1

Showivkessage( " One")
case 1+1

ShowhMessage( " Two")



case 4.5/ 1.5
ShowMessage( " Three")

case 2*2
ShowMessage( " Four ")

case Lengt h( " xxxxx™")
ShowMessage( " Fi ve")

case 3+3, 3+4
ShowMessage( " Si x or Seven")

case else
ShowMessage(" You did not type an integer from1l to 5")
end select

end if

Hide and lock your VBA code in Excel

8.9. Hide and lock your VBA code in Excel

VBA Code Protection > Hide and lock your VBA code in Excel

XLS Padlock lets you lock the VBA project: see Lock VBA Project (simple VBA protection).

If you do not want to use this feature, you can still hide and lock your VBA code in Excel by following these

steps:

1. Click "Tools”, "Macro” and then “Visual Basic Editor”. On recent Office versions, use the “Developer”
ribbon.

2. Inthe Visual Basic editor window, choose "Tools” => "VBA Project Properties”.

3. In that dialog, click the “Protection” tab and enable the “Lock project for viewing” option and enter a
password. Once the workbook is saved and closed, the protection will take effect, and the user will not
be able to view or edit the VBA code.

It is said that protection in Excel is very weak and there are tools to remove password protection.

Thanks to XLS Padlock, these tools are useless because they require access to the original XLS file. However,
once compiled to an EXE with XLS Padlock, your XLS file is secured and can't be cracked by these password
remover tools.

Thus, your VBA code remains “safe”.

Disable debug information in case of compiler error




8.10. Disable debug information in case of
compiler error

VBA Code Protection > Disable debug information in case of compiler error

By default, if an error is detected in the compiled code by the VBA compiler, an error is displayed at runtime
with a lot of information in order to help you to fix the problem. If you do not want to display this information,
for some reason, you can disable it by going to Configure Advanced Options and turn off this option: “Do not

show VBA compiler exception messages”.



9. Protect Formulas

9.1. Excel versus XLS Padlock cell protection

Excel lets you hide formulas thanks to a password:

Format Cells

| Mumber | Alignment | Font I Border I Fill | Protection |_

V| Locked

Locking cells or hiding formulas has no effect until you protect the worksk
Changes group, Protect Sheet button).

XLS Padlock lets you go further: it can protect any of your formulas in any worksheet by replacing it with a

security function only available when your secure application runs.

In the compiled workbook, formulas will be replaced by XLS Padlock in the Formula Bar by anonymous functions
such as =PLEval For nD( 0; 0), =PLEval For nD( 1; COUNT( $F7)) ...
However, calculations will still work as expected!

Before protection, anyone can see your formula:

D17 - fe || =[LN{CB/CT7)+{C9+0.5C82)*(C10/360))/(C8*(C10/360)~{1/2)) v
A B c D -

10 |Durée jusqu'a échéance (en j) | 90| t |

11

12

13

4 [PRIX SxN(d1)-(Xlerrt) xN(d2) [ a020e]

15

16

T Tin (SIX) = (r = 0,5 52) x ]/ & 't . 282

18

After protection with XLS Padlock, the formula is automatically replaced while remaining functional:

D17 - fv | |=XLSPadlockFarm(0] |

A B C D
10 |Durée jusqu'a échéance (en ) | 90| t |
19

1
|
i

. [pRix S XN (d1)-(Xerr) xN(d2) | INNNSOReE]

L) b

16

17| [d1 [in (SIX) + {r+ 0,5 &2) x ] | & t o 28

e

This increases the security of your workbook: protected cells can only work properly if the workbook is
opened in the secure application made with XLS Padlock.



Although XLS Padlock automatically manages protected cells itself, you can see that the security functions as
PLEvalForm and PLEvalFormD are also recognized by Excel at design time:

Insert Function

Search for a function:

Type a brief description of what you want to do and then Go
click Go

Or select a category: | GELSForm.G¥L5Farmula

Select a function:

IsProtected
PLEvalForm
FPLEvalFormD
PLEvalVar
PLEvalVBA
PLEvalVBAZ
PLEvalVBA3

IsProtected()
Mo help available,

Help on this fundcion Cancel

] Protecting cells with XLS Padlock

9.2. Protecting cells with XLS Padlock

To protect a formula, you just have to right click on one or more cells with the formulas you want to hide and
select “"Protect selected cell(s) with XLS Padlock” in the mouse’s context menu.



A Cut i
[ Copy
EIEI Paste Options: i
i

[A |
Pazte Special..,

,‘@ Smart Lookup

nsert...
Delete...
Clear Contents 1

FEI Quick Analysis
Filter
Sort

tj Mew Comment

B Mew Note

Eormat Cells...
Pick From Drop-down Li

Define Name...

¢

Link

Protect selected cell{s) with XL5 Padlock

%‘-.

|
L

Let users save and restore selected cell value(s) with XLS Padlock

%15 Padlock Tools

e

XLS Padlock will then tell you that the cells will be protected.

Overview of protected cells

You can have an overview of all the protected cells by clicking “Protect Formulas” in XLS Padlock tab or menu:
File Home Insert Page Layout Formiulas Data Review View Developer Help ¥LS Padlock
X b Oy

{14
to EXE and Protection Formulas and Restal
Protect Bxcel Workbook

Clicking "Protect Formulas” will open the list of the cells you have configured to be protected. In this window,
you can configure the behavior of the protection, remove cell protection or clear the entire list if needed.

When compiling your workbook, XLS Padlock will replace all listed cells with generic PLEval For m{ N) and
PLEval FormD( N, ...) function calls. Your cells remain functional, but end users can’t discover formulas
behind. In fact, original formulas do not exist in the compiled workbook anymore: they are managed by the EXE
itself.



W& XLS Padlock - Manage Fermulas to Protect O x

E Save and close

XL5 Padlock can hide formulas in your Excel workbook while keeping them functional. Use the list below to manage
which cells should be protected when compiling your workbook, To add a cell to the list, right click on it in the
Excel's workbook and choose "Protect this cell with ¥L5 Padlock”. Please refer to the documentation for further
instructions.

Sheet Cell to protect Cell Dependencies A

VBA Protection Demo L20 Detect Cell Dependencies

VBA Protection Demo K20 Detect Cell Dependencies

VBA Protection Demo 120 Detect Cell Dependencies

VBA Protection Demo 120 Detect Cell Dependencies

VBA Protection Demo H20 Detect Cell Dependencies

VBA Protection Demo G20 Detect Cell Dependencies

VBA Protection Demo F20 Detect Cell Dependencies

VBA Protection Demo 018 Detect Cell Dependencies

VBA Protection Demo M18 Detect Cell Dependencies

VBA Protection Demo 017 Detect Cell Dependencies

VBA Protection Demo M7 Detect Cell Dependencies

VBA Protection Demo 016 Detect Cell Dependencies

VBA Protection Demo M16 Detect Cell Dependencies

VBA Protection Demo 015 Detect Cell Dependencies

VBA Protection Demo M15 Detect Cell Dependencies

VBA Protection Demao 014 Detect Cell Dependencies v

VDA Memdbmmdimem Mhmme - Rl1A Mt mmd (T mll Mhmim mim ol mim =i

Remove Cell Dependencies Clear All 43 formula(s) will be protected.

Cell Dependencies

The Cell Dependencies button lets you control how the protection is applied, two choices being available:

“Detect Cell Dependencies” and “No”".

By default, XLS Padlock will detect all cell references and range names in formulas (called cell dependencies) and
generate an anonymous function that contains these cell references. Thus, Excel knows how to recalculate
protected cells properly. For instance, suppose the formula to protect is = A3”"2, XLS Padlock will generate this
function: PLEval For nD( 1, COUNT(A3)).

If XLS Padlock fails to protect a cell, you can choose “No” for its “Cell Dependencies” setting. Thus, a simple

generic PLEvalForm(N) function will be used.

Some complex formulas are not supported by the protection, and will fail
(displaying #Error! or #Value! in the cell). Please test your formulas before
distributing your protected workbook. Especially:

The formula length must be less than 256 characters.

INDIRECT is not supported.

Formulas must not contain any VBA user-defined function, only regular Excel functions.



Formula protection should be used sparingly. Only protect important formulas on which your Excel
workbook depends. Protecting several thousands of formulas is not recommended, because it will make
your protected XLS file larger and can slow Excel on old computers.

Cell data validation and Conditional Formatting Rules are not supported.

© Combining Excel sheet protection and XLS Padlock protection

9.3. Combining Excel sheet protection and XLS
Padlock protection

XLS Padlock protection also works with Excel sheet protection (hidden or locked cells). In that situation,
protected cells will not display anything in the Formula Bar. Generic PLEvalForm(N) / PLEvalFormD(N) function
calls are not visible.

D17 - Je

A B c
10 | Durée jusqu'a échéance (en j) | 90|
"
12
13

iu [PRIX S x N (d1) - ( Xle*rt) x N (d2) [ 3020¢€]
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T [In (SIX) + (r+ 0,5 62) x ] | & vt [
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- 10

A Note that protected formulas that have dependencies will fail if the
dependencies are hidden. Avoid the Excel’s hidden attribute in this case.

© Disable Formula protection

9.4. Disable Formula protection

Formula protection is incompatible with Excel 2000. If you want to create applications that work on Excel 2000,
you should tick this option in Compile to Exe — Security page.

Note: this will also disable the VBA code compiler.
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10. Workbook Saving / Loading

With XLS Padlock, you decide whether you let users save their changes made to your Excel workbook or not.

How XLS Padlock saves and reloads user changes

o Tick or untick the option "Allow secure save" in the Security page:

"% XS Padlock

Py

(]

B
B

: Do you want to allow users to save changes?
Workbiook Saving / Loading y g
To allow your end users to save a modified version of your workbook on their computer, please enable the following

Save Otiane option. When they click "Save" in Excel, end users are prompted for a save filename. The modified workbook is then
pt stored on the end user's computer as a secure save file (XL5C / XLSCE extension or custom extension defined here), and
cannat be opened without running the application again.

Restrictions
B Allow secure save (let user save changes made) o
VBA Security
() Save defined cell values only (XLSCE file)
Fratidhefind Resswards © Save full workbook (XLSC file)
EXE Code Signing B Do not allow loading/saving other workbooks (even with VBA code) o
Fural Addine The Application GUID and Secret Key are used to ensure that secure workbook saves (XLSC/ XLSCE extensions) made

— If you disable this option, your application will never be modified. Customers can use worksheets, write,
delete... but when they close the application, changes are discarded. Note that the Save button is not disabled
in some Excel versions, users can click it and the saving process seems to work; but in reality, changes are

ignored.

— If you enable this option, your customers will be able to modify your workbook and save the changes.

You will then have to select the saving mode.

© Tosave changes once the compiled workbook is opened, end users can click the usual Save button =

in Excel or use “File => Save” menu.

The “Save As” dialog box will then appear, asking customers where they want to save a secure copy of the

workbook:



Sa'l.'efn;l || OutputDemo j " o Ev

= Name Date modified
| PresentationPackage 6/11/2013T:14 F

1 | i |

b

File name: |rr|:,.~t:u::|@1::|5|r j Save I

Savesstyps:  [Secure Bxcel Files -] Cancel |
. , 7

The workbook with changes made by your customers will be securely stored at the location specified by the
customer in a file.

This save file is given the extension .XLSC (or .XLSCE) and can’t be opened without running the secure
application again.

By default, the dialog box will ask end users if they want to overwrite their changes or not. You can disable this
behavior in the "Advanced Options”.

How can end users load their changes?

©  The next time they run your application, customers will have the choice to open your original
workbook or to open a version they already saved: "Choose Save File" or load a recent save. Clicking Load a
recent save displays a menu listing the recent saves made by the end user. Only existing save files are listed. If
the user removed a save file, it will not appear in the list.



| Markbook Demeo - Load previous changes x

Markbook Demo

Start the application er load previous changes

Do you want to load a recently saved copy of the secure Excel workbook?

Clicking "Last Save" will load the previously saved workbook. You can discard your previcus changes by
choosing "Original Workbook", Clicking "Choose Save” lets you select which secure Excel workbook file to load.

—> Original Workbook
— Choose Save File

| — Load a recent save

Cuit

By default, the “Save As" dialog box is displayed each time a user clicks . The last file saved is automatically
remembered.

Note: only the Save icon is working in Excel (“Save As” is always disabled or not working).

VBA Code Protection | Workbook Access Control

10.1. Save Mode: Full or Cell Values

If you let users save their changes made to your Excel workbook, you have to define the way XLS Padlock will
store (and restore) these changes.

The XLS Padlock software offers two different saving modes:

Save full workbook (.XLSC file)

Save defined cell values only (XLSCE file)

The mode can be selected on the Workbook Saving/Loading page. Let's review them:




. a Build Secure Application u Save and close [ Get Help

Do you want to allow users to save changes?

Waerkbook Saving / Loading

To allow your end users to save a modified version of your workbook on their computer, please enable the following
option. When they click "Save" in Excel, end users are prompted for a save filename, The modified workbook is then

Rt stored on the end user's computer as a secure save file (XLSC / XLSCE extension or custom extension defined here), and
cannat be opened without running the application again.
B Allow secure save (let user save changes made) o
VBA Security
() Save defined cell values only (XLSCE filg)
Frentlasfnd Paswords © Save full workbook (XLSC file)
EXE Code Signing B Do not allow |oading/saving other workbooks (even with VBA cods) o
Bxcal Addine The Application GUID and Secret Key are used to ensure that secure workbook saves ((XLSC/ XLSCE extensions) made

Save full workbook (.XLSC file)

A full copy of the workbook with changes made by your customers will be securely stored in a file at the
location specified by them. This file is given the extension .XLSC (this can be customized) and can't be opened
without running the compiled workbook again. Thus, your workbook remains safe. Excel itself is unable to
recognize the XLSC proprietary format.

The Full Save mode encrypts and saves the entire workbook exactly as it is at the moment of the user's save.
So, if an end user modifies their workbook, saves it and then you distribute a new EXE with updates, when the
user opens their previous save file, they will retrieve their modifications, not your updates. This is because their
saved file is an exact snapshot of the workbook at the time of the save. Your updates will be in the compiled
workbook embedded in the new EXE, but not in the end user's saved file.

Full save files can be shared between users (unless you decide to lock them to a particular machine). It is even
quite possible for customers to send you their save files, so that you can decrypt them and reuse data provided
by your customers.

Again, these save files can only be opened by your application and not from someone's else: this is possible
because XLS Padlock uses a unique secret key (that you will have defined as explained here) to generate save
files specific to each application. So, another user of XLS Padlock will not be able to open your save files unless
he has the secret key (though, of course, you will not reveal it to anyone).

The main drawback of this saving mode is that, when you deploy an updated EXE file, XLSC save files made
previously by customers won't be automatically upgraded. Instead, customers will see the last changes they
made and not yours. That's the expected behavior since we restore the full workbook saved by the customer. In



that situation, you can rely on the second saving mode as explained below.

Save defined cell values only (.XLSCE file)

With this save mode selected, only the values of certain cells that you defined before compiling the
workbook will be kept and restored when a save file is loaded.

Thus, if you frequently modify your source workbook and distribute these new versions to your customers, they
will benefit from the updates while having the possibility to reload the values of the cells they themselves have
modified.

The main disadvantage is that you have to tell XLS Padlock which cells you want your customers to be able to
save. This must be done before compiling and distributing your application thanks to the Excel's context menu
command named "Let users save and restore selected cell value(s) with XLS Padlock".

When customers click the Excel's Save button, the application will read all specified cells and store their values
securely in a file at the location specified by them. This file is given the extension .XLSCE (this can be customized
except the final E letter) and can’t be opened without running the compiled workbook again. Thus, even in this
specific save mode, your workbook remains safe. Excel itself is also unable to recognize the XLSCE
proprietary format.

It is moreover possible for customers to send you their save files, so that you can decrypt them and load cell

values saved by your customers into the currently loaded Excel workbook.

Finally, these XLSCE save files can only be opened by your application and not from someone's else, since XLS
Padlock uses a unique secret key (that you will have defined as explained here) to generate save files specific
to each application. So, another user of XLS Padlock will not be able to open your save files unless he has the
secret key (though, of course, you will not reveal it to anyone).

10.1.1. How to define cells to be saved and restored

If you chose the Save defined cell values only mode, you must select the cells that should be saved and

restored by your application.

To select cells to be saved, you just have to right click on one or more cells and click “"Let users save and
restore selected cell value(s) with XLS Padlock” in the mouse’s context menu.
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Delete..,
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cell value(s) with XL5 Padlock

XLS Padlock will then tell you that the cells will be saved and restored.

It is even possible for you to store custom values and restore them later with VBA code.

Overview of cells to be saved or restored

You can have an overview of all the saved cells by clicking "Cell Save And Restore” in XLS Padlock tab or menu:

Clicking "Cell Save And Restore” will open the list of the cells you have configured to be saved and restored In
this window, you can remove some cells or clear the entire list if needed:
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R Save and close

L5 Padlock can save cell values entered by the end user in the Excel workbook to an external file and restore them
later on at the user's request, This way your end users can keep the values entered in cells when you update your
workbook. Use the list below to manage which cells should be saved and restored. To add a cell to this list, right
click on it in your Excel workbook and choose "Let users save and restore selected cell value(s) with XL5 Padlock".

Sheet Cell reference M

Sheetl P700

Sheetl Q700

Sheetl N700

Sheetl M700

Sheetl L700

Sheetl K700

Sheetl J700

Sheetl [700

Sheetl H700

Sheetl G700

Sheetl F700

Sheetl E7DOD

Sheetl D700

Sheetl C700

Sheetl B700 W

Remowve Clear All 11200 cell(s) will be saved and restored.

10.1.2. Programmatically restore/save custom values
with VBA code

With the Save defined cell values only mode on, XLS Padlock lets you save and restore custom values in

addition to pre-defined cell values.

To do this, XLS Padlock relies on two VBA events as well as two VBA API functions allowing you to read and
write values when creating or reading customer's save files.

©  The two VBA events must be placed in a module of your Excel workbook:

Sub XLSPadl ock_Rest or eCust onVal ues()
MsgBox (" Restoring values...")
End Sub

Sub XLSPadl ock_SaveCust onVal ues()
MsgBox (" Storing val ues")



End Sub

] To write custom values, use the VBA API function WriteCustomCellValue.

Dim XLSPadl ockl As Object
On Error Resume Next

Set XLSPadl ockl = Application. COVAddI ns( " GXLS. GXLSPLock") . Object
XLSPadl ockl. WiteCustontCel | Val ue("Uni que ID", "Value you want to store")

0 To read custom values, use the VBA API function ReadCustomCellValue.

Dim XLSPadl ockl As Object

On Error Resume Next

Set XLSPadl ockl = Application. COVAddI ns( " GXLS. GXLSPLock") . Object

Dim Val As String

Val = XLSPadl ockl. ReadCust onCel | Val ue(" Uni que | D", "Default value if no entry")

If you want a dictionnary, it is also possible if you pass an empty unique ID to ReadCust ontCel | Val ue.

/\ Be sure to add "Microsoft Scripting Runtime” in that case (using Tools->References from the VBE menu).

Here is the code to do so:
Sub XLSPadl ock_Rest or eCust onVal ues()
Di m XLSPadl ockl As nhj ect
On Error Resume Next
Set XLSPadl ockl = Application. COVAddI ns(" GXLS. GXLSPLock") . (hj ect
DmDict As bject 'Scripting.Di ctionary
Set Dict = XLSPadl ockl. ReadCustonCel | Val ue("", "")
For Each Key In Dict.Keys
MsgBox "Key: " & Key & ", Value: " & Dict(Key)
Next Key

End Sub

Full example with comments

This sub restores the entire column A from a string with different values separated by the comma character.



Sub Rest or eFr onVal ue(val ue As String)
Dim r As Range, i As Long, ar

Set r = Worksheets(2). Range("A: A")
r.C earContents

ar = Split(value, ",")
For i = 1 To UBound(ar) + 1
r.Cells(i).value = ar(i - 1)
Next

End Sub

The following event will be invoked by the compiled workbook when customers load a save file:

Sub XLSPadl ock Rest or eCust onVal ues()

Dim XLSPadl ockl As Object
On Error Resume Next
Set XLSPadl ockl = Applicati on. COVAddI ns( " GXLS. GXLSPLock") . Object

Dim Val As String
Val = XLSPadl ockl. ReadCust onCel | Val ue(" MyEntireRow', "")

Rest or eFr omval ue (Val)

End Sub

This function generates a comma-separated string from values of a given cell range.

Function csvRange( nyRange As Range)
Dim csvRangeQut put
Dim entry As Variant
For Each entry In nyRange

If Not IsEmpty(entry. val ue) Then
csvRangeQut put = csvRangeQutput & entry.value & ","

End If
Next
csvRange = Left(csvRangeQut put, Len(csvRangeQutput) - 1)
End Function

The following event will be invoked by the compiled workbook when customers save their changes to a file:

Sub XLSPadl ock SaveCust onVal ues()

Dim XLSPadl ockl As Object
On Error Resume Next
Set XLSPadl ockl = Application. COVAddI ns( " GXLS. GXLSPLock") . Object

Dim rng As Range
Set rng = Wrksheets(2). Range("A A")

Dim nyString As String
nyString = csvRange(rng)

p = XLSPadl ockl. Wit eCustonCel | Val ue("M/EntireRow', nyString)



End Sub

10.2. Do not allow loading/saving other
workbooks

This ultimate security feature will make Excel unable to load and save any workbook file, except of course the
secured workbook. End users will not be able to load other existing workbooks in the same Excel instance. This
also prevents possible hacks through VBA (for instance to extract values from workbook and save them as a new

workbook).

This feature stops loading/saving workbooks with VBA code too. Since this could be inconvenient for VBA
programmers, we provide a VBA code extension that temporarily switches the feature off: you must first enable
it by going to Advanced Options and turn on "Allow loading/saving other workbooks through VBA
SetOption helper’. Then use the VBA code helper as shown in Loading/Saving workbooks through VBA

SetOption helper.




¥Ls Padlock - Advanced Options x

Norkbook Option

ow Developer Tab (not recommended
Disable formula and YBA protection (Excel 2000 compatibility)

Customn Save File Bxtension (default: XLSC) HLSC
Store .DAT, license and save files in the same folder as the EXE file

Do not disable Protect/Unprotect Sheet menu

Do not show VBA compiler exception messages

Allow the user to close the splash screen by clicking it
Disable Overwrite Prompt in the Save As dialog box

= Treubleshooting Options
Do not use a virtual drive for storing temporary Excel files (troubleshooting purp
Perform a workbook recalculation at startup (formula protection troubleshootin
Allow all other Excel add-ins (not recommended)
Use fixed protection DLL filenames (not recornmended)
Use another registry key for storing activation data

(]

Save workbook files against the language of VBA

Do not restart the EXE automatically after successful activation

Do not reset Cuick Access Toolbar

Do not disable the XL5tart user folder

Allow F11 and F12 keystrokes

Do not temporarily disable Excel events while protecting original workbook
Enable Web Update Log (WUPDATE.LOG in Documents folder)

Remove Runtime Files After Execution

Do not medify Excel icon

Do not forbid elevated mode for the EXE
Do not set calculation maode to manual when loading cell values

Delay before the Relead button in wait dialog displays (in seconds) 5,00

a See also Prevent common VBA and OLE hacks

10.3. Application GUID and Secret Key

The Application GUID is used by the application to store its settings on the end user's computer and to
manage save files.

The Application Secret Key is used to create secure save files (modifications to your compiled workbook saved

by customers). It ensures that secure workbook save files (XLSC or .XLSCE extensions) made with your
application can only be opened by your application and not in someone else's application.




If you update your workbook, and if you want older versions to be ignored, generate a new Application GUID.
Otherwise, you should never change it.

10.4. Opening a save yourself — decrypt saves

Save files made by your application are encrypted and cannot be opened directly in Excel without running the

protected application. In fact, Excel itself is unable to recognize the XLSC and .XLSCE proprietary formats.

If you are the original author of the secure workbook, you can decrypt any save file created by your
application. This can be useful if you have customers who send you back modified versions of your secure
workbook.

o To open a save file (XLSC or .XLSCE extension) created with your application, choose "Decrypt Save File”
from the XLS Padlock ribbon:

L] If you select an XLSC file (full save mode), XLS Padlock then asks you which save file you want to
decrypt. After that, you get a “successfully decrypted” message:

[spodock e

Workbook save has been successfully
decrypted. Do you want to open it in Excel?

[ ouw J[ MNen |
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o If you select an XLSCE file (cell values saving mode), XLS Padlock then asks you whether you want to

modify the current workbook opened in Excel by loading cell values: "File ### will be modified or overwritten.
Please confirm: do you want to overwrite it?" Warning: this will definitively overwrite values in your
existing source workbook! If you confirm the operation, XLS Padlock will load cell values and finally display
"Cell values were restored from the selected save file".




11. Workbook Access Control

XLS Padlock comes with a lot of security
features. In particular, you can restrict
access to your Excel workbooks to
authorized users only. To do so, you can
generate activation keys to be given to
your customers, set up time-limited
usages, and much more.

One of the objectives of XLS Padlock is to
allow you to sell licenses for your
workbooks and thus earn money, while
giving you functionality to reduce
workbook piracy, such as simple
workbook sharing between third parties.

This topic gives an overview of security features dedicated to workbook access
control:

©  vYou want to control who may use your workbook set up activation keys.

o You want your workbook to be accessible on one computer only, which makes the sharing of your
workbook impossible =+ use hardware-locked activation keys.

] You want to remotely control the number of activations of your workbook and disable access in case of
refunds Use online activation, deactivation and validation.

©  You want to create a Trial version of your workbook, for instance you want your workbook to expire at a
given date “* How to create trial workbooks

L] You want to restrict the actions your customers can do: you can forbid printing, PDF or XPS export;
disable right-click; hide toolbars and ribbons; disable Excel add-ins... Use "Only one instance of the workbook

can be run at a time” to prevent your customers from running several times your application at the same time.
You may also forbid several instances of Excel.

L] You want your workbook to be accessible only when a dongle is inserted Link the workbook
application to a dongle or USB stick in the USB or Dongle Protection page.

©  Youwant to sell licenses for your workbooks and earn money set up your own online shop with
WooCommerce and XLS Padlock thanks to the WooCommerce Integration Kit available. It is even possible to
sell subscriptions and earn monthly incomes from your workbooks.

o You ant to earn money regularly by selling subscriptions for your workbooks set up the FS
subscription kit to sell subscriptions with FastSpring for your Excel workbooks.

And much more is possible thanks to XLS Padlock.


https://www.xlspadlock.com/sell-workbooks-with-woocommerce
https://www.xlspadlock.com/sell-excel-workbooks-subscriptions
https://www.xlspadlock.com/sell-excel-workbooks-subscriptions

11.1. How to set up activation keys

You want to give access to your Excel workbooks to some people only. That's possible with XLS Padlock's
activation keys.

Activation keys offer a powerful licensing system for Excel workbooks: you can require end users to unlock
the secure application with an activation key before they can access your protected workbook.

This topic shows you how to set up activation keys for your workbook application.

1. Enable activation keys

Tick "End users must enter an activation key in order to use the protected workbook"

% X15 Padlock

Application Settings Security USB or Dongle Protection "= - 20 Customize App Distribute App.

Do you want to use activation keys?

You can require end users to activate the secure application with an activation key before they can access your
protected workbook, Activation keys can have expiration date or limited number of runs, and they can also be
Additional Settings hardware-locked: in that case, a key will only work on a given computer.

End users must enter an activation key in order to use the protected workbook

Wetskeuy n A hardware-locked key will enly work on the computer of the user you have created it for. It won't wark on any

other maching, so it becomes useless if it is shared with others. The key is based on 2 unigue system ID that
L depends on the user's computer hardware.
Cuine Actvation You can select the method to use to generate unique system |Ds by clicking "System ID Options..." below,

Online Validation iUse hardware-locked keys (keys are based on a unique system |D)|

Every protected workbook has a unique Application Master Key, This is what ¥L5 Padlock uses to create keys
= associagted to your workbook. It is strictly confidential: you should never give it to anyone. XLS Padlock
Deactivation automatically creates a new Master Key for each new project, but you can choose what you want.

Application Master Key:
DFDI63AFZ4BEDCRAFSTI0ITET Copy Generate

To generate activation keys and set their properties (expiration date, system ID...], click Key Generator below.

] Key Generator Ml  Systern ID Options.. T Clear Activation Data

You can optionally define a new Application Master Key, but do not change it after you started deploying your
application to others.

Rebuild your application. That's all.

2. Test your application



Run the application. You are now prompted to enter an activation key before you may access the workbook:

Enter Activation Key x

| 28

My Test Workbook

Activation is required before access

To access My Test Workboolk, please enter your activation key and click Activate.

Your Activation Key:

Get Key Online Paste From Clipboard

Activate Cancel

3. Generate activation keys

You can create activation keys thanks to the Key Generator in XLS Padlock, click the Key Generator button:



¢ XLs Padlock

9 Build Secure Application g Save and close [ Get Help

Do you want to use activation keys?

You can reguire end users to activate the secure applicstion with an activation key before they can access your
protected workbook. Activation keys can have expiration date or limited number of runs, and they can also be
Additional Settings hardware-locked: in that case, a key will only work on a given computer.

End users must enter an activation key in order to use the protected workbook

Wensie! " A hardware-locked key will only work on the computer of the user you have created it for. [t won't work on any
other maching so it becomes useless if it is shared with others. The key is based on 2 unigue system 1D that
: N depends on the user's computer hardware,
Online Activation You can select the method to use to generate unique system |Ds by clicking "System ID Options..." below,
Online Validation {Use hardware-locked keys (keys 3 sed on a unique system |0)|
Every protected workbook has a u Application Master Key. This is what XL5 Padlock uses to create keys
S associated to your workbook It j confidential: you should never give it to anyone. LS Padlock
Deactivation automatically creates a new ey for each new project, but you can choose what you want.

Application Master Key:

OFD963AF24BBOCFAF Copy Generate

To generate activat and set their properties (expiration date, system |D...), click Key Generator below.

| KeyGenerator il System ID Options.. ¥ Clear Activation Data

If you wish, you can set restrictions on the key: limit the number of times your Excel workbook can be run,
make your key expire after a given number of days or after a given date.

Click the Generate button. A key is instantly created. You can copy it to clipboard to send to your customer,
and/or save it as a .txt file:



XL5 Padlock - Application Key Generator x

Please fill in the following fields in order to generate a2 new activation key to send to the end user
who wants to run your protected workbook. Click Generate to output an activation key.

If you want to generate several keys in mass, use our stand-alone kev generator (available for
registered users anly).

Sy=temn |0 provided by the end user

Paste From Clipboard
Max Execution Count: 0
Trial Days: ]
Expiration Date (UTC):

Display nag screen (useful for trials)

Do not perform online validation for this key

Output Activation Key:
673EH-HC 15A-5AD9C-5F 120-HaD7C-2DE 28

L

[l SaveAs.. % Close

Your customers run your Excel workbook again and will get the same window as before. They will just have to
enter the key and click Activate:

= — S ——— S —

Enter Activation Key x

)’; My Test Workbook

Activation is required before access

To access My Test Workbook, please enter your activation key and click Activate.

Your Activation Key:
673EH-HC154-5AD9C-5F12D-HeD7C-9DBE2B

Get Key Online Paste From Clipboard

Activate Cancel




simplemacrobd.exe

My Test Workbook has been successfully
activated with your key.

The customer will be granted access and your workbook will open. The application will not ask for the key again,
unless you set an expiration date for instance.

Generate activation keys automatically
A stand-alone key generator for workbook applications is also available for registered customers of XLS
Padlock. With it, you can create activation keys for your protected workbooks without having to run XLS Padlock

and Excel.

Finally, we also provide free online web applications for generating activation keys for your workbooks.

11.2. How to set up hardware-locked activation
keys

In a previous topic, we saw how to set up activation keys. You want to give access to your Excel workbook to
some customers only and do not want them to share it with others?

Using hardware-locked keys is one solution.

About hardware-locked keys

To open your Excel workbook, customers will have to enter an activation key. A hardware-locked key is a key
delivered to customers that will only work on their computer. It won't work on any other computer than the
expected one, so that it becomes useless if it is shared with others.

The key is based on a unique system ID that depends on the customer's computer hardware.

This topic shows you how to set up hardware-locked activation keys for your workbook application.


https://www.xlspadlock.com/blog/new-step-by-step-video-tutorial-hardware-locking-excel-workbooks
https://www.xlspadlock.com/excel-workbook-demo#01ce39abeb1

1. Enable activation keys

Tick "End users must enter an activation key in order to use the protected workbook" and “Use hardware-locked
keys":

% XiSPadiock 2 ® - 0o x

9 Build Secure Application : Save and close ? Get Help g
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Do you want to use activation keys?

You can reguire end users to activate the secure applicstion with an activation key before they can access your
protected workbook. Activation keys can have expiration date or limited number of runs, and they can also be
hardware-locked: in that case, a key will only work on a given computer.

End users must enter an activation key in order to use the protected workbook

Website Interaction

A hardware-locked key will only wark on the computer of the user you have created it for. [t won't work on any
other maching so it becomes useless if it is shared with others. The key is based on 2 unigue system 1D that
depends on the user's computer hardware,

Online Activation You can select the method to use to generate unique system [Ds by clicking "System 1D Options..." below.
Online Validation iUse hardware-locked keys (keys are based on a unique system |0)|
Every protected workbook has a unique Application Master Key, This is what XL5 Padlock uses to create keys
o associated to your workbook. It is strictly confidential: you should never give it to anyone. XLS Padlock
Deactivation automatically creates a new Master Key for each new project, but you can choose what you want.

Application Master Key:
DFDO63AF24BEDCRARST30TTET Copy Generate

To generate activation keys and set their properties (expiration date, system ID...], click Key Generator below.

—
-

ﬂ';l‘-’ Key Generator Illil  System ID Options..  Clear Activation Data

You can optionally choose the hardware components for the System ID by clicking "System ID Options”, but do
not change them after you started deploying your application to others.

Rebuild your application. That's all.

2. Test your application

Run the application. You are now prompted to enter an activation key before you may access the workbook.
Customers must copy their system ID and send it to you. Alternatively, if you have a website, it is possible to
configure a "Get Key Online" button so that the user can retrieve a key directly from your website.




Enter Activation Key x

):;, My Test Workbook

Activation is required before access

To access My Test Workbook, please enter your activation key and click Activate. [
You will have to provide the following system D in order to receive an activation key:

System ID;  F456-BD53-31ED Copy to Clipboard

Your Activation Key:

Get Key Online Paste From Clipboard

Activate Cancel

3. Generate activation keys

You can create activation keys thanks to the Key Generator in XLS Padlock, click the Key Generator button:
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g Build Secure Application : Save and close ? Get Help

Additional Settings

Website Interaction

Online Activation

Online Validation

Do you want to use activation keys?

You can reguire end users to activate the secure applicstion with an activation key before they can access your
protected workbook. Activation keys can have expiration date or limited number of runs, and they can also be
hardware-locked: in that case, a key will only work on a given computer.

End users must enter an activation key in order to use the protected workbook

A hardware-locked key will only work on the computer of the user you have created it for. [t won't work on any
other maching so it becomes useless if it is shared with others. The key is based on 2 unigue system 1D that
depends on the user's computer hardware,

You can select the method to use to generate unique system |Ds by clicking "System ID Options..." below,

iUse hardware-locked keys (keys a sed on a unique system |0)|

Every protected workbook has a u
associated to your workbook It j
automatically creates a new

Application Master Key. This is what XL5 Padlock uses to create keys
confidential: you should never give it to anyone. LS Padlock
ey for each new project, but you can choose what you want.

Application Master Key:

OFD963AF24BBOCFAF Copy Generate

To generate activat and set their properties (expiration date, system |D...), click Key Generator below.

? Key Generator Il System ID Options... ‘ Clear Activation Data

You just have to enter the system ID your customer sent to you. Then, click the Generate button. A key is
instantly created. You can copy it to clipboard to send to your customer, and/or save it as a .txt file:



XLs Padlock - Application Key Generator x

Please fill in the following fields in order to generate a new activation key to send to the end user
who wants to run your protected workbook. Click Generate to cutput an activation key.

If you want to generate several keys in mass, use cur stand-alone key generator (available for
registered users only).

Systermn |D provided by the end user:
F456-8053-31ED Paste From Clipboard

Max Executicn Count: ]
Trial Days: ]
Expiration Date (UTC): N2 06077

L W Tl s

Display nag screen (useful for trials)

Do not perform online validation for this key

Output Activation Key:
A7ACH-8HIHIH3589-C7I5C-FASCC-58C5F

Generate rﬁE Copy to clipboard [ Save As.. LY Close

Your customers run your Excel workbook again and will get the same window as before. They will just have to
enter the key (or use Paste From Clipboard) and click Activate:

. — S ——

Enter Activation Key x

p

)? My Test Workbook

Activation is required before access

To access My Test Workbook, please enter your activation key and click Activate.
You will have to provide the following system |1D in order to receive an activation key:

System ID;  F456-BD53-31ED Copy to Clipboard

Your Activation Key:
ATACH-8H9H3-H3589-CT9BC-FA9CC-58C5F

Get Key Online Paste From Clipboard

Activate Cancel




simplemacrobd.exe

My Test Workbook has been successfully
activated with your key.

The customer will be granted access and your workbook will open. The application will not ask for the key again,
unless you set an expiration date for instance.

Moreover, the key is associated to the system ID of the customer, so that it will activate your Excel
workbook only on the computer with this system ID. Sharing that activation key with another person is useless
because the system ID will differ.

Generate activation keys automatically

The main drawback you will encounter is that you need to obtain your customers' system ID in order to
generate their personalized key. If you have several hundred customers, this can cause problems. Fortunately,
XLS Padlock provides you with a feature called online activation to automate the activation process and
hardware-key distribution.

Finally, we also provide free online web applications for generating hardware-locked activation keys for your
workbooks.

11.3. How to create trial workbooks

You want to give a preview of your Excel workbooks to your future customers and ask them to purchase a
license after the trial period. That's possible with XLS Padlock's activation keys.

This topic shows you how to set up a trial period for your workbook application.

1. Enable activation keys

Tick "End users must enter an activation key in order to use the protected workbook"



¢ XLs Padlock

9 Build Secure Application g Save and close [ Get Help

Additional Settings

Website Interaction

Online Activation

Online Validation

Do you want to use activation keys?

You can reguire end users to activate the secure applicstion with an activation key before they can access your
protected workbook. Activation keys can have expiration date or limited number of runs, and they can also be
hardware-locked: in that case, a key will only work on a given computer.

End users must enter an activation key in order to use the protected workbook

A hardware-locked key will only waork on the computer of the user you have created it for. It won't work on any
other maching so it becomes useless if it is shared with others. The key is based on 2 unigue system 1D that
depends on the user's computer hardware,

You can select the method to use to generate unique system |Ds by clicking "System ID Options..." below,

iUse hardware-locked keys (keys are based on a unique system D)

Every protected workbook has a unique Application Master Key. This is what XL5 Padlock uses to create keys
associated to your workbook. It is strictly confidential: you should never give it to anyone. XLS Padlock
automatically creates a new Master Key for each new project, but you can choose what you want.

Application Master Key:
OFD963AF24BB0CFAFST3017E7 Copy Generate

To generate activation keys and set their properties (expiration date, system ID...], click Key Generator below.

| KeyGenerator il System ID Options.. TN Clear Activation Data

Rebuild your application. That's all.

2. Generate activation keys for trial version

You can create activation keys thanks to the Key Generator in XLS Padlock, click the Key Generator button:
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g Build Secure Application : Save and close ? Get Help

Additional Settings

Website Interaction

Online Activation

Online Validation

Do you want to use activation keys?

You can reguire end users to activate the secure applicstion with an activation key before they can access your
protected workbook. Activation keys can have expiration date or limited number of runs, and they can also be
hardware-locked: in that case, a key will only work on a given computer.

End users must enter an activation key in order to use the protected workbook

A hardware-locked key will only work on the computer of the user you have created it for. [t won't work on any
other maching so it becomes useless if it is shared with others. The key is based on 2 unigue system 1D that
depends on the user's computer hardware,

You can select the method to use to generate unique system |Ds by clicking "System ID Options..." below,

iUse hardware-locked keys (keys a sed on a unique system |0)|

Every protected workbook has a u
associated to your workbook It j
automatically creates a new

Application Master Key. This is what XL5 Padlock uses to create keys
confidential: you should never give it to anyone. LS Padlock
ey for each new project, but you can choose what you want.

Application Master Key:

OFD963AF24BBOCFAF Copy Generate

To generate activat and set their properties (expiration date, system |D...), click Key Generator below.

? Key Generator Il System ID Options... ‘ Clear Activation Data

In the key generator, define a trial period, for instance set "Trial days" to 15 to allow customers to test your
workbook for 15 days. You can also choose an absolute expiration date, or a maximum number of runs:



X¥LS Padlock - Application Key Generator x

Please fill in the following fields in order to generate a new activation key to send to the end user
who wants to run your protected workbook. Click Generate to cutput an activation key.

If you want to generate several keys in mass, use cur stand-alone key generator (available for
registered users only).

Systern |D provided by the end user:

BFHA-4DEB-BTTS Paste From Clipboard
Max Execution Count: 0
Trial Days: 30

Expiration Date (UTC):  20/11,/2020

EDispIa].r nag screen (useful for trials);

Do not perform online validation faor this key

Output Activation Key:
3FE2H-8DFF-85164-B6216-BACTH-DC52B

iGenerate 5 Copy to clipboard [ Save As.. LY Close

Finally, to remind your customers that they are working with a trial, tick "Display nag screen" so that a nag
screen is shown each time the customer runs your workbook application.

Click the Generate button. A key is instantly created. You can copy it to clipboard to send to your customer,
and/or save it as a .txt file.

How the application works in trial mode

Your customers run your Excel workbook again and will get the same window as before. They will just have to
enter the key and click Activate:



Enter Activation Key x

| )?. My Test Workbook

Activation is required before access

To access My Test Workbook, please enter your activation key and click Activate.

Your Activation Key:
673EH-HC154-5AD9C-5F12D-HeD7C-9DBE2B

Get Key Online Paste From Clipboard ‘

Activate Cancel

Markbook-Demo-1.exe

Markbook Demo has been successfully
activated with your key.

The customer will be granted access and your workbook will open, but it will show the nag screen:

Markbook Demo

| This is a trial version of Markbook Demo.

This message doesn't appear in the full version. You
have 1 run(s] left of your free trial after which it will no
langer run on your computer,

When the trial period is over, the application will ask for a new activation key. Without it, they cannot access the
workbook anymore.



Enter Activation Key >

Your activation key has expired. Please provide a new one.
To access Markbook Demo, please enter your activation key and dick Activate,
You will have to provide the following system ID in order to receive an activation key:

System ID:  |SFHA-4DEB-B775 || Copy to Clipboard |

Your Activation Key:

Paste From Clipboard

Activate Cancel

How to check whether the workbook is in trial state?

Thanks to VBA, you can also check if the compiled workbook is in trial state.

11.4. How to close the workbook after a given
amount of time?

For instance, one can get a trial activation key for 1 day, open the exe file and leave it open forever. It will
continue to work!
Any Idea how to prevent it?

Solution: in VBA, you could set up a timer with Application.OnTime to close the workbook after a given amount
of time. And forbid access to the VBA editor in XLS Padlock, so that customers cannot remove that code.

15.3.5. Online Activation

Online activation is a feature to automate the retrieval of activation keys thanks to the Internet: the application
can communicate with your web server and download activation keys directly from the server instead of

prompting end users.



When the end user starts the application, a dialog box appears telling the user that an activation is required.
This dialog box supersedes the "Enter Activation Key” dialog box. It can be customized at will: you can even add

your own fields and have the application send provided data to your web server. In return, the web server
checks whether the user has the right to access the workbook or not. If not, the workbook will not open. If yes,
the web server sends the activation key back.

Markbook Demo X

@ wWarkbook Demo

Activation is required before access.

Activation Required

Welcome to this markbook sample application made with Excel and XLS Padlock, Learn more about this application

To access this application, please enter the activation code that you received after your order and press Activate. If
your computer has no Internet connection, choose Manual Activation.

Your Activation Code:

Activate Manual Activation Cancel

When the user clicks Activate, data is sent to the activation server:


https://www.xlspadlock.com/sell-excel-workbooks-subscriptions
https://www.xlspadlock.com/account/downloads

Markbook Demo X

B Markbook Demao

Activation is required before access.

Please wait while contacting activation server...

tivate Manual Activation Cancel

After a successful activation, a confirmation message is shown, and the application is restarted. If an error
occurs, the corresponding message box is shown, and end users can try to activate again.

Learn about making regular money with online activation and subscriptions for Excel spreadsheets

Show "Purchase Online" button on nag screen that opens the user's web browser to the following URL:
Base Activation URL

15.3.7. Deactivation

Introduction to Deactivation

XLS Padlock provides a robust deactivation system, allowing end users to deregister their activated workbook
application from a computer. This is especially useful if your customers need to transfer their secure application
to a new machine or need to re-register due to system changes.

How Deactivation Works

Deactivation generates a certificate that the end user must forward to you, the vendor. Using XLS Padlock, you

can verify the authenticity of this certificate thanks to the Test Deactivation Certificate feature. It is crucial to

note that once deactivated, the current activation key will be rendered invalid by XLS Padlock, necessitating the
issue of a new key to the user.

Manual Deactivation


https://www.xlspadlock.com/excel-workbook-subscriptions-make-money

When a user decides to deactivate their workbook app, they must generate a deactivation certificate and send it
to you:

Markbook Demo x

Markbook Dema
&

Deactivate the application from this computer.

To transfer your Markbook Demo license to a new computer, the application must be deactrvated on the current
machine. This action will generate a Deactivation Certificate. It is important to copy or save this certificate as a text
file, as it must be submitted to the software publisher for license transfer, Please be aware that once deactivatad,
the software will no longer be operstional on this computer,

Deactivate Mow

Copy to Clipboard Cay

[a

Cancel

Markbook Demo X

Markbook Dema
&

Deactivate the application from this computer.

To transfer your Markbook Demo license to a new computer, the application must be deactivated on the current
machine. This action will generate a Deactivation Certificate. It is important to copy or save this certificate as a text
file, as it must be submitted to the software publisher for license transfer. Please be aware that once deactivated,
the software will no longer be operational on this computer,

XPL 4

Copy to Clipboard Save As,.,

Close

Upon receipt, you can use the 'Test deactivation certificate' button in XLS Padlock to verify the certificate. If the



deactivation is successful, XLS Padlock will display the deactivation date and the unique identifier of the user's
computer:

y a Build Secure Application

Would you like to support deactivation for»

Activation Settings
Deactivation is a feature that allows end users to remove a rey
their computer and eventually enter a new one. A deactivatio

Additional Settings you can check its validity using the button below, Warning: ¢
accepted by X5 Padlock, so you will have to provide a new c

‘Website Interaction
Allow deactivation for this workbook ap
Online Activation
L
Online Validation

Online deactivation can be used if you installed the XLS Padl

Deactivation application will contact the activation server to inform it of tf
end user is allowed to activate the application on another cor
cannot be reached or the computer is offline.

Test deactivation certificate x

What certificate to test?

Please provide the deactivation certificate sent
to you by the end usen:

XPL 4 |



01 The provided certificate is VALID. Information:
- System ID: !
Deactivated on L

oK

This information enables you to manage new activations for your client or handle deactivations manually.
Online Deactivation

For a more seamless experience, XLS Padlock supports online deactivation if you have the XLS Padlock
Activation Kit installed on your web server. The application will communicate with the server to unregister the
activation. If the server is unreachable or the computer is offline, a deactivation certificate will still be created.

Markbook Demo *

: MWarkbook Demo
ER

Deactivate the application from this computer.

To transfer Markbook Demo to another computer, please deactivate the application from this computer first. The

| activation server will be contacted automatically. If you do not have an Intemet connection, you can choose
| Manual Deactivation.

Deactivate Mow

Manual Deactivation Cancel

With online deactivation, everything is automated, this is easier for both your customers and you.

How to Start Deactivation

Initiating a deactivation in a secure application protected by XLS Padlock provides users with the necessary
flexibility to manage their licenses. There are three main methods to start this process:

> The first option is through the integrated Welcome dialog of the application. Upon launching the secure
application, the welcome dialog appears, presenting various options, including a "Deactivate" button. By
clicking this button, users can begin the deactivation process in a user-friendly and guided manner:




Markbook Demo - Load previous changes X

@ karkbook Demao

Start the application or load previous changes

Do you want to load a recently saved copy of the secure Excel workbook?

Clicking "Load & Recent Save” will show the list of previously saved workbooks. You can discard your previous
changes by cheosing "Onginal Workbook", Clicking "Choose Save" lets you select which secure Excel workbook

file to load.
— Original Workbook

— Choose Save File

— lLoad A Recent Save

uun

> The second method involves the use of the command line. Advanced users may prefer this method for
system automation or integration. To do this, the user needs to open the Windows command prompt,
navigate to the directory where the secure application's executable file is located, and then enter the
name of the executable followed by the "-deact’ parameter. For instance, if the executable is named
‘Application.exe’, the complete command would be:

C \Path\to\application\Application. exe -deact
By pressing Enter, the parameter is passed to the executable file, triggering the deactivation process.

» The third method employs the VBA API provided by XLS Padlock. For more details on using VBA APIs for
deactivation, please consult the article Start Deactivation of the Workbook Application With VBA.

Please be advised that once a key is deactivated, it will be locally blacklisted and
can no longer be reused on the computer from which it was deactivated. Users
must understand that deactivation is a final action for the specific machine, and

the deactivated key will not be eligible for reactivation on the same system. If you wish

to use the application on the same computer in the future, a new key will be required.
Please also note that we (as defined in

the WooCommerce Integration Kit).

Conclusion

Deactivation is a powerful feature that adds flexibility and control for both the vendor and the end user. By
understanding and effectively managing deactivation, you can provide better service to your customers and



streamline the activation process.

© Allow deactivation for this workbook application




12. Workbook Updates

When you distribute an Excel workbook to other users, it is quite expected that you will have to make updates
and provide them to your users.

XLS Padlock provides you with several tools to facilitate the distribution of updates to your compiled
workbooks, let's find out which ones.

Before you start, you should already be aware of the different save modes offered by XLS Padlock.

If your workbook is going to be modified often and your users only have to modify a few cell values in it when
working with it, the save mode Save defined cell values only (XLSCE file) is the most appropriate.

In fact, this allows you to update the main workbook file without the users having to re-enter all their data,
because XLS Padlock with this save mode only keeps the cell values that you have designated and restores them
later. This way you can modify all the logic of your workbook and your users keep the values of their cell data.

If you update your source workbook, the easiest way consists in recompiling it as an EXE file and deploying this
new EXE to your customers (generally, they just download it again).

As it can be tedious for end users to redownload the EXE file and put it back in the right folder, XLS Padlock
provides the possibility of an automatic update via the Web. Moreover, a regular control of possible update and
notifications to end users can be set up:

B _ 1
. My Test Warkbook
)r.
' Start the application or |oad previous changes
i f My Test Workbook X !
| Da you)
Clickina New version found : by
| 3 Current version : 1.3.0.0
choosing t file to load.

New version : 2.0.0.0

Great new version

—> 8

-

>
| Get update

o Checlk for Updates ‘ Ciuit

Everything can be configured quickly and directly in XLS Padlock:




¢ XS Padlock

)

@ Build Secure Application : Save and close [ Get Help

Sty e Ry i L -
SOEEEEE SRS e S T AR e e

Do you want to add a web update feature to your application?
Splash Screen

The Web Update feature |ets your application check for updates, download them from your web server, and safely
install them. Thus, your end users can easily upgrade your workbook app when you release a new version (based on
File Version). Configure the following settings and click Generate Web Update Files to creste all Web Update files

that you will have to upload to your web server. Please refer to the documentation about how Web Update warks, or
watch a video tutorial.

EXE lcon and Version Info

Add the "Web Update” feature to the application
: . L Base URL on your wehb server where all Web Update files will be hosted:
License Agreement z pd
https:/fwww.g
Web Update Web Update INF Control Filename:
test.inf

Local destination folder where Web Update files will be placed:
. . wsimplefolder
"What's new" text to be displayed [optional):

Great new version

Display this message after a successful update (optional):
Mo Message

Automatically check for updates at startup

Generate Web Update Files

To set up your own update system, you must have a web hosting space available on the Internet (e.g. your own
web hosting account or a dedicated server) where you can place files for direct download.

Then you just have to follow the instructions available on the how to set up automatic web updates page.

12.1. How to set up automatic web updates

XLS Padlock allows you to add a Web Update feature to your Excel workbook compiled apps: when you release


https://www.xlspadlock.com/video/webupt
https://www.xlspadlock.com/video/webupt

a new version, the Web Update feature can automatically download the updated EXE file from your web hosting
provider or server, and safely install it. This allows end users to always stay with the latest version and easily
upgrade your workbook app when you release a new version.

No third-party software is required. However, you must own or rent a web space to host web update files
generated by XLS Padlock.

O Watch a video tutorial about how to set up automated web updates for Excel
; workbooks

How does the Web Update proceed?

The Web Update process happens in several steps. First step consists in obtaining the control file (.INF file) from
your web space (HTTP/HTTPS based location). The next step is the processing of the .INF file by verifying new
files, new versions and if necessary downloading the files. Update files that are not part of the application
running process (.EXE) can be immediately extracted to the proper location. If necessary, in the last step, the app
is closed, the new EXE file is extracted and the updated app is automatically restarted.

Checking for new updates

You can configure your compiled workbook application to automatically check for updates at startup or add
a "Check for Updates" button to the Welcome screen:

My Test Workbook - Load previous changes X

My Test Workbook

Start the application or load previous changes

| Do you want to load a recently saved copy of the secure Excel workbook? i

Clicking "Last Save" will load the previously saved workbook. You can discard your previous changes by
choosing "Original Workbook". Clicking "Choose Save" lets you select which secure Excel warkbook file to load.

—» Original Workbook
— Choose Save File

— | oad a recent save

’

#
-

Check for Updates Cuit

When a new version is detected, end users are informed and guided through the Web Update wizard:


https://www.xlspadlock.com/video/webupt
https://www.xlspadlock.com/video/webupt

My Test Workbook X

New version found : |
Current version : 1.3.0.0
New version : 2.0.0.0

Great new version

Get update |

They can choose to install or not the update.

End users can also start a web update through the command line (-webupdate switch).

How a new version is detected?

The File Version number specified in the EXE Icon and Version Info page of XLS Padlock is used to determine
whether an upgrade is necessary or not. So, be sure to increase the File Version number when you release an
update of your Excel workbook app. The File Version value is both used in standalone EXE applications and
Bundle applications.

Configuration of Web Update Settings

Base URL on your web server where all Web Update files will be hosted
All files necessary for the web update (control and CAB files) must be made available for download through
HTTP. You must give XLS Padlock the base URL to the location of all Web Update files hosted on your web

space.

For instance, enter https://www.yourwebsite.com/myfolder

O We recommend you to use secure HTTPS URLs as they are supported by XLS
2 Padlock.

Web Update INF Control Filename

The control file (INF format) contains necessary instructions and data about the web update. It's the file that the
publication will download first.

Local destination folder where Web Update files will be placed



Provide the path to the folder on your local disk where XLS Padlock will generate web update files. The entire
contents of the folder must then be uploaded to your web space (for instance, you can do it with a FTP client)
and made available at the base URL specified above.

A The destination folder should be empty. If it is not empty, you'll be asked
whether you want to delete its contents before generating files.

"What's new" text to be displayed (optional)

The news that you may want to display to your end users on the Web Update Wizard (see screenshot above)
when a new upgrade is available.

To put a carriage-return-line-feed between "Line 1" and "Line 2", insert \n, such as Line1\nLine2.

Automatically check for updates at startup

Allows the publication to check for updates at startup without user interaction. The Web Update Wizard is only
displayed if a new version is detected.

Generating Web Update Files

XLS Padlock will generate all files necessary for the web update (control and CAB files) in the local destination
folder. You can then upload these files to your web space.

There are two types of files:

the .INF control file with instructions for the publication;
the .CAB compressed file that contains the new publication EXE file and its associated external files.

The .CAB file is a standard Microsoft Cabinet file. You can open/edit it with 7-Zip for instance if you want to add
more files.

/™ Note

If the publication EXE file is installed in a Windows restricted folder such as Program Files, administrator
privileges are required and this will trigger a UAC prompt.

Troubleshooting

To troubleshoot the web update feature, you can create a log file by checking the "Enable WebUpdate Log" in
the Advanced Options. When this option is activated, a file named WUPDATE.LOG will be created in the user's
Documents directory. This log file will record all the steps undertaken by the update process, providing detailed
information that can be invaluable for diagnosing any issues that might arise during the web update process.
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13. USB or Dongle Protection for Excel

Thanks to XLS Padlock, you can lock your Excel workbooks to a USB stick or dongle, which means that the
compiled workbook application will not work if the correct USB device or dongle is not inserted. The
Excel workbook application will check the USB stick or dongle’s presence at startup. It can also check for dongles

regularly during execution if you wish.

If you want to use this protection, tick the option “Link the application to a dongle or a USB stick” and select

the device model you have.

G Build Secure Application

Application Settings Security . AdivationKeys  CustomizeEXE  Distribute EXE

B otection
T A

Do you want to secure your Excel workbook with dongle or USB stick?

You can lock your application to a dongle or a normal USE stick so that each time your Excel workbook is run, it will check for the presence of the
dongle / USE device. If the nght device is found, the workbook will be opened, otherwise it will not run. Please see the documentation for a list of
dongle hardware sellers compatible with XL5 Padlock.

Link the application to a dongle ar a USB stick

Please select the device to use:

Enky CT Dongle (www.hs-secuntyware.com) v

Fill in the following fields according to the specifications from the EnkyCT vendor. For support, please contact info@hs-securityware.com

Developer ID: < Max Execution Count: 4
Application ID: MyApplication Trial Days: 0
Background Check (in seconds): Expiration Date (UTC): 05/05/2022 -

5

Generate "Remote autharizati est" tool
Burn the inserted dongle automatically when compiling ; B e dutho srbii) =

. ¢ Burn Dongle Now... W Validate Request and Generate Authorization Code...

© Enky CT dongle

® Enky LC2 dongle

© Generic USB stick

© Enky SL dongle (support removed in XLS Padlock 2025 as deprecated, please use CT dongles)



13.1. Enky CT dongle

According to the provider, Enky CT is an easy-use, stabilized and flexible 32bit smart-card based time clock
dongle, mainly used in software protection and time limitation.
For support, please contact info@hs-securityware.com or visit https://hs-securityware.com

How to use Enky CT dongle

Enter the Developer ID provided by HS Securityware (beware, it is case sensitive!).
Application ID = anything you want to be used to identify the dongle and it should be related to the

application you are creating.

Background Check
The application will check the dongle’s presence at startup. It can also check it regularly while executing.

You can define the frequency of these verifications in this field: if you set 20, the application will check
the dongle’s presence every 20 seconds.

If the dongle is not found, a nag screen pops up requiring insertion of the dongle in the 15 seconds. If
the dongle is not inserted in time, the application exits.

Set restrictions on the application

You can limit the number of times your application can be run: tick “"Max Execution Count” and enter
the required number.

You can also make your application expire after a given number of days (tick “Trial Days” and enter the
required number); alternatively, after a given date (tick “Expiration Date” and enter the required date).

After the given date, number of executions or days, when running your application, your customers will

get an error message saying, “license expired”.
Remote dongle update features

This dongle model offers you the possibility to remotely upgrade the dongles already provided to your
customers. For instance, you can extend restrictions: set a new expiration date or usage count. Customers do not
have to send you their dongles physically for upgrading them. This remote update feature is based on request
and authorization codes. Moreover, XLS Padlock lets you generate a stand-alone application named "remote
authorization request tool" to help your customers send you the request code and enter the proper
authorization code later.

By default, this feature is available and it does not require extra configuration.
How to remotely update the dongle of your customer:

First, you have to generate the "remote authorization request tool" to send to the customer. Click the
appropriate button in XLS Padlock:


mailto:info@hs-securityware.com
https://hs-securityware.com

Bl

- Generate "Remote authorization request” tool

You will be prompted for the filename of the "remote authorization request tool" EXE file that will be created.
Then, send this portable application EXE and its companion .DAT file to the end user who owns the dongle to be

remotely updated. For better delivery, do not hesitate to zip them together.

The Remote authorization request tool is a stand-alone app that you send to your customer in order to get the

request code associated to their dongle. When they run the tool, it looks like this:

Request Code
Please send this request code to your dongle provider.

) My Application - Dongle Remote Update Tool *
Dongle Remote Update
This tool lets you assist in updating your dongle remotely for My Application.
Please plug in the dengle and choose what you would like to do:
| need a request code
Choose this option if you run this tool for the first time
| hawe got an authorization code
Choose this option to complete the update process
< Back Mext = Cancel

) My Application - Dongle Remote Update Tool X

Your request code is

feEnnm328660n874

e

s

The customer then sends this request code to you.



In XLS Padlock, choose “Validate Request and Generate Authorization Code”, paste the request code received
and click "Validate Request Code":

Remote Authorization Generator

When the time limit is exceeded or the number of uses is exhausted, the end user can generate 3 remote authorization request using
the "Remote authorization request” tool dedicated to your project. Then, the user sends this code to you. Please then enter the code
provided by the user below and click Validate. After that, configure the new limitations and click Generate Authorization Code. An
authorization code will be created and you will have to provide it to the user. The |atter will have to restart the "Remote authorization
request” tool, enter this authonzation code, insert the dongle in the computer and validate so that the dongle will be configured with

the new limitations.

Reguest Code o
Paste Validate Request Code

foBnnm528660n874

- usage count: 4
Generate Authorization Code

Mew Limtations

- Authorization Code
Add to Usage Counter: i Copy
Unchecking the option disables the counter
Set Mew Expiration Date (UTC): 18/0B/2022 y
Close this window

You can see the expiration data about the dongle of your customer and set new limitations. The dongle API
offers only two update possibilities: usage counter and new date expiration. No trial days.

For instance, we choose to add 5 new runs:



Remote Authorization Generator

When the time limit is exceeded or the number of uses is exhausted, the end user can generate 3 remote authorization request using
the "Remote authorization request” tool dedicated to your project. Then, the user sends this code to you. Please then enter the code
provided by the user below and click Validate, After that, configure the new limitations and click Generate Authorization Code. An
authorization code will be created and you will have to provide it to the user. The latter will have to restart the "Remote authorization
request” tool, enter this authonization code, insert the dongle in the computer and validate so that the dongle will be configured with

the new limitations.

Reguest Code
foBnnm528660n874

- usage count: 4
Generate Authorization Code

Mew Limtations

- Authorization Code
4 Add to Usage Counter: 1 P
Y s 'e534amb2nm2ngims5 C"Pbe

Unchecking the option disables the counter

Paste Validate Request Code

Set Mew Expiration Date (UTC): 18/06/2022
Close this window

Afterwards, you generate the authorization code and send it back to the customer.
The latter starts the tool again:
A, My Application - Dongle Remote Update Tool *

' Dongle Remote Update
This tool lets you assist in updating your dongle remotely for My Application.

Please plug in the dengle and choose what you would like to do:

| need a request code
Choose this cption if you run this teol for the first time

| hawe got an authorization code
Choose this option to complete the update process

< Back Cancel




My &pplication - Dongle Remote Update Teol * -'

Enter Authorization Code

Please enter the authorization code you received from your provider and click Mext., |

Your authorization code:

£3%4ambZnmndims Paste

< Back Mext > | ‘

Enter Authorization Code

Please enter the auth- : T - B
My Application

Your dongle has been successfully

configured. This application will close

e dambeZnmZndl) Now, Paste

Your authorization

OK

< Back Mext » | .

The customer's dongle has been successfully updated with the new restrictions you decided.

13.2. Generic USB stick

The workbook will open only if the allowed USB sticks are plugged in. This protection is based on the built-in
manufacturer ID each USB stick has got.

] First, you must enter an Application Secret ID. This ID is combined with the USB stick’s manufacturer ID
to generate a unique hash sum for each USB stick.



] When the application is launched, it scans all inserted USB disks and computes all hash sums. If one of

these hash sums match the authorized one(s), the protected workbook is opened. Otherwise, the following
error message is displayed: "The required security USB stick is not found. Please insert it and restart this
application” and the application exits.

"G XLS Padlock

6 Build Secure Application

Do you want to secure your Excel workbook with dongle or USB stick?

You can lock your application to a dongle or a normal USE stick so that each time your Excel workbook is run, it will check for the presence of the
dongle / USE device. If the right device is found, the workbook will be cpened, otherwise it will not run. Please see the decumentation for a list of
dongle hardware sellers compatible with XLS Padlock.

Link the application to a dongle ara USB stick
Please select the device to use: Application Secret |D:
Genenc USE stick v My secret app

The workbook will wark only if the allowed USB sticks are plugged in. XLS Padlock uses USB stick's manufacturer |D to find out if it is allowed or not,
Please enter a secret |D above and use the list below to specify unigque hash sums of all allowed USB sticks. Plug a USB stick in, choose it in the drive
list and click "Allow this USE disk",

5758483141 Available Disks:
- ] v 5 Refresh
Hardware information about d:
- Mo USE disk
&) Remove Selected « Clearall Allow this USB stick

©  Toauthorize a given USB stick in XLS Padlock:

Plug the USB stick you want to authorize in, choose it in the drive list and click "Allow this USB disk". XLS
Padlock lets you know whether the inserted USB stick is compatible or not.

The hash sum is computed and added to the list on the left side.

Compile your application.

'/ ® Notes:

You can authorize several USB sticks.
USB stick protection has less flexibility and security features than dongle protection.

To edit an existing USB stick, just double-click on its manufacturer ID in the list and you will be
prompted for any modification.



13.3. Enky LC2 dongle

For support, please contact info@hs-securityware.com or visit https://hs-securityware.com

From the manufacturer: the Enky LC dongle is one of the most cost-effective software protection dongles. Enky
LC has a matured 8-bit chip developed by top class manufacturer and is a standard USB interface-based HID
device, which can be used driverless under Windows.

How to use Enky LC2 dongle

1. Enter the Developer ID you received from HS-Security Ware when purchasing your dongles.

2. Enter a unique Product ID associated to your workbook. This ensures that only Enky LC dongles with
the correct product ID will be accepted by your application.

3. Build your secure application.

Steps to configure an Enky LC2 dongle

Dongles received from HS-Security Ware are configured to work with XLS Padlock. In order to link the dongle to
your application, you have to burn it first. This can be done with the “Burn Dongle Now" button. Plug in the
dongle you want to burn, and press the button. The dongle is configured and a confirmation message is
displayed. You now have a dongle configured to unlock your application and you can distribute it to your
customers along with the application EXE file.

The Burn Dongle process can be automatically done by XLS Padlock when compiling your application, provided
that a compatible dongle is plugged in (it will be listed in the compilation log).

Background check

In order to open the protected Excel workbook, a dongle with the correct Developer ID and Product ID has to
be plugged in. Moreover, in order to prevent users from removing the dongle while still running the application,
you can enable a background check. In that case, the dongle will be checked every X seconds - if the dongle is
not available, the application will freeze and request it. The customer has the choice to insert the dongle again
or Excel will be terminated.

To do so, enter the X interval in seconds or leave the field blank to disable. For instance, you can enter “15” and
the dongle will be checked every 15 seconds.


mailto:info@hs-securityware.com
https://hs-securityware.com

14. Code sign your EXE files (digital
signature)

Code sign your EXE files (digital signature)

When you digitally sign a standalone workbook EXE file (a process known as code signing), you provide
assurance to end users that the file they downloaded is authentic and hasn't been altered since its release.
Digital signing relies on Microsoft Authenticode® technology, enabling both end users and the operating
system to verify that the program code originates from a trusted publisher.

% XS Padlock

| 1) ~
e Save and dose / Get Help

Do you want to digitally sign your EXE file?

To assure end users that they have downloaded an authentic EXE file and that it was not altered since its release, XLS Padlock can digitally sign
SaveOitione your application .EXE file using Microsoft Authenticode. A code signing certificate is required: it can be stored in an external file (PFX), in the
SHEpHon Windows Certificate Store (Local Computer, Personal section), in the cloud (for instance with Azure Trusted Signing),
Please choose the code signing methad first

Code Signing Method: Certificate Subject Name
@) Sign EXE Fle Now
[ Automatically sign my EXE file
G.D.G. Software
Excel Add-ins ) _
Aszociated Password (if any)
App Information URL {optional):
‘Bucel Custom Ul https://www.dspadlock.com

XLS Padlock simplifies the code signing process by handling the necessary steps internally.




Windows protected your PC
Microsoft Defender SmartScreen prevented an unrecognized app from
starting. Running thi apo I||||'_]||| put yvour PC at ri =r

A . - h
.4|_||| By E

Publisher: Your Company Name Here

=

How to Obtain a Code Signing Certificate

To sign your application, you need a valid code signing certificate from a trusted Certificate Authority (CA). CAs,
such as Sectigo or Digicert, act like digital notaries, verifying your identity and issuing certificates. Be sure to
purchase a Code Signing Certificate, as other types (like SSL/TLS certificates) are not compatible with
Authenticode.

Traditional code signing certificates can be expensive, often costing several hundred dollars per year.

@ An increasingly popular and often more cost-effective alternative is Azure Trusted Signing, a cloud-based
code signing service provided by Microsoft. It eliminates the need for physical USB tokens and streamlines the
management process. XLS Padlock fully supports signing with Azure Trusted Signing.

Token-Based Certificates and Hardware Security Modules (HSMs)

Following changes mandated by the Certificate Authority/Browser (CA/B) Forum, effective June 1, 2023, code
signing certificate private keys must be stored on secure hardware. This means using a hardware security
module (HSM) or a cryptographic token that meets standards like FIPS 140-2 Level 2 or Common Criteria EAL



https://www.gdgsoft.com/faq/azure-trusted-signing-cost-effective-exe-code-signing

4+. This requirement enhances security by preventing the misuse of stolen private keys.

Due to this change, the traditional method of exporting/importing certificates using password-protected PFX
files is becoming obsolete for newly issued certificates. Instead, certificates are typically installed directly into the
Windows Certificate Store from the hardware token.

XLS Padlock works seamlessly with token-based certificates. Simply ensure the hardware token containing your
private key is physically connected to your computer when you initiate the signing process.

(i] If you use a token managed by the Safenet client software, you might be prompted for your token
password each time you sign. To avoid repetitive prompts during a session, you can often configure the
Safenet client's Enable single logon option. This allows you to enter the password once per session.

Configuring Code Signing in XLS Padlock

In the XLS Padlock interface, navigate to the Security tab and then select EXE Code Signing. To enable signing,
first choose your preferred Code Signing Method:

L] PFX File: This method uses a certificate stored in a Personal Information Exchange (.pfx) file. While still
supported by XLS Padlock for older certificates, this format is being phased out for new certificates due to
security mandates.

PFX File Path: Browse to or enter the full path to your .pfx file.

Associated Password: Enter the password required to access the private key within the .pfx file, if
applicable.

©  Certificate Subject Name: This method locates your certificate in the Windows Certificate Store (either
Local Computer or Current User store) based on its Subject Name (often your organization's name). This is a
common method when using certificates installed from hardware tokens.

Subject Name: Enter the exact Subject Name of the certificate as it appears in the Windows Certificate
Store (e.g., "CN=Your Company Name, O=Your Company Name, L=City, S=State, C=Country").

Associated Password: Enter the password for your hardware token if prompted during the signing
process.

L] Certificate Thumbprint: Similar to Subject Name, this method uses the Windows Certificate Store but
identifies the certificate by its unique Thumbprint (a SHA-1 hash). This is often the most reliable way to specify
a certificate in the store, as thumbprints are guaranteed to be unique.

Thumbprint: Enter the certificate's thumbprint. You can find this in the certificate details in the Windows

Certificate Store Manager (certmgr.msc or certim.msc).

Associated Password: Enter the password for your hardware token if prompted during the signing
process.

] SignTool Commands: This advanced method allows you to provide custom commands for Microsoft's
SignTool.exe utility. It offers the greatest flexibility, allowing you to specify different hash algorithms (including
SHA-1 if absolutely necessary, though SHA-256 is strongly recommended), timestamp servers, or other
specific parameters. XLS Padlock will automatically detect SignTool.exe if it's installed with Visual Studio or the



Windows SDK.

Enter the command-line arguments for SignTool.exe, one command per line. Use the marker {$OUTPUTFILES} to
represent the full path to the EXE file being signed. XLS Padlock will substitute this marker automatically.

Example:

sign /tr http://timestanp.sectigo.com/td sha256 /fd sha256 /a /v "{$QUTPUTFI LES}"
] Azure Trusted Signing: Use this method to sign your application with Microsoft's Azure Trusted

Signing service. You'll need an active Azure subscription and a configured Trusted Signing account. XLS
Padlock will check for the required SignToolexe and the Azure Trusted Signing DLL
(Azure.CodeSigning.Dlib.dll).

Trusted Signing Account Endpoint: Enter the endpoint URL provided by your Azure Trusted Signing
account.

Trusted Signing Account Name: Enter the name of your Azure Trusted Signing account.

Certificate Profile Name: Enter the name of the certificate profile you want to use within your Trusted
Signing account.

» Read our Signing with Azure Trusted Signing And XLS Padlock Tutorial.

/\ Before using this, ensure you have installed the Microsoft Azure CLI and logged in using az login. See the

Microsoft documentation for setup details.

Digest Algorithm (SHA-256)

For enhanced security and compatibility with modern operating systems, XLS Padlock uses the SHA-256 digest
algorithm by default when signing your EXE file using the PFX File, Certificate Subject Name, Certificate
Thumbprint, or Azure Trusted Signing methods. Timestamping is also performed using an RFC 3161 SHA-256
timestamp server.

If you have specific legacy requirements to use a different algorithm like SHA-1 (not recommended), you must
use the SignTool Commands method and specify the desired algorithm (e.g., /fd sha1’) and corresponding
timestamp server (*/t’) in your custom command.

Application Information URL

The optional App Information URL field allows you to embed a web link directly into your digital signature.
Users can access this link from the certificate details, typically directing them to your product page or company
website for more information.

Performing the Signing

] Manual Signing: After configuring your chosen method, click the Sign EXE File Now button to
immediately sign the last built EXE file for the current project.

©  Automatic Signing: Check the Automatically sign my EXE file option. With this enabled, XLS Padlock
will automatically sign the EXE file each time you build your secure application (by clicking "Build Secure
Application”).


https://www.xlspadlock.com/tutorials/workbook-azure-trusted-signing
https://learn.microsoft.com/en-us/cli/azure/install-azure-cli
https://learn.microsoft.com/en-us/azure/trusted-signing/how-to-integrate-signtool

Global Preferences

The Global Preferences... button opens a dialog box where you can configure default settings related to code
signing that apply across your XLS Padlock projects.

Global Preferences b4

Code Signing Default Properties

The following options define how ¥LS Padlock can digitally sign your apps.

Default RFC 3161 SHAZ56 Time-5tamp Authority (T54) URL:

http://timestamp.sectigo.com Default

SignTool.exe Path:
ChProgram Files (x286)\Windows Kits\ 104bin%10.0.26100.00x68signtool.exe - || Auto

SignTool Default Command:
sign /tr httpe/ftimestamp.sectigo.com Jtd sha25e fd sha256 fa A "{SOUTPUTFILES}"

Azure Trust Signing dlib Path:
ChlUsersh  AppDatatLecal\Microsoft\MicrosoftTrustedSigning ClientTools\Azure. CodeSigning.Dlib.dll - || Auto

L LClose

o Default RFC 3161 SHA256 Time-Stamp Authority (TSA) URL: This is the URL of the timestamp server
used to add a secure timestamp to your signature. Timestamping ensures the signature remains valid even after
the certificate expires. The default is often sufficient (e.g., http://timestamp.sectigo.com). This URL is used
automatically by the PFX, Subject Name, Thumbprint, and Azure methods unless overridden by custom SignTool
commands.

o SignTool.exe Path: The full path to the Microsoft SignTool.exe utility. Click Auto to let XLS Padlock
attempt to automatically locate it (usually in the Windows SDK directories).

o SignTool Default Command: This command template is used internally by XLS Padlock when signing
via the PFX File, Certificate Subject Name, or Certificate Thumbprint methods. It defines the standard parameters
like the timestamp server (/tr’), digest algorithm (*/td’, */fd’), and the file to sign ({$OUTPUTFILES}’). You
generally don't need to change this unless you have very specific global signing requirements.

o Azure Trust Signing dlib Path: The full path to the Azure.CodeSigning.Dlib.dll file required for the
Azure Trusted Signing method. Click Auto to let XLS Padlock attempt to locate it (usually in the user's AppData
directory after installing Azure CLI tools).
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15. All XLS Padlock Options

15.1. Application Settings

The mandatory settings for your project are on this page:

% XS Padlock R? @ =

a Build Secure Application 5‘ Save and dose ? Get Help g
‘ ‘ o)

USE or Dongle Protection  Licensing Options cmwm Distribute App

Where do you want to create the secure application?

XLS Padlock will protect your current Excel workbook by converting it to a secure application (.EXE file). You just have to distribute this application to your end
users, nothing more, The original Excel workbook file is of course not required.

To open your protected workbook, your end users launch your application, Excel is then started and the protected workbook is opened, End users can work
with it as if they had opened it the regular way. Nothing else is required, except a local copy of Microsoft Excel,

Please provide the path to the application .EXE file that will be built. It must be a full path. Finally, choose the Packaging option and define a title for your

application.
Output path o\
©®utput Path:
Markbook-Demo-UNIV.exe Copy | Browse... Open Folder
Application title oﬁ
e “Bpplication Title:
Markbook Demao o
Packaging Option of L 3 ’ ; e ; : "
ot plication Packaging Option: Generates 3 single EXE file for distribution, EXE can be customized with your own icon
your Application it L S : e
and version infe. Manual signing it with your code signing certificate is highly
Standalone EXE “ | e
) Build EXE for Excel:
Build EXE for Excel XX n—. @
Universal (one EXE file for both 32-bit and 64-bit, but larger) w

n Output path

a Application title

a Packaging Option of your Application

n Build EXE for Excel XX

] Configure Advanced Options

© add Companion Files

15.1.1. Output path

All XLS Padlock Options > Application Settings > Output path




XLS Padlock generates a single EXE file. Select the output path where you want your application EXE file to be
created. Do not forget the .exe extension.

Relative paths are also accepted: the base folder will be the folder that contains the workbook file.

By default, XLS Padlock displays the path where the Excel file is saved; you can change it of course.

© Application Title

15.1.2. Application Title

All XLS Padlock Options > Application Settings > Application Title

Give a title to your application. This title displays after the file name on the upper ribbon of your application,
replacing “Microsoft Excel” mention.

If you want to display the name of the save file loaded by the user, use %SAVEFI LENAMVEYoor #SAVEFUL L NAVEY.
in the title.
For instance, enter “My Appl i cati on %SAVEFI LENAVEY.

If the original workbook is loaded, “SAVEFI LENAME%owill be empty.

j' » YSAVEFULLNAME%will be replaced by the full path to the save file, while %SAVEFI LENAMVEYowill only be
replaced by the filename without the folder path.

© Application Packaging Option

15.1.3. Application Packaging Option

All XLS Padlock Options > Application Settings > Application Packaging Option

The Application Packaging Option allows you to build your secure Excel workbook applications in two distinct
formats.

O We recommend you to choose Standalone EXE if you have a digital signing
“2 certificate. This is not mandatory, but strongly recommended to avoid the
unknown app warning from Windows SmartScreen and/or false positives that
may occur due to some antivirus software.



& &

Security USB or Dongle Protection  Licensing Options Customize App Distribute App

Where do you want to create the secure application?

LS Padlock will protect your current Excel workbook by converting it to a secure application (.EXE file}, You just have to distnbute this application to your end
users, nothing more. The original Excel workbook file is of course not required.

To open your protected workbook, your end users launch your application. Excel is then started and the protected workbook is opened. End users can waork
with it as if they had opened it the regular way. Nothing else is required, except a local copy of Microsoft Excel.

FPlease provide the path to the application .EXE file that will be built. It must be a full path. Finally, choose the Packaging option and define a title for your
application.

Output Path: Choose the Packaging Option for

your application.

Copy 'Browse... Open Folder

Application Title:

Markbook Demo o

Application Packaging Option: Generates a single EXE file for distribution. EXE can be customized with your own icon
and version info. Manual signing it with your code signing certificate is highly

Standalone EXE e

Build EXE for Excel:

Universal (one EXE file for both 32-bit and 64-bit, but larger) w o

Standalone EXE

With XLS Padlock, you can transform your Excel workbook into a standalone executable (.EXE) file, seamlessly
recognized by Windows.

Distributing this .EXE file to your users is straightforward. The necessity for the original Excel workbook is
eliminated, thus it is protected against copy.

EXE + XPLAPP Application Bundle

Opting for this configuration results in the creation of an EXE file coupled with a .bin64 companion file and a
xplapp data file. The EXE, already signed by our firm, gains immediate recognition from Windows SmartScreen
and leading antivirus solutions, offering a path to trusted distribution.

This distribution ensures that the EXE automatically locates and accesses the user data within the xplapp
file, given both are stored in the same folder and share the same file name.

For convenience, XLS Padlock is capable of bundling these files into a singular Zip archive or installer.
Employing this method substantially diminishes the chances of encountering "Unknown Application"
alerts from Windows SmartScreen and avoids antivirus false positives.

The .bin64 companion file provides support for Excel 64-bit and it is required by the EXE file.

Create 64-bit Only

The EXE generated is a pure 64-bit EXE file. It is for Excel 64-bit only. No additional .bin64 companion file is



generated in that case.

15.1.4. Build EXE for Excel XX

All XLS Padlock Options > Application Settings > Build EXE for Excel XX

Recent Excel releases offer two versions: 32-bit or 64-bit. Learn more about Office 32-bit and 64-bit versions

If your end users have Office 64-bit, you must provide them with a 64-bit executable file. XLS Padlock

can generate 64-bit .exe files.

This option is for standalone executable files only.

X4

X3

8

3

o

®,
°

Choose what type of EXE XLS Padlock will generate when creating your secure application:
32-bit only: XLS Padlock generates an EXE file for Excel 32-bit versions.
64-bit only: XLS Padlock generates an EXE file for Excel 64-bit versions.

Universal: XLS Padlock creates a single EXE file for both Excel 32-bit and 64-bit versions. Thus, you do
not have to manage and deliver two separate EXE files to your customers. The other side of the coin is a
clear increase of the EXE file size: the EXE will double in size because we merge 32-bit and 64-bit code

into one EXE.

32-bit and 64-bit: XLS Padlock generates two separate EXE files. When you hit “Build Secure
Application”, XLS Padlock first makes an EXE for Excel 32-bit versions and then an EXE for 64-bit versions
at once. To prevent EXE files from overwriting themselves, XLS Padlock automatically adds “32" and "64"
suffixes to the Output path. For instance, "My App.exe” will result in "My App32.exe” and "My
Appb64.exe”.

By default, applications distributed in the bundle format are already Universal.

] Configure Advanced Options



http://office.microsoft.com/en-us/word-help/choose-the-32-bit-or-64-bit-version-of-office-HA010369476.aspx

15.1.5. Configure Advanced Options

All XLS Padlock Options > Application Settings > Configure Advanced Options

In “Application Settings”, click “Configure Advanced Options” button to display the following window:

XLS Padlock - Advanced Options b4

= Workbook Options
Allow loading/saving other workbooks through VBA 5etOption helper
Show Developer Tak (not recommended)
Disable formula and YBA protection (Excel 2000 compatibility)
Custom Save File Extension (default: XL5C) HLSC

Store [DAT, license and save files in the same folder as the EXE file
Do not disable Protect/Unprotect Sheet menu
Do not show VBA compiler exception messages
Allow the user to close the splash screen by clicking it
Disable Ovenwrite Prompt in the Save As dialog box
= Troubleshooting Options
Do not use a virtual drive for storing temporary Excel files (troubleshooting purp
Perform a workbook recalculation at startup (formula protection troubleshootin
Allow all other Excel add-ins (not recornmended)
Use fixed protection DLL filenames (not recommended)
Use ancther registry key for storing activation data
Save workbook files against the language of VBA
Do not restart the EXE automatically after successful activation
Do not reset Cuick Access Toolbar
Do not disable the XLStart user folder
Allow F11 and F12 keystrokes
Do not temporarily disable Excel events while protecting original workbook
Enable Web Update Log (WUPDATELOG in Documents folder)
Remove Runtime Files After Execution
Do not medify Excel icon
Do not forbid elevated mode for the EXE
Do not set calculation mode to manual when leading cell values
Delay before the Relead button in wait dialog displays (in seconds) 5,00

Available Advanced Options

Allow loading/saving other workbooks through VBA SetOption helper

Show Developer Tab (not recommended)

Disable formula and VBA protection (Excel 2000 compatibility)



Custom Save File Extension (default: XLSC)
Store .DAT, license and save files in the same folder as the EXE file (useful for portable applications)
Do not disable Protect/Unprotect Sheet menu

Do not show VBA compiler exception messages

Allow the user to close the splash screen by clicking it

Disable Overwrite Prompt in the Save As dialog box

Do not use a virtual drive for storing temporary Excel files (troubleshooting purposes).
Perform a workbook recalculation at startup (formula protection troubleshooting purposes).
Allow all other Excel add ins (not recommended)

Use fixed protection DLL filenames (not recommended)

Use another registry key for storing activation data

Save workbook files against the language of VBA

Do not restart the EXE automatically after successful activation

Do not reset Quick Access Toolbar

Do not disable the XLStart user folder

Allow F11 and F12 keystrokes

Do not temporarily disable Excel events while protecting original workbook

Enable Web Update Log (WUPDATE.LOG in Documents folder)

Remove Runtime Files After Execution

Do not modify Excel icon

Do not forbid elevated mode for the EXE

Do not set calculation mode to manual when loading cell values

Delay before the Reload button in wait dialog displays (in seconds)

15.1.6. Add Companion Files

All XLS Padlock Options > Application Settings > Add Companion Files

Your workbook can be linked to other workbooks or data sources. To preserve links, you can specify additional
workbooks or other files that will be compiled inside the application EXE. They will be made available in the
same virtual folder as the main workbook automatically. It is even possible to include XLL add-ins.



For instance, you have a workbook with a data source available as an external text file. You can add the text file
as a Companion file, so that Excel will be able to find the external text file when the compiled workbook is
opened. This ensures that companion files are always available on other computers.

Workbook Companion Files | 23 |
Your workbook can be linked to other workbooks or data sources. In order to preserve links, you can specify
additional workbooks or other files that will be compiled inside the application EXE. They will be made available in
the same folder as the main workbook automatically.

Do not add very large files because they will be stored in memory: there is another way to preserve links to files,
refer to the documentation.
Source Path Storage Filename
5:\Excelsamplesi\Annual finandal report1.xdsx Annual financial report 1, xsx
I:'::I Add File(s). .. ‘ ‘ @Clear List %" Close

To add one or more files, click Add Files and select them. They are added to the list.

The Storage Filename column tells you with which filename they will be compiled inside the application EXE file
and restored at runtime.

Do not add very large files because they will be stored in memory. If you would like to link to other workbooks
or large data files, you can leave them in the same folder as the application EXE file and use references to these
files. References can be set up with the XLS Padlock built-in Excel function named PLEvalVar("XLSPath"). Please
refer to the section: Use external references and hyperlinks.

If you want to access companion files with VBA code, you can use the following VBA code snippet (copy and
paste it into a module):

Publ i ¢ Function Pat hToConpil edFile(Filename As String)

Di m XLSPadl ock As bj ect

On Error GoTo Err

Set XLSPadl ock = Appli cation. COMAddI ns( " GXLSFor m GXLSFor mul a") . Qoj ect
Pat hToConpi | edFi | e = XLSPadl ock. PLEval Var (" XLSPat h") & Fil ename

Exit Function

Err:

Pat hToConpil edFile = ""

End Functi on

Then, you can access a companion file like this:

D mwk As Wr kbook



Set wk = Workbooks. Open( Pat hToConpi | edFil e("Test File.xlsx"), False, False)
MsgBox wk. Sheets(1).Cells(1, 1).Value
wk. d ose

15.2. Security

XLS Padlock offers lots of means to protect your Excel workbook: save options, restrictions, conditions to open
your application (activation key, or presence of a dongle or a USB stick)... Learn more about how to secure your

workbook with XLS Padlock's options: click the page and you will be redirected to the corresponding topic.

9 Build Secure Application :' Save and close 9 Get Help g

°o

USB or Dongle Protection  Licensing Options Cmmﬁpp Distribute App

How do you want to configure save options?

Workbook Saving / Loading

These options let you control how workbook modifications are saved and loaded ned time (if you allow it).

[ ] Lﬁ.lways show the "Load previous changes" welcome screen | o
Restrictions

[ ] Save changes automatically and load them without prompt next time o
VBA Security -

[_| Savefiles can only be opened on the computer they were saved an (hardware-locking) o
Formulas And Passwords ; , :

L ow save but do not handle loading/saving (only ussfu ou use events to handle save yourse

] Al but do nat handle loading/saving (only useful if y VBA handle save yourself) (i ]
EXE Code Signi

° Jniag [_] Do not display the "Original Workbook" choice o
Excel Add-ins
" Explore Save Storage Folder «  Delete Save Storage Folder

Excel Versions
Excel Custom LI

15.2.1. Save Options

15.2.1.1. Always show the "Load previous changes" welcome
screen



All XLS Padlock Options > Security > Save Options > Always show the "Load previous changes" welcome
screen

When end users start the secure application, if no save was previously made, the secure workbook is directly

opened without any prompt. With this option enabled, a welcome dialog box is shown instead, allowing users to
start the secure workbook or load an existing save file:

| Markbook Demeo - Load previous changes x

@ Markbook Demo

Start the application er load previous changes

Do you want to load a recently saved copy of the secure Excel workbook?

Clicking "Last Save" will load the previously saved workbook. You can discard your previcus changes by
choosing "Original Workbook", Clicking "Choose Save” lets you select which secure Excel workbook file to load.

—> Original Workbook
— Choose Save File

| — Load a recent save

Cuit

This is useful only if, for instance, you provide your users with both the EXE file and an existing save file, or if you
move the EXE to another computer and want to load an existing save file.

15.2.1.2. Save changes automatically and load them without
prompt next time

All XLS Padlock Options > Security > Save Options > Save changes automatically and load them without
prompt next time

This option offers a basic load/save mechanism: user changes are automatically saved when Excel is closed and
restored when the secure application is started again.

No "File Save As" dialog box nor initial prompt are displayed. On the other hand, your end users can not create
several saves for the same workbook.



15.2.1.3. Save files can only be opened on the computer they
were saved on (hardware-locking)

All XLS Padlock Options > Security > Save Options > Save files can only be opened on the computer they were
saved on (hardware-locking)

Enable this option to prevent end users from sharing save files. The application will create save files that are
hardware-locked: they can only be opened on the computer they were created on. If the user tries to
share a save file and open it with your application on another computer, it will fail.

The application stores the current unique system ID in the save file and checks it when a user attempts to load a

hardware-locked save. You can define system ID options.

O As the owner of the application, you are still able to decrypt any
L2 hardware-locked save file made by your application yourself thanks to the
Decrypt Save File feature of XLS Padlock

A This feature is only available if you chose the Full Save mode.

15.2.1.4. Allow save but do not handle loading/saving

All XLS Padlock Options > Security > Save Options > Allow save but do not handle loading/saving

If you do not want the “Save as” dialog box to appear and handle saving yourself through VBA, you can tick
“Allow save but do not handle loading/saving”. Otherwise, leave this option unchecked if you don't want

modifications to be lost when Excel closes.
VBA developers can also use VBA code extension to automatically save secure workbooks without user prompt.

See 11.3 Saving a secure copy of the workbook without prompt.

15.2.1.5. Do not display the "Original Workbook" choice

All XLS Padlock Options > Security > Save Options > Do not display the "Original Workbook" choice



The "Do not display the 'Original Workbook' choice" option in XLS Padlock removes the possibility to load the
original, unprotected workbook on the Welcome screen:

| Markbook Demo - Load previous changes =

@ Markbook Demo

Start the application or load previcus changes

Do you want to load a recently saved copy of the secure Excel workbook?

: Clicking "Last Save" will load the previously saved workbook. You can discard your previous changes by
choosing "Original Workbeok", Clicking "Choose Save” lets you select which secure Excel workbook file to load.

— Original Workbook
— Choose Save File

|  —» Load a recent save

Chunt

With this setting enabled, the welcome dialog will only offer the possibility to load an existing secure file. This
option is particularly beneficial when custom save files are provided to end users at the outset, ensuring that
only the secured versions of the workbook are accessible upon startup.

15.2.1.6. Explore Save Storage Folder and Delete Save Storage
Folder

All XLS Padlock Options > Security > Save Options > Explore Save Storage Folder and Delete Save Storage
Folder

These Explore Save Storage Folder and Delete Save Storage Folder buttons let you explore and delete the folder
on your PC where the secure application stores save files (in case of automatic saves) and the save history file. If
the portable mode is activated in the Advanced Options, then it's the folder holding the .EXE file (in that case,
Delete will not be possible).

15.2.2. Restrictions

15.2.2.1. Allow print operations



All XLS Padlock Options > Security > Restrictions > Allow print operations

Deactivate this "Allow print operations" option if you want to disable print operations in Excel. If disabled, end

users will get an error message "Print is not allowed” and will not be able to print documents.

15.2.2.2. Allow export PDF/XPS operations

All XLS Padlock Options > Security > Restrictions > Allow export PDF/XPS operations

Deactivate this "Allow export PDF/XPS operations” option if you want to disable exporting workbook content to
PDF or XPS files.

15.2.2.3. Disable right click (no context menu)

All XLS Padlock Options > Security > Restrictions > Disable right click (no context menu)
Enable this "Disable right click" option to disable the mouse’s context menu displayed when you right-click on a

cell. This option is generally used to prevent copying or changing cell’s data.

15.2.2.4. Disable all ribbons and toolbars

All XLS Padlock Options > Security > Restrictions > Disable all ribbons and toolbars

This "Disable all ribbons and toolbars" option will hide all built-in tabs on the Ribbon and most commands on

the Microsoft Office Menu.
It will only work with Excel 2007 and later. You can use “Minimum version of Excel required for your

workbook” to verify that the workbook is only opened in Excel 2007 or later.

15.2.2.5. Disable "cell copy and cut to clipboard” commands

All XLS Padlock Options > Security > Restrictions > Disable "cell copy and cut to clipboard" commands



This lets you disable copy and cut commands. Thus, end users cannot copy data from cells to clipboard for reuse
in other workbooks.

15.2.2.6. Disable Formula Bar

All XLS Padlock Options > Security > Restrictions > Disable Formula Bar

The Disable Formula Bar" option will make the application hide the formula bar of Excel. Moreover, the Excel's «
Formula Bar» option is grayed out so that end users can’t reactivate the formula bar. We also recommend that
you disable access to the VBA editor.

15.2.2.7. Do not allow other instances of Excel when opening
the protected workbook

All XLS Padlock Options > Security > Restrictions > Do not allow other instances of Excel when opening the
protected workbook

The "Do not allow other instances of Excel when opening the protected workbook" option will check whether
Excel is already running when the end user starts the compiled workbook. If this is the case, a message asking
the user to close Excel is displayed.

Thus, this ensures the first running instance of Excel is the one associated to the protected workbook.

15.2.2.8. Only allow one instance of the protected workbook

All XLS Padlock Options > Security > Restrictions > Only allow one instance of the protected workbook

This "Only allow one instance of the protected workbook" option stops end users from running another instance
of the protected workbook if one is already opened. If the end user tries to run the EXE again, the initial instance
gets focused in the task bar. This inhibits end users from opening several instances of the same protected
workbook simultaneously.

application is already running” will be shown instead of the window being
focused.

O On Excel versions lower than 2013, a message box with “An instance of this



15.2.2.9. Remove “Enable fill handle and cell drag-and-drop”
function

All XLS Padlock Options > Security > Restrictions > Remove “Enable fill handle and cell drag-and-drop”
function

This "Remove “Enable fill handle and cell drag-and-drop” function" option stops end users from using the fill
handle and cell drag-and-drop in the protected workbook. It is the same as in the Excel's general options
(Review” — "Check accessibility” — "Options accessibility” — “"Advanced” — “Enable fill handle and cell
drag-and-drop”) but it lets you override the local user's choice.

15.2.3. VBA Security

15.2.3.1. Lock VBA Project (simple VBA protection)

All XLS Padlock Options > Security > VBA Security > Lock VBA Project (simple VBA protection)

The "Lock VBA Project" option must be used if you do not want your end users to access your VBA project.
This feature does not use password protection, it marks the VBA project as locked: it can not be viewed,

accessed or modified.

If the end user tries to access a locked VBA project, the following error message is displayed (Project Locked —

Project is unviewable):

'Prnjeﬂl.odmd Py g

_i-g_ Praoject is unviewable

0K Aide

If you prefer to keep a password, try the option “Prevent access to VBA editor” instead.




Note that macros remain functional.

& This option is compatible with our VBA compiler, to increase the security of your VBA code.

15.2.3.2. Prevent access to VBA editor

All XLS Padlock Options > Security > VBA Security > Prevent access to VBA editor

"Prevent access to VBA editor" is an additional security measure that will automatically close the VBA editor if
the end user tries to open it. A regular check is performed.
This option is compatible with VBA password protection and our VBA compiler.

15.2.4. Formulas and Passwords

15.2.4.1. Formula Protection Method

All XLS Padlock Options > Security > Formulas and Passwords > Formula Protection Method

When you configure XLS Padlock to protect your formulas, the software has two methods to do so. Either it
modifies formulas directly in the source file of your workbook (this is the recommended method that works in
the vast majority of cases). Either it controls Excel by automation.

If the recommended method fails, you can force XLS Padlock to use the method by automation: to do so,
enable "Use Excel automation for formula protection”. The latter will be automatically chosen if you protect
a workbook in binary format (XLSB) or very large.

You can also consider to activate "Ignore errors when processing the workbook (internal protection)” but, in that

case, be sure to test your compiled workbook.

15.2.4.2. Ignore errors when processing the workbook

All XLS Padlock Options > Security > Formulas and Passwords > Ignore errors when processing the workbook

The "Ignore errors when processing the workbook (internal protection)" option in XLS Padlock allows the
protection process to continue even if errors are encountered while opening an Excel workbook. This feature is
designed to streamline the protection workflow by suppressing error messages that could otherwise disrupt the
securing of formulas and workbook structure.



When this option is enabled, XLS Padlock will not halt or display error prompts if it encounters issues during the
workbook's opening phase.

/\ Enabling this option does not resolve any underlying issues within the workbook; it merely omits them
from the protection operation. Post-protection, please test the workbook to ensure that all features are
functioning as required and that the end-user experience is not negatively impacted.

Should errors manifest in the workbook after protection, try to enable the alternative option, "Use Excel
automation for formula protection.” This setting utilizes Excel's own mechanisms to safeguard formulas, which
may mitigate issues that are not addressed by the internal protection method.

15.2.4.3. Worksheet password protection

All XLS Padlock Options > Security > Formulas and Passwords > Worksheet password protection

The "Worksheet password protection” field should be filled in if you use Excel sheet protection:
T FORMULAS DATA REVIEW WIEW ALS PADLOCK
7 Protect Sheet ‘g3 Protect and Share Workbook
F Protect Workbook 7 Allow Users to Edit Ranges
mSharERﬁ."Drkhnnk [ Track Changes =
Changes

( Protect Sheet @

Protect worksheet and contents of locked cells

-

Password to unprotect sheet:

Allow all users of this worksheet to:

select locked cells i

select unlocked cells
A

Crmrmm =t rall-

In case of Excel automation, XLS Padlock has to temporarily unprotect your sheets in order to apply formula

protection, before re-protection. For this operation to be successful, in XLS Padlock, you must enter the
password(s) you chose to unprotect sheets in Excel.

@ Note that XLS Padlock will automatically apply the same sheet protection options as you defined in the
original workbook.

In case you have different passwords for your sheets, you must pass them to XLS Padlock thanks to the
following JSON format.

{"wor ksheet 1 nane": "Passwordl", "worksheet 2 nane": "Password2", "worksheet 3
nane": "Password3".}



Example of 2 passwords to be entered in the field:

{"wor ksheet1": "Hello Wrld", "worksheet2": "Password2"}

15.2.4.4. Protect the workbook with the following password,
but do not ask users for it

All XLS Padlock Options > Security > Formulas and Passwords > Protect the workbook with the following
password, but do not ask users for it

Excel offers password protection for your workbook. It encrypts the source file and asks end users for a
password in order to open the workbook.
XLS Padlock can use this password protection internally: it saves the Excel file with the password you provide. At

runtime, the EXE file tells Excel the password when opening the compiled workbook. Your end users are not
asked for the password at all.

Thus, you have increased protection: Excel password protection combined with security features offered by XLS
Padlock.

You can generate a random password with the Generate button.

Leave the field empty to disable password protection, or if you already use Excel password protection and want
to ask end users for the password.

A Do not change the password once provided, otherwise end users won't be
able to open previous secure save file.

15.2.5. Excel add-ins

15.2.5.1. Do not disable the following COM add-ins (enter
ProgID):

All XLS Padlock Options > Security > Excel add-ins > Do not disable the following COM add-ins (enter ProgID):

By default, any existing Excel COM add-in is disabled when loading a secured workbook.
However, some useful add-ins like Microsoft PowerPivot may be required by your workbooks. In that situation,

enter all progIDs of the different add-ins you want to keep in the field separated by semi colons:
Company.Addin1,Company2.Addin2.File;...

For instance, for Microsoft PowerPivot, the ProglD are: Microsoft.AnalysisServices.Modeler.FieldList and



PowerPivotExcelClientAddIn.NativeEntry.1

Learn more at http://support.microsoft.com/kb/291392/en-us

15.2.5.2. Allow Excel common add-ins such as Analysis
Toolpak, Solver, Euro Currency Tools...

All XLS Padlock Options > Security > Excel add-ins > Allow Excel common add-ins such as Analysis Toolpak,
Solver, Euro Currency Tools...

Add-ins such as Analysis Toolpak, Solver, Euro Currency Tools... are provided with Excel and can be used by your
workbooks. In that situation, you should enable the option so that the secure application loads them
successfully at startup.

15.2.6. Excel versions required for your workbook

All XLS Padlock Options > Security > Excel versions required for your workbook

If your workbook has been created with a recent version of Excel, you can configure your application to check
whether the Excel version of the end user is recent enough.

In the same way, you can set a maximum version to check (for instance, if your workbook has not been tested

with a more recent version of Excel).

Enter the version number in the fields:

< 9: Excel 2000 (version 9.0) - Office 2000

«» 10: Excel 2002 (version 10.0) - Office XP

s 11: Excel 2003 (version 11.0) - Office 2003

s 12: Excel 2007 (version 12.0) - Office 2007

< 14: Excel 2010 (version 14.0) - Office 2010

<+ 15: Excel 2013 (version 15.0) - Office 2013

s 16: Excel 2019 and 2016 (version 16.0) — Office 2019 and 2016

& Excel Custom Ul

15.2.7. Excel Custom Ul


http://support.microsoft.com/kb/291392/en-us

As explained in Excel's documentation, you can customize the Excel Ul by placing an .officeUl file in a specific

location.

XLS Padlock allows you to specify your own Excel.officeUl for the secure application. It will automatically replace
the user's default Ul (if available).

You have just to enter the full path to the Excel.officeUl file you want to use. XLS Padlock will compile it into the

final EXE, so no need to deploy the Excel.officeUl file separately.
For further information about creating custom Ul XML files, please refer to the documentation of Excel:

https://msdn.microsoft.com/en-us//library/office/ee704589(v=office.14).aspx

15.3. Licensing Options

Being an important feature of XLS Padlock, activation keys offer a powerful licensing system for Excel
workbooks: you can require end users to activate the secure application with an activation key before they can
access your protected workbook. Activation keys can have expiration date or limited number of runs, and they

can also be hardware-locked: in that situation, a key will only work on a given computer.

In addition to XLS Padlock’s built-in “Key Generator”, we provide a stand-alone key generator (that can output
thousands of keys at once) and a key generator SDK so that you can make keys directly on your server/website.

Finally, it is possible to work with online activation and validation features: they allow a remote control on how

your users access your workbook.


https://msdn.microsoft.com/en-us//library/office/ee704589(v=office.14).aspx
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Do you want to use activation keys?

You can reguire end users to activate the secure applicstion with an activation key before they can access your
protected workbook. Activation keys can have expiration date or limited number of runs, and they can also be
hardware-locked: in that case, a key will only work on a given computer.

End users must enter an activation key in order to use the protected workbook

A hardware-locked key will only wark on the computer of the user you have created it for. It won't work on any
other maching so it becomes useless if it is shared with others. The key is based on 2 unigue system 1D that
depends on the user's computer hardware,

You can select the method to use to generate unique system [Ds by clicking "System 1D Options..." below.

iUse hardware-locked keys (keys are based on a unique system 1D)|

Every protected workbook has a unique Application Master Key. This is what XL5 Padlock uses to create keys
associated to your workbook. It is strictly confidential: you should never give it to anyone. XLS Padlock
automatically creates a new Master Key for each new project, but you can choose what you want.

Application Master Key:
DFDO63AF24BE0CRARST301TET Copy Generate

To generate activation keys and set their properties (expiration date, system ID...], click Key Generator below.

{;-]‘-' Key Generator lllll  System ID Options.. T Clear Activation Data

© get started with activation keys, please take a look at the "How to set up activation keys" tutorial.

15.3.1. Activation Settings

15.3.1.1. “"End users must enter an activation key in order to
use the protected workbook”

If you want to use activation keys to restrict access to your application, enable the following option: “End users
must enter an activation key in order to use the protected workbook". That's all.
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Website Interaction

Online Activation

Online Validation

Deactivation

Do you want to use activation keys?

You can reguire end users to activate the secure applicstion with an activation key before they can access your
protected workbook. Activation keys can have expiration date or limited number of runs, and they can also be
hardware-locked: in that case, a key will only work on 3 given computer.

End users must enter an activation key in order to use the protected workbook

A hardware-locked key will only work on the computer of the user you have created it for. It won't work on any
other maching so it becomes useless if it is shared with others. The key is based on 2 unigue system 1D that
depends on the user's computer hardware,

You can select the method to use to generate unique system [Ds by clicking "System 1D Options..." below.

iUse hardware-locked keys (keys are based on a unique system D)

Every protected workbook has a unique Application Master Key. This is what XL5 Padlock uses to create keys
associated to your workbook. It is strictly confidential: you should never give it to anyone. XLS Padlock
automatically creates a new Master Key for each new project, but you can choose what you want.

Application Master Key:
DFDO63AF24BEDCRARST30TTET Copy Generate

To generate activation keys and set their properties (expiration date, system ID...], click Key Generator below.

‘{f' Key Generator Illil  System ID Options.. T: Clear Activation Data

© get started with activation keys, please take a look at the "How to set up activation keys" tutorial.

15.3.1.2. “"Use hardware-locked keys”

A hardware-locked key will only work on the computer of the user you have created it for. It won't work on

any other machine, so it becomes useless if it is shared with others. The key is based on a unique system ID

that depends on the user's computer hardware.

o You can select which component(s) the application should use to generate unique system IDs (serial
numbers, CPU, MAC address) by clicking “System ID Options...":



Notes:

As hardware-locked keys need a unigue systemn ID, select one or more hardware component(s)
L5 Padlock should use to generate unique systemn |Ds:

Lze hard disk serial number

[ ] Use the Manufacturer-allocated Serial Mumber of the USE stick or first hard disk
Use CPU id and info

[]Use MAC address

Warning: you should avoid changing this setting if you have already sent activation keys to users
(otherwise you will need to issue new ones)

%" Close

if the CPU used has no serial ID built-in, CPU’s general info is then used. For identical CPU and hardware
details, you can get the same ID. That's why it would be better to combine several hardware options.

With the "Use Mac address” option, if people have different means to connect to the Internet (wi-fi,

4G...), their Mac address can change.

When your customers run your application for the first time, they will get this window:

Enter Activation Key

s

ky Test Workbook

sl

Activation is required before access

To access My Test Workbook, please enter your activation key and click Activate.
You will have to provide the following system ID in order to receive an activation key:

System IDy  F436-BD33-31ED Copy to Clipboard

Your Activation Key:
AVACH-8H9H3-H3589-CT9BC-FASCC-58C5F

Get Key Online [ Paste From Clipboard

Activate Cancel

The customer has to copy their system ID and send it to you.



Then, you can create their key thanks to the Key Generator in XLS Padlock.

O If you don’t want end users to send system IDs and process them manually,
L= you can also use the Online Activation.

9 10 get started with hardware-locked activation keys, please take a look at the "How to set up

hardware-locked activation keys" tutorial.

15.3.1.3. Application Master Key

All XLS Padlock Options > Licensing Options > Activation Settings > Application Master Key

Every protected workbook has a unique Application Master Key. This is what XLS Padlock uses to create keys
associated to your workbook. It is strictly confidential: you should never give it to anyone. XLS Padlock
automatically creates a new Master Key for each new project, but you can choose what you want.

You can click Copy to copy the key to the clipboard (useful for the stand-alone key generator).

15.3.2. Key Generator (portable and remote server
versions)

o In XLS Padlock, you can generate activation keys for your workbook application directly with “"Key
Generator”. A dialog box lets then you create these activation keys:



X¥LS Padlock - Application Key Generator x

Please fill in the following fields in order to generate a new activation key to send to the end user
who wants to run your protected workbook. Click Generate to cutput an activation key.

If you want to generate several keys in mass, use cur stand-alone key generator (available for
registered users only).

Systern |D provided by the end user:
Paste From Clipboard

Max Execution Count: 0

Trial Days: 0

Expiration Date (UTC):  29/11/2020 w
Display nag screen (useful for trials)

Do not perform online validation faor this key

Output Activation Key:
TD98H-HE35E-15231-57A71-12586-FEH2F

Generate @ Copy to clipboard [} SaveAs.. % Close

— For simple activation keys, you just click the Generate button. A key is instantly created.

— For hardware-locked keys, you must enter the system ID your user has sent to you. Click the Generate
button. A key is instantly created. The key is associated to the system ID you entered, so that it will activate your

application only on the computer with this system ID.

©  vYoucan copy the key to the clipboard in order to send it to your customer, and/or save it as a .txt file.

15.3.2.1. Set restrictions on keys (expiration date, max
execution count...)

All XLS Padlock Options > Licensing Options > Key Generator (portable and remote server versions) > Set
restrictions on keys (expiration date, max execution count...)




When you generate activation keys, you can set restrictions thanks to the following options:

X¥LS Padlock - Application Key Generator x

Please fill in the following fields in order to generate a new activation key to send to the end user
who wants to run your protected workbook. Click Generate to cutput an activation key.

If you want to generate several keys in mass, use cur stand-alone key generator (available for
registered users anly).

System |D provided by the end user

Paste From Clipboard

-

Max Execution Count: 0

[=1

Trial Days:
Expiration Date (UTC): 2971172020
Display nag screen (useful for trials)

Do not perform online validation for this key

Output Activation Key:
TD98H-HE35E-15231-57A71-12986-FEH2F

Generate ﬁ Copy to clipboard [ Save As.. L Close

You can limit the number of times your application can be run: tick “Max Execution Count” and enter the
required number.

You can also make the key expire after a given number of days (tick “Trial Days” and enter the required
number); alternatively, after a given date (tick “"Expiration Date” and enter the required date).

If you want to display a reminder dialog at startup, also known as nag screen, tick “Display Nag Screen” in the
key generator (useful for trials because it shows the remaining number of days or runs to end users):

Markbook Demo

| This is a trial version of Markbook Demo.

This message doesn't appear in the full version. You
have 1 run(s) left of your free trial after which it will no
langer run on your computer,

Finally, if you use online validation and you want to let users bypass it (in case of offline activation for instance),

you can tick “Do not perform online validation for this key". This is recommended only if you also use
hardware-locking for keys.

— After the given date, number of executions or days, when running your application, your customers will get



this window requiring a new key to activate your application:

Enter Activation Key

>
Your activation key has expired. Please provide a new one.
To access Markbook Demo, please enter your activation key and dick Activate.
You will have to provide the following system ID in order to receive an activation key:
System ID:  |SFHA-4DEB-B775 | Copy to Clipboard |

Your Activation Key:

Paste From Clipboard

Activate Cancel

15.3.2.2. Stand-alone key generator without running XLS
Padlock

All XLS Padlock Options > Licensing Options > Key Generator (portable and remote server versions) >
Stand-alone key generator without running XLS Padlock

A stand-alone key generator for Excel workbook applications is also available for registered customers of XLS

Padlock. With it, you can create activation keys for your protected workbooks without having to run Excel and
XLS Padlock. Settings can be saved to

profile files. Download it at
https://www.xlspadlock.com/account/downloads



https://www.xlspadlock.com/account/downloads

XLS Padlock - Application Key Generator

Application Master Key:

D m o

|:| Max Execution Count:
[ Trial Days:
[ ] Expiration Date {UTC):

|| Display nag screen

0

19/12/2016

Generate Key(s) ‘

Load/Save Profile:

W

Click Generate to output one or more activation keys at once.

Paste From Clipboard

[ Juse hardwareJocked keys (keys are based on a unigue system ID)

=]
i
=i

m
=]
w
m

Mumber of Keys:
100 =

LE| Save ‘ ‘ Legh Load ‘

Please fill in the following fields in order to generate new activation keys for end users who want to run your protected workbook.

First, enter the same Application Master Key as for your workbook in the LS Padlock window. Do not share this key with others since it is used to generate activation
keys for your protected workbook.

1 |[EH4HH-HTRAIB-FO9CAT-CO9FBE-C6TC&—-91FZB
2 |2B24H-HFELB-64TH6-T62B3-CH3H4-CET3E
3 |BDE6H-HEBS9H-9HFEBF-Z25EF7-184A1-E662H
4 |[DE6CH-H9316-16AF1-6HIBE-TEDFF-BET328
5 |4EHFH-H4L54F-4F6B1-81E&8-CEEBS-DEBSE
& |E39BH-H23AZ2-E61l1E-6HFFC-EF2FB-BB622
T |T7T913H-H4C&H-3B4D7-3D54D-55738-D2HZE
8 |B3AFTH-H2ATH-1ALSIL-536835-1CASE-D2621
S |CEATH-HDAZT7-R4E66-TTHT7T7-SB98F-36HSE
10 |1H64H-HCZ2HD-2D222-DDHA3Z-HF9DE-1825F
11 |(B52B8H-HO93LSF-7DFF7-D48988-DE6eDC-44A25
12 |(7743H-HT7BSE-SELSA-SHB64-42LCB-46627
13 |[E28T7H-H6DAS-AS6D6E-4F9H3-75646-EESZE
14 |(6CARH-H41F9-FOHC1-A1222-BRAO2F-6ESSE
15 |(6E41H-HSEB7-HO9587-AH158-69T7RA2-4E12B
16 |B2T7FH-H15E1-E118F-59E18-2BHA4-FAl124
17 |453BH-HSHSE-82FCE-6TAT4-91FAR-BTBZ25
18 |(AHSHH-HTE17-1D865-C45H1-FCSCC-3FEZH
19 |E542H-H6416-99ARC-FC2FBE-B7116-1D62E
20 |4BASH-H2C2C-D9163-3HFB4-3333B-3THZF
21 |3BECH-HC3AF-363C3-654A1-7TT76RA0-4C0956
22 |(3232H-H18RA1-F9451-392C8-99134-6F226
Copy to dipboard ‘ ‘ I__lj Save As... ‘ ‘ % Close

15.3.2.3. Key generator SDK

All XLS Padlock Options > Licensing Options > Key Generator (portable and remote server versions) > Key

generator SDK

We also provide a free online web application and associated PHP code for generating activation keys for your
workbooks. This key generator SDK can be used on your own website, so that you can generate and deliver

activation keys automatically.

Finally, for automated key delivery, you should consider the Online Activation feature.

Please go to https://www.xIspadlock.com/account/downloads for further information.

15.3.2.4. Clear Activation Data

All XLS Padlock Options > Licensing Options > Key Generator (portable and remote server versions) > Clear

Activation Data

- o



https://www.xlspadlock.com/account/downloads

If you test activation keys on your local computer (for instance, key expiration), the "Clear Activation Data"
button lets you reset activation data stored on your local computer and test new keys.

15.3.2.5. Change activation key once already activated

All XLS Padlock Options > Licensing Options > Key Generator (portable and remote server versions) > Change
activation key once already activated

XLS Padlock allows your customers to change their activation key via the EXE's command line by entering the
following switch: - ent er key

Running MYAPP. EXE - ent er key will ask the end user for a new activation key.

This is useful for instance to replace an old key that is going to expire. Of course, entering the same key or a key
that expired will be refused (to prevent resetting trial periods).

15.3.3. Additional Settings

15.3.3.1. "Prompt the end user for the activation key each time”

All XLS Padlock Options > Licensing Options > Additional Settings > “Prompt the end user for the activation
key each time”

By enabling “Prompt the end user for the activation key each time”, your users will have to enter the activation
key each time they open your application. It is not recommended, because it is fastidious for your customer, and
you cannot set expiration features for the key.

15.3.3.2. "Do not store activation info in the registry, but in an
external file (portable mode)”

All XLS Padlock Options > Licensing Options > Additional Settings > “Do not store activation info in the
registry, but in an external file (portable mode)”

By default, your application will store activation data in the Windows registry. For users who do not want to
modify the registry or for those who don’t have enough user rights, you can enable the option “Do not store
activation info in the registry, but in an external file (portable mode)".

With this option, the application stores activation data in an external file. This file is placed in the same folder



as the application EXE file, and it has the same filename as the EXE, with ".lic" as extension. This file is by default
hidden by Windows.

A Be careful that customers should not delete this file, otherwise their
licensing info will be lost.

If you create keys that expire, you should leave this option turned off. Otherwise,
deleting the “lic” file will reset trial date

15.3.3.3. Disable the "Enter Activation Key" button on
Welcome screen

All XLS Padlock Options > Licensing Options > Additional Settings > Disable the "Enter Activation Key" button
on Welcome screen

“Disable the "Enter Activation Key" button on Welcome screen” will remove the possibility for your end users to
enter an activation key when they open your Excel workbook application. It is not recommended to use that
option though.

15.3.4. Website Interaction

15.3.4.1. Show "Get Key Online" button that opens the user's
web browser to the following URL:

All XLS Padlock Options > Licensing Options > Website Interaction > Show "Get Key Online" button that
opens the user's web browser to the following URL:

If you have a website, and you let users generate activation keys directly from it, you can display an additional
button on the "Enter Activation Key" dialog box:



Enter Activation Key | & |

To access My Application, please entsr your activation key and dick Activate.
You will have to provide the following system ID in order to receive an activation key:

SystemID:  S4EH | Copy to Clipboard |

Your Actvabion Key:

L A

This button named “Get Key Online” will open the user's web browser to the URL of your choice, and optionally
replace the text “SYSTI D%in the URL with the System ID. This is useful if you want to pass the system ID
directly to a script on your website.

"% XS Padlock : 2 ®-0x

? Get Help g
8] oo

Is your website configured to generate activation keys?

Activation Settings
If you have a website, and you let users generate activation keys directly from it (thanks to the XLS Padlock Key Generator
5DK), you can display an additional button on the "Enter Activation Key" dialeg box. This button named "Get Key

Additional Settings. Online" will open the user's web browser to the URL of your choice, and optionally replace the text %SYSTID% in the URL

with the System ID. This is useful if you want to pass the system |D directly to a script on your website,

Similarly, the nag screen can show a button named "Purchase Online” with the same behavior,

Website Interaction

B Show "Get Key Online" button that opens the user's web browser to the following URL:

Online Activation https://www.xspadlock.com/test].php?systid=%5YSTID%|

[} Show "Purchase Online" button on nag screen that opens the user's web browser to the following URL:

Online Validation
Enter a URL - note that the %5YSTID % variable is replaced by the real user system D

Deactivation



For instance, we entered:

htt ps://ww. x| spadl ock. com t est 1. php?syst i d=%BYSTI D%
Look at the %SYSTID% text at the end. It will be replaced by the system ID when the web browser is opened:

¥ | J° XL5 Padlock - Excel Workb...

B HF % xlspadlock.com/testl.phplsystid=54BH-S8BH-H3098

15.3.4.2. Show "Purchase Online" button on nag screen that
opens the user's web browser to the following URL:

All XLS Padlock Options > Licensing Options > Website Interaction > Show "Purchase Online" button on nag
screen that opens the user's web browser to the following URL:

If you offer trial versions of your workbook, they can display a nag screen to remind the end user that they must
purchase the full version. The nag screen can optionally show a “Purchase Online” button that will open the
user's web browser to the URL of your choice. The goal is to redirect end users to your store or purchase web

page.

As in the previous topic, it is possible to use the %SYSTID% text in the URL to insert the System ID.

15.3.5. Online Activation

15.3.5.1. Base Activation URL

All XLS Padlock Options > Licensing Options > Online Activation > Base Activation URL

Provide the URL to the activation kit installed in your server. For instance, if you installed the activation kit in a

sub folder named “activation”, the URL will be http://www.yourdomain.com/activation/getactivation/

O Secure connection thanks to TLS/SSL is supported by XLS Padlock applications.
L You can use URLs that begin with https://

Leave the field blank if you do not want to use online activation.

© Online Activation Security Private Key




15.3.5.2. Security Private Key

All XLS Padlock Options > Licensing Options > Online Activation > Security Private Key

The "Security Private Key" must be a unique private key to be used to identify your application with the server.
Please refer to the activation kit's documentation.

XLS Padlock should have generated a default one for you, but you can enter anything you want.

© Base Activation URL Registration Form Editor

15.3.5.3. Registration Form Editor

All XLS Padlock Options > Licensing Options > Online Activation > Registration Form Editor

The Registration Form Editor lets you customize the text that appears on the activation dialog box. The text
supports basic HTML display so you can use HTML tags such as <B></ B> and so on.
For further information about this functionality, please refer to the online activation’s guide.

XLS Padlock shows a basic HTML editor and a preview of the dialog's text.

& HTML editor - 0O X

B2 UTHBETEA vXTO

@Malgun Gothic w8 ~ B /7~ U

<requiredfields id="token" >

<FOMNT size="3"> <B> Activation Required</B= </FONT> <br> <br>

Welcome to this markbook sample application made with Excel and XL5S Padlock. <A

href="https://demo.xlspadlock.com"> Learn more about this application=< /&> <br=> <br>To access this application, please enter
the activation code that you received after your order and press <B»Activate< /B>, If your computer has no Internet connection,
choose <B>Manual Activation</B> . <br> <br=>

Your Activation Codet<br= <« CONTROL TYPE="EDIT" WIDTH="400" VALUE="" ID="token"> <« COMNTROL TYPE="BUTTOMN"
WIDTH="120" VALUE="Paste" |D="pastetoken">

Activation Required

Welcome to this markbook sample application made with Excel and XL5 Padlock, Learn more about this application

To access this application, please enter the activation code that you received after your order and press Activate. If your computer
has no Internet connection, choose Manual Activation.

-

Two specific buttons let you add custom fields if you want to ask end users for further information and have
your application send the latter to your web server.

You can add a Paste button to paste code into the token field:

<CONTROL TYPE="BUTTON' W DTH="120" VALUE="Paste" |D="pastetoken">

You can tell XLS Padlock which fields are mandatory by indicating their ID in a special HTML tag named



requiredfields. For instance, the following HTML tag indicates that fields “token” and “name” are mandatory:

<requi redfiel ds id="token, nane">

Example:

<requi redfields id="token">

<FONT si ze="3"><B>Acti vati on Requi r ed</ B></ FONT><br ><br >

Wl conme to this application. <br><br>To access this application, please enter the
activation code that you received after your order and press <B>Activate</B>. |If
your conputer has no Internet connection, choose <B>Manual Activation</B>. <br><br>

Your Activation Code: <br><CONTRCL TYPE="EDI T" W DTH="400" VALUE="" |D="t oken">
<CONTROL TYPE="BUTTON' W DTH="120" VALUE="Paste" |D="pastetoken">

® Security Private Key Allow Manual Activation if No Internet Connection (recommended)

15.3.5.4. Allow Manual Activation if No Internet Connection
(recommended)

All XLS Padlock Options > Licensing Options > Online Activation > Allow Manual Activation if No Internet
Connection (recommended)

Finally, some users may not have an active Internet connection. If you wish to allow manual registration, enable
the "Allow Manual Activation if No Internet Connection" option.

This manual method works exactly like for registration keys. In that situation, you must be prepared to accept
requests from these users without any Internet connection.

® Registration Form Editor

15.3.6. Online Validation

Online validation gives you remote control options over activation keys: if you have set up the XLS Padlock
Activation Kit or the XLS Padlock WooCommerce Integration Kit or the FS subscription kit on your web server,
the application once activated can regularly check the validity of the activation through the Internet.



https://www.xlspadlock.com/sell-excel-workbooks-subscriptions

! P This feature is only available if online activation is also used.

Possible uses:
you sell Excel workbooks, and you want to block access to them if end users ask for refunds.
you want to control who can access Excel workbooks regularly.

Notes:

Online validation must be preceded by online activation. The token used for activation is also used for
validation to identify the customer.

Activation key is not sent to the server.

An Internet connection is mandatory for validation.

9 Base Validation URL

15.3.6.1. Base Validation URL

All XLS Padlock Options > Licensing Options > Online Validation > Base Validation URL

You must provide the URL to the XLS Padlock Activation Kit or the XLS Padlock WooCommerce Integration Kit
or the FS subscription kit on your web server. For instance, if you installed the activation kit in a sub folder
named “activation”, the URL shall be https://www.yourdomain.com/activation/dovalidation/

Leave the field blank if you do not want to use online validation.

© Online Validation Validate the activation state

15.3.6.2. Validate the activation state


https://www.xlspadlock.com/sell-excel-workbooks-subscriptions

All XLS Padlock Options > Licensing Options > Online Validation > Validate the activation state

Choose when the application should perform a validation: at every startup, randomly, every X days or every X

times. You must specify the value for X if required.

00 Warning: Once the application is activated, an initial validation of the activation status will be required
upon the next launch. Following this initial check, the application will adhere to the selected verification
frequency.

€ Base Validation URL If the activation cannot be validated

15.3.6.3. If the activation cannot be validated

All XLS Padlock Options > Licensing Options > Online Validation > If the activation cannot be validated

Define what the application should do if the online validation fails:

Exit the application

Blacklist activation key: this causes the activation key to expire. End users are prompted to enter a new
activation key. This can be the previous one: if the user enters the same activation key as before,

validation is required again.

Do nothing. Use the VBA extension feature of XLS Padlock to retrieve the state of validation: refer to the

demo VBA code available.

© validate the activation state Display this error message if validation fails

15.3.6.4. Display this error message if validation fails

All XLS Padlock Options > Licensing Options > Online Validation > Display this error message if validation fails

If validation fails, the custom error message is displayed as defined in the "Display this error message if
validation fails" field.

/ P This message is optional but recommended.

Its goal is to inform your users that validation failed and what will happen (should they contact you or retry?).



| Markbook Demo

e Failed Validation
|

Validation failed, cannot continue, Please retry,

| Enter Cther Activation Key ] oK

If validation fails, the end user is also given the opportunity to enter another activation key.

If the activation cannot be validated Always skip validation if no Internet connection is available

15.3.6.5. Always skip validation if no Internet connection is
available

All XLS Padlock Options > Licensing Options > Online Validation > Always skip validation if no Internet

connection is available

If this option "Always skip validation if no Internet connection is available" is enabled, the secure applications
checks if the computer is connected to the Internet before trying to perform validation. If not, it will skip the

validation step and try again next time it is run.

/ ™ This is not recommended.

Display this error message if validation fails

15.3.7. Deactivation

15.3.7.1. Allow deactivation for this workbook application

All XLS Padlock Options > Licensing Options > Deactivation > Allow deactivation for this workbook application

This control enables you to allow or disallow deactivation for your workbook application. By checking the 'Allow
deactivation for this workbook application' box, you give users the ability to deregister their application.



: - 1]
6 Build Secure Application Save and close

Would you like to support deactivation for your w
Activation Settings
Deactivation is-a feature that allows end users to remove an activation ke
their computer and eventually enter a new one. A deactivation certificate
Additional Settings and you can check its validity using the button below, Waming: cnce th
be accepted by XLS Padlock, so you will have to provide a new one to the

Mchsite fntemetion Do not confuse activation keys with activation tokens For more informa

B Allow deactivation for this workbook application:

Online Activation
% Test deactivation certif

Online Validation

Online deactivation can be used if you installed the XLS Padlock Activatic
application will contact the activation server to inform it of the deactivati
end user is allowed to activate the application on another computer. A di
cannot be reached or the computer is offline.

To enable online deactivation, fill in the following field with the base UR

Tl i = e i

'B Deactivation Test Deactivation Certificate

15.3.7.2. Test Deactivation Certificate

All XLS Padlock Options > Licensing Options > Deactivation > Test Deactivation Certificate

This button is used to test the deactivation certificate received from a user. Upon verification, it reveals the
deactivation date and the user's computer identifier, assisting you in managing new activations or deactivations.



Test deactivation certificate x

What certificate to test?

Please provide the deactivation certificate sent
to you by the end user:

XPL 4 |

@ The provided certificate is VALID. Information:
System ID: !
Deactivated on L

If the key being deactivated had an expiration date or a limited number of runs, XLS Padlock will display the
remaining number of days or runs:

@ The pravided certificate is VALID. Infarmation;
System ID: | '
Deactivatedont
Unused runs/days left: 360

This can, for example, be useful in order to refund my customer for the unused portion of that license.

© Allow deactivation for this workbook application Base Deactivation URL




15.3.7.3. Base Deactivation URL

All XLS Padlock Options > Licensing Options > Deactivation > Base Deactivation URL

To utilize online deactivation, you must provide the URL to the XLS Padlock Activation Kit or the XLS Padlock
WooCommerce Integration Kit on your web server. For instance, if you installed the activation kit in a sub folder
named “activation”, the URL shall be https://www.yourdomain.com/activation/dodeactivation

O Secure connection thanks to TLS/SSL is supported by XLS Padlock applications.
L2 You can use URLs that begin with https://

If you prefer to manage deactivation manually, leave this field blank.

© Test Deactivation Certificate Hide Manual Deactivation Button (in that case, it is shown if automated

deactivation fails)

15.3.7.4. Hide Manual Deactivation Button (in that case, it is
shown if automated deactivation fails)

All XLS Padlock Options > Licensing Options > Deactivation > Hide Manual Deactivation Button (in that case,
it is shown if automated deactivation fails)

By default, XLS Padlock enables manual deactivation, particularly for situations where some users might not
have an active Internet connection.

If you prefer to encourage online deactivation by the end user, you can configure your application to hide the
Manual Deactivation button.

Please note that the application will automatically permit Manual Deactivation if online deactivation is
unsuccessful (e.g., if the deactivation server is inaccessible).

/ P This is not recommended.

© Base Deactivation URL

15.4. Customize App

15.4.1. Splash screen



During its initialization state, the application can show a splash screen (an image shortly displayed at startup).
Splash screen is useful if you wish to display your company's logo or something related to your application's
contents.

Splash Screen Settings

This can be any image in JPEG, PNG, BMP, SVG or GIF formats.

You can set how long you want this splash screen to display. Note that if the user clicks it, the screen closes
immediately, whatever the time you selected. It is possible to disable that behavior in the Advanced Options
(Allow the user to close the splash screen by clicking it).

O XLS Padlock can display non-rectangular alpha-blended (semi-transparent)
L2 splash screens if you use 32-bit PNG files. This can give a unique look to your
workbook application.

© Do not display the "Loading workbook" dialog box in Excel

15.4.1.1. Do not display the "Loading workbook" dialog box in
Excel

All XLS Padlock Options > Customize App > Splash screen > Do not display the "Loading workbook" dialog
box in Excel

When Excel is started, a “Loading workbook, please wait...” progression dialog box is displayed. Its duration
can be tweaked in the Advanced Options.

You can enable the "Do not display the “Loading workbook" dialog box in Excel" option if you want to hide
this dialog box.

It is also possible to hide this message early with VBA code.

© Excel Main Window Display at Startup

15.4.1.2. Excel Main Window Display at Startup

All XLS Padlock Options > Customize App > Splash screen > Excel Main Window Display at Startup

Thanks to the "Excel Main Window Display at Startup” option, you can define how the excel window will be
sized when it starts: normal, minimize, maximize. By default, it's normal: the window is not modified.



& Do not display the "Loading workbook" dialog box in Excel

15.4.2. EXE Icon and Version Information

15.4.2.1. Change Exe Icon

XLS Padlock can change the default icon of the application. You can have your own icon for your application
by specifying the path to an icon file (it must be a true icon file, .ico extension).

XLS Padlock supports any icon image such as 32x32, 16 colors or 48x48, 256 colors: if you need to create or

extract icons easily, then try GConvert: our companion tool lets you extract icons or convert images into icons.

https://www.gdgsoft.com/gconvert

/ ® The icon file should be available as an external file when the application is being compiled.

(i) XLS Padlock will also use this icon for the standalone application's EXE file.

15.4.2.2. EXE Version Info

The version information of an executable file is a special resource section that contains such information about
the file as its version number, its intended operating system, its original filename, its copyright information...
This information is then included in the compiled code. When version information is included, end users can
right-click the program icon and select Properties to display the version information (or press ALT+ENTER in

Explorer).


https://www.gdgsoft.com/gconvert

8 Build Secure Application ; Save and close ? Get Help

Do you want to customize vers nfo and icon?

Splash Screen

You can choose a custom icon for your ication. The file must be in icon format (use GConvert to create it

from existing images).
EXE lcon and Version Info
Optional lcon File Path:

Locslization D:\My Documents'xlspadlocki\demo\Auditing.co
License Agreement If you want to customize the version information of your standalone EXE file, please click the following butto
Web Update F,E Customize EXE Version Infa..,

XLS Padlock allows you to insert your own version information in the standalone EXE file. Click "Customize EXE
Version Info” and a window with different fields appears:

Version Information x

Key Value

FileDescription

FileVersion 1.0.0.0

LegalCopyright Copyright Your Company

ProductMame #L5 Padlock Protected Workbook
ProductVersion 1.0.0.0

LegalTrademarks Built with XL5 Padlock: httpe/fwww.xlspadlock.cc

% Close

File Description: should be the description of your application contents. Company Name: name of your
company

File Version: the current release number of your .exe file. The format must be X XXX where X is a
number, such as 1.20.34.45. The File Version value is also used by the Web Update feature to determine

whether a new version of the application is available or not.

Legal Copyright: will appear under the “Legal Copyright” entry. Enter your own copyright such as
“Copyright 2019 by Yourself. All rights reserved.”



Product Name: name of your product / application. Generally, the same as your application title.
Product version: the current release number of your application. Same format as above.

Legal Trademarks: any trademark that you want to add.

15.4.3. License Agreement

You can display your own EULA - End User License Agreement - before the workbook starts. Customers

must accept this agreement once prior to using the workbook.

The compiled workbook will display a dialog box as shown below:

License Agreement x

B markbook Demo

Please read the following license agreement.
|
[THIS IS A DEMO

You can display your own license agreement to your end users thanks to XLS Padlock

| []1 accept the terms of the license agreement

JLIE Cancel

e R R - a——h s i

When the user checks “I accept the terms of the license agreement”, the "Continue" button activates, and he can

proceed to opening the secure workbook.

To load your own EULA, click Edit and use the rich text editor which can open RTF files (you can also copy/paste
from Microsoft Word for instance).

o If the field is empty, no dialog box is displayed.

L] If you need the EULA to show up every time before the workbook is opened, tick the option Ask end



users for agreement at each startup.

15.5. Distribute App

When you have converted your workbook as an executable (.EXE) file, the next step is to distribute it to your

users.

XLS Padlock offers several methods to streamline this process: through a Zip Archive, an EXE Installer, or simple

Copy To Folder.

[ 1]

= Save and dlose ? Get Help g
« @ B
Y.,

Applicstion Settings Security USBorDongleProtection  Licensing Options ~ Customize App-

==

g Build Secure Application

How do you want to distribute your application?

To distribute your XLS Padlock application, simply select your preferred method: Zip Archive, EXE Installer, or Copy To Folder.

You can compress your application files into a fip archive, simplifying file management, sharing via email or cloud services. This

Make Zip approach facilitates the distribution of multiple files to your recipients more efficiently...

— You can also directly copy your application files to a given folder for quick access.
Copy To Falder
1 You have the option to distribute your workbook application via an installer, which can create Windows shortcuts, display a readme or

license agreement, and provide an uninstall option for your end users to easily remove the application from their computer...
Generate nstaller g t, and p uninstall aption for y by pp p

Zip Archive

A Zip archive is a popular choice for distributing applications, thanks to its simplicity and compatibility. By
compressing your application files into a single Zip file, you make file management a breeze. This method is
especially useful for sharing your application via email or cloud services, as it reduces the file size and bundles

multiple files into one easy-to-manage package.



To create a Zip archive of your XLS Padlock application, click Make Zip and choose where you want to create
the .zip file.

EXE Installer

For a more professional touch, consider distributing your workbook application via an EXE installer. This method
enhances the user experience by providing a familiar installation process, common in Windows environments.
The installer can create Windows shortcuts, display a readme or license agreement before installation, and offer
an uninstall option, allowing users to easily remove the application from their computer if necessary.

To create an installer, see the dedicated topic: make an installer for your EXE file

Copy To Folder

Finally, copying your application files directly to a folder might be the fastest route. This method is as simple as
it gets:

Copy all necessary application files into a folder.
Share this folder with your users through physical media (like a USB drive) or through network transfer.

While not as polished as the other methods, this approach offers the quickest way to get your application
running on another system, without the need for zip utilities or installer software.

15.5.1. Make an installer for your application

All XLS Padlock Options > Distribute App > Make an installer for your application

You may want to package your compiled workbook application into an installer (or Setup program). Installers
are interesting because they can install several files (additional files like readme), display additional license
agreement, create shortcuts in program groups, and offer an uninstaller to let end users remove any trace of
your secure application from their computer.

XLS Padlock uses our software Paquet Builder to generate custom and compact installers. It must be installed

on your computer before you can use this feature.

Paquet Builder is a mix between a 7-Zip Self-Extracting archive maker and a Setup routine generator. Thanks to
its exhaustive feature set, you can create flexible and compact self-extractors for professional file and software
delivery. Package up any document or program files, visually construct simple or sophisticated multilanguage
distribution and installation packages, generate updates and patches; wrap multimedia presentations or several
Windows Installer MSI setups into single .exe files ready for delivery over the Internet.

©  Click Generate Installer in XLS Padlock / Distribute EXE to display a new window named “Make Setup
for your compiled workbook”

First, you need to fill in the three fields "Destination path”, “Setup title” and “Your Application Name":
“Destination Path” is the default folder where you want your application to be installed, “Setup Title" is the title


https://www.installpackbuilder.com/

that will appear on all Setup windows, and "Your Application Name” will appear on shortcuts, uninstaller, etc.

o Secondly, press Generate Installer to create the project. XLS Padlock will then launch Paquet Builder to

let you modify the new project and of course create the installer for you.

Tutorial: how to make an installer for your Excel workbook



https://www.xlspadlock.com/faq/make-installer-for-excel-workbook

16. Use external references and hyperlinks

XLS Padlock can protect one workbook per EXE file. If your workbook uses external references or requires
additional files (or even workbooks), you'll have to update it to make it compatible with XLS Padlock.

/ ® XLS Padlock provides you with several ways to access additional resource or source files:

Add them as Companion files (see Add Companion Files).

Use hyperlinks or references with VBA code.

XLS Padlock offers an Excel function to retrieve paths to external files. This function is called PLEvalVar and can
be called directly from Excel or with VBA code.
This function takes one argument in string format:

=PLEvalVar("EXEPath") returns the full path to the folder that contains the application EXE file (and
trailing backslash).

=PLEvalVar("XLSPath") returns the full path to the folder that contains the compiled workbook at
runtime (and trailing backslash).

Note that this folder is a virtual folder and thus, you can't place real files into it. It's useful only if you work with
Companion files (see Add Companion Files).

Example 1

You have hyperlinks to external image files. These image files are in the same folder as the workbook XLS file
(or in a sub folder).

H ©- By = fastwithEtetnatfiles sy - Fxo
HOME  INSERT  PAGELAYOUT  FORMULAS DATA  REVIEW  VIEW  DEVELOPER | ¥LS Padloc

¥ {?ﬁﬁj 9 @
Compile VBA Compiler Protect Help
to EXE and Protection Formulas

Protect Excel Sheet

Bl - fx =HYPERLINK(PLEvalVar|{"EXEPath"}&" mypictures\Penguins._jpg";" Penguins"})
A c B E F G H I J K

1 |Hyperlink:

E 14

3 | 24

You have a hyperlink in a cell which is defined by:

=HYPERLI NK( " Pengui ns. | pg", "Pengui ns")

To make it working with XLS Padlock, you must copy all external image files in the same folder as the EXE file
built with XLS Padlock. Then, you have to modify all hyperlinks to insert the PLEvalVvar("EXEPath") function that

returns the path to that folder.
In our case, this will become:

=HYPERLI NK( PLEval Var (" EXEPat h") &' Pengui ns. | pg", " Pengui ns")



For compatibility, at design time, the PLEvalVar("EXEPath") function returns the path to the folder that contains
your workbook source file. So that hyperlinks still work if you insert the function.
Note: if you have sub folders, it will work too:

=HYPERLI NK(" My Pi ct ures\ Pengui ns. | pg", " Pengui ns")

has to be replaced by:
=HYPERLI NK( PLEval Var (" EXEPat h") &' nmypi ct ur es\ Pengui ns. | pg", " Pengui ns")

Example 2

You want to access external files with VBA code. Remember that external files must be in the same folder as
the EXE file. You can use this code:

Public Function Pat hToFi | e( Fi | enanme As String)
On Error GoTo Err

Set XLSPadl ock = Applicati on. COVAddI ns( " GXLSFor m GXLSFor mul a") . Object
Pat hToFi | e = XLSPadl ock. PLEval Var (" EXEPat h") & Fil ename

Exit Function

Err:
Pat hToFile = ""

End Function

If you pass Myfile.ext to this function, it returns the full path to the file, provided that the file is in the same
folder as the EXE file.



17. EXE Command-line Switches

The secure application EXE file made from your Excel workbook accepts some command-line switches:

"MYAPP.EXE -load" will directly prompt the user which save he wants to load.

"MYAPP.EXE -reset" will directly discard any previous changes (without erasing saves) and load the
original workbook.

"MYAPP.EXE -del" will erase all previous saves and load the original workbook.

"MYAPP.EXE -enterkey" will ask the end user for a new activation key (useful for instance to replace an
old key that is going to expire).

"MYAPP.EXE -deact" will start the deactivation process.

"MYAPP.EXE -webupdate" will launch a web update.

Finally, you can pass a save filename to the EXE file, so that the latter is automatically loaded without prompt:

M/App. exe "D:\ My Docunent s\ 123. x| sc”



18. XLS Padlock VBA API Extension

VBA developers can use some VBA code extensions provided by XLS Padlock in their protected workbooks.

All code snippets provided in this user guide can be copied/pasted directly in a VBA module for instance, as

shown below:

!

|Workbook

»W |0pen

If IsValj
Sheetl.R
Else
Sheetl.R,
End If
End Sub

Frivate &S==—=

|:Genera|] V| |IsVaIidation0K

Public Function IsValidationOEK()

Dim XLSPadlock &s Chject

Cn Error GoTo Err

Set XLSPadlock = Application.COMAddIns ("GXLSForm.GXLSFormula™) .Chject
If XL5Padlock.PLEvalVar ("ValidationSuccess™) = "1" Then
IsValidationCE = True

Else

IsValidationCK = False

End If

Exit Function

Err:

IsValidationOK = False

End Function

' This function lets you call VBA macros compiled with XLS5 Padlock
Puklic Function CallXLSPadlockVBA(ID &s String, Paraml)

Set XLS5Padlock = Application.CCOMAddIns ("GELSForm.GXLSFormula™) .Chject
CallXLSPadlockVBA = XL5Padlock.PLEvalVEBA(ID, Paraml)

End Function

Use the back/next buttons above on the right side to navigate between snippets or choose them directly
in the TOC.

18.1. Get the path to a file in the same folder as

the compiled workbook

Purpose: get the path to a file in the same folder as the compiled

workbook

Insert the following code:

Public Function Pat hToFi | e( Fi | enane As String)
Dim XLSPadl ock As Object
On Error GoTo Err



Set XLSPadl ock = Application. COMADdI ns( " GXLSFor m GXLSFor mul a") . Object
Pat hToFi | e = XLSPadl ock. PLEval Var (" EXEPat h") & Fil enane

Exit Function

Err:
Pat hToFile = "'

End Function

You can then call the function:

Sub Test File()
DoSorret hi ngW t h( Pat hToFi | e("data. xl s"))

End Sub

18.2. Test if the workbook is protected with XLS
Padlock

Purpose: test if the workbook is protected with XLS Padlock

In a module, insert the following code:

Publ i ¢ Function XLSPadl ockAvai |l abl e() As Bool ean

Di m XLSPadl ock As hj ect

On Error Resune Next

Set XLSPadl ock = Application. COMADdI ns( " GXLSFor m GXLSFor mul a") . Qbj ect
XLSPadl ockAvai | abl e = XLSPadl ock. | sProt ect ed()

End Function

You can then call the function:

Sub Test Protected()

| f XLSPadl ockAvail abl e() Then
MsgBox " Prot ect ed”

El se
MsgBox "Not Protected”

End |f

End Sub

18.3. Saving a secure copy of the workbook
without prompt

Purpose: saving a secure copy of the workbook without prompt
Insert the following code:

Public Function SaveSecur eWor kbookToFi | e( Fi | enane As String)

Dim XLSPadl ock As Object

On Error GoTo Err

Set XLSPadl ock = Applicati on. COVAddI ns( " GXLS. GXLSPLock") . Object



SaveSecur eWwr kbookToFi | e

Err:
SaveSecur eWor kbookToFi | e

End Function

XLSPadl ock. SaveWor kbook( Fi | enane) Exit Function

You can then call the function:

Sub Test Save()
SaveSecur eWr kbookToFil e ("d:\ny docunents\ny save. x|l sc")

End Sub

18.4. Suggest a filename for the save dialog box

Purpose: suggest a filename for the save dialog box

Insert the foll owi ng code:

Publ i ¢ Function Set Secur eWor kbookFi | enanme(Fil enane As String)

Di m XLSPadl ock As bj ect

On Error GoTo Err

Set XLSPadl ock = Application. COMAddI ns( " GXLS. GXLSPLock") . Ohbj ect
XLSPadl ock. Set Def aul t SaveFi | enanme( Fi | enane)

Set Secur eWbr kbookFi | enane "OK'Exit FunctionErr:

Set Secur eWbr kbookFi | enane '
End Function

You can then call the function:

Sub Test SetFil enane()
Set Secur eWor kbookFi | enane ("d:\ny docunents\ ny save. x| sc")
End Sub

18.5. Open an existing save file with VBA

Purpose: open an existing save file with VBA

It is possible to open a save file of your application using VBA code. However, please note that the file will be
loaded in a new instance of Excel and not in the current instance. This is the same as starting the EXE file a
second time.

Insert the following code (for instance in a module):

Public Sub LoadXLSPadl ockSaveFi | e( Fil ePath As String)
On Error Resume Next

Set XLSPadl ock = Application. COMADdI ns( " GXLSFor m GXLSFor mul a") . Object
XLSPadl ock. PLOpenSaveFi |l e (Fil ePat h)



End Sub

For instance, the following macro (to be associated to a button) will prompt end users for the XLSC save file
they want to open, and then open it:

Sub Load A d_Save()

strFil eToOpen = Application. Get OpenFi |l enane _
(Title:="Please choose a save file to open"
FileFilter:="Save Files (*.xlsc),*. xlsc")

If strFi|leToOpen = False Then

MsgBox "No file selected.”, vbExclamation, "Error"”
Exit Sub

Else
LoadXLSPadl ockSaveFil e (strFil eToOpen)

End If

End Sub

18.6. Check if the compiled workbook is in trial
state

Purpose: check if the compiled workbook is in trial state
Insert the following code:

Public Function IsTrial ()
Dim XLSPadl ock As Object
On Error GoTo Err

Set XLSPadl ock = Application. COMADdI ns( " GXLSFor m GXLSFor mul a") . Object
I sTrial = XLSPadl ock. PLEval Var ("IsTrial")

Exit Function

Err:

| sTrial = False
End Function

You can then call the function:

Sub Test IsTrial ()
If IsTrial () Then
MsgBox " Trial "
Else
MsgBox " Regi st ered"”
End If
End Sub



¥LsS Padlock - Application Key Generator x

Please fill in the following fields in order to generate a new activation key to send to the end user
who wants to run your protected workbook. Click Generate to output an activation key.
If you want to generate several keys in mass, use cur stand-alene key generator (available for

| registered users anly).

Systern |D provided by the end user:

Paste From Clipboard
Mazx Execution Count: 0
Trial Days: 0

Expiration Date (UTC):  3p/10/2020

[ Display nag screen (useful for trials):

Do not perform enline validation for this key

Output Activation Key:

18.7. Getting command-line parameters passed
to the EXE file

Purpose: getting command-line parameters passed to the EXE file

When you run the EXE file, you can pass command-line parameters to it. For some reason, your VBA code may
need to retrieve values of these parameters.

Insert the following code:

Public Function ReadParanttr1()
Dim XLSPadl ock As Object
On Error GoTo Err

Set XLSPadl ock = Applicati on. COVAddI ns( " GXLSFor m GXLSFor mul a") . Object
ReadParantstr1 = XLSPadl ock. PLEval Var (" Paranftr1")

Exit Function

Err:
ReadParantstrl1 = ""

End Function



You can then call the function:

Sub Test Paran)
MsgBox ReadPar anttr1()
End Sub

This code shows a ParamStrl variable. This variable tells XLS Padlock to return the value of the first
command-line parameter. For the 2"¢, use ParamStr2 and so on. Up to 3 parameters are handled: others are
ignored.

18.8. Getting EXE File Version and Product
Version

Purpose: getting EXE File Version and Product Version

XLS Padlock lets you set the file version and product version of the EXE file, as explained in EXE version info.

If you want to retrieve these two values in your workbook with VBA code, use the following one:

Public Function ReadPr oduct Ver si on()
Dim XLSPadl ock As Object
On Error GoTo Err

Set XLSPadl ock = Application. COMAddI ns( " GXLSFor m GXLSFor mul a") . Object
ReadPr oduct Ver si on = XLSPadl ock. PLEval Var (" Product Versi on")

Exit Function

Err:
Pr oduct Version = ""

End Function

You can then call the function:

Sub Test Product Version()
MsgBox ReadPr oduct Ver si on()
End Sub

The same works for File Version. Just replace ProductVersion by FileVersion as:

...= XLSPadl ock. PLEval Var (" Fi | eVer si on")

18.9. Getting EXE Filename

Purpose: getting EXE Filename



This lets you retrieve the filename of the EXE file.

Use the following VBA code:

Public Function Get EXEFi | enane()
Dim XLSPadl ock As Object

On Error GoTo Err

Set XLSPadl ock = Application. COMADdI ns( " GXLSFor m GXLSFor mul a") . Object
Cet EXEFi | enane = XLSPadl ock. PLEval Var (" EXEFi | enane")

Exit Function

Err:
Cet EXEFi | enanme = ""

End Function

You can then call the function:
Sub Get EXE Fil enane()

MsgBox ( Get EXEFi | enane( ) )
End Sub

18.10. Allow saving non encrypted workbooks

Purpose: allow saving non encrypted workbooks

As a VBA programmer, if you use the instruction newworkbook.saveas, XLS Padlock saves an encrypted
workbook file. If you want to save a normal workbook, you can use the following VBA code snippet:

Dim wkb As Wbr kbook
" Addi ng New Wor kbookOn Error Resune Next

Set wkb = Wrkbooks. Add
Do what you need...
' Savi ng the Wor kbook

Dim XLSPadl ock As Object
Set XLSPadl ock = Application. COMAddI ns( " GXLS. GXLSPLock") . Object
XLSPadl ock. Set Opti on Option: =" 1", Val ue: ="1"

wkb. SaveAs "C \ My Docunent s\ VWr kbookNane. x| s
XLSPadl ock. Set Qpti on Option: =" 1", Val ue: =" 0"

You can see the following line:

XLSPadl ock. Set Opti on Option: =" 1", Val ue: ="1"

This line tells XLS Padlock to allow a normal workbook to be saved. Value should be either 1 (True) or 0 (False).

After having saved the workbook, be sure to call:
XLSPadl ock. Set Opti on Option: =" 1", Val ue: =" 0"



It will restore the default save behavior.

A XLS Padlock will prevent saving normal workbooks if the security option “Do_
not allow loading/saving other workbooks” is enabled. To solve this problem,

see Loading/Saving workbooks through VBA SetOption helper.

18.11. Get current workbook save file path

Purpose: get current workbook save file path
This lets you retrieve the path to the workbook save file that has been selected by the user at startup (if any).
Insert the following code:

Public Function Get Secur eWor kbookFi | enane()
Dim XLSPadl ock As Object
On Error GoTo Err

Set XLSPadl ock = Applicati on. COVAddI ns( " GXLS. GXLSPLock") . Object
Cet Secur eWbr kbookFi | enanme = XLSPadl ock. Get SaveFi | enane()

Exit Function

Err:
CGet Secur eWr kbookFi | enanme = ""

End Function
The previous code can be tested with:
Sub Test GCet Fil enane()
M/Fi | e = Get Secur eWor kbookFi | ename

MsgBox (MyFil e)
End Sub

18.12. Get local save folder path

Purpose: get local save folder path

This lets you retrieve the path to the local folder where XLS Padlock stores your application’s settings and

secure save files.




Insert the following code:

Public Function Get St or agePat h()
Dim XLSPadl ock As Object
On Error GoTo Err

Set XLSPadl ock = Application. COMADdI ns( " GXLSFor m GXLSFor mul a") . Object
Get St oragePat h = XLSPadl ock. PLEval Var (" SPat h")

Exit Function

Err:
Cet StoragePath = ""

End Function

The previous code can be tested with:

Sub Test Get St oragePat h()
MyPat h = Get St or agePat h

MsgBox ( MyPat h)
End Sub

18.13. Test if online validation was successful or
not

Purpose: test if online validation was successful or not

XLS Padlock supports online validation of activation keys. You can decide what to do if validation fails.

Use the following function to get the result of the validation process:

Public Function | sVali dati onCK()

Dim XLSPadl ock As Object

On Error GoTo Err

Set XLSPadl ock = Applicati on. COVAddI ns( " GXLSFor m GXLSFor mul a") . Object

If XLSPadl ock. PLEval Var (" Val i dati onSuccess”) = "1" Then
I sVal i dati onOK = True

Else
| sVal i dati onOK = False

End If

Exit Function

Err:

| sVal i dati onOK = False
End Function

You can then call the function. For instance, the following code sets the value of a cell:

Private Sub Wbr kbook _Open()

If 1sValidati onOK Then
Sheet 1. Range( " S24") = "OK"



Else
Sheet 1. Range( " S24") = "FAIL"

End If
End Sub

18.14. Retrieve the activation token with VBA

Purpose: retrieve the activation token with VBA

XLS Padlock supports online activation for your Excel workbook app.

In some cases, you may need to know the activation token. The following VBA code allows you to get a
hashsum of this activation token returned by the server on a successful activation. Note that the activation token
itself is not locally stored, only its hashsum.

Use the following function to get the hashsum:

Publ i ¢ Function ReturnValidationToken()

D m XLSPadl ock As bj ect

On Error GoTo Err

Set XLSPadl ock = Appli cati on. COMAddI ns( " GXLSFor m GXLSFor mul a") . Qoj ect
Ret ur nVal i dati onToken = XLSPadl ock. PLEval Var (" Val i dati onToken")

Exit Function

Err:

Ret ur nVal i dati onToken

End Functi on

You can then call the function. For instance, the following code sets the value of a cell:
Private Sub Wrkbook_Open()
Sheet 1. Range("S24") = ReturnVali dati onToken()

End Sub

18.15. Retrieving subscription/licence
information with VBA



Purpose: retrieving subscription/licence information with VBA

XLS Padlock supports online activation and license validation for your Excel workbook app.

In some cases, you may need your activation server to pass some additional data about the subscription or
license of your end user. The following VBA code allows you to get a custom string value returned by the server
on a successful validation.

A This function will only work after a successful validation. It will return blank
data in all other cases.

Please refer to the documentation of the XLS Padlock's Activation Kit / FastSpring subscription kit /
WooCommerce Integration Kit to see how to pass custom data to the workbook app during the validation
process.

Publ i ¢ Function ReturnVali dati onAdditional ServerDatal()
Di m XLSPadl ock As hj ect

On Error GoTo Err
Set XLSPadl ock = Application. COMADdI ns( " GXLSFor m GXLSFor mul a") . Qbj ect

Ret urnVal i dati onAddi ti onal ServerData =
XLSPadl ock. PLEval Var (" Val i dati onAddSer ver Dat a")

Exit Function
Err:
Ret ur nVal i dati onAddi ti onal ServerData= ""

End Function

You can then call the function. For instance, the following code sets the value of a cell:
Private Sub Wrkbook_Open()
Sheet 1. Range("S24") = ReturnVal i dati onAdditi onal ServerData()

End Sub

18.16. Test if Internet connection is available or
not

Purpose: test if Internet connection is available or not
Use the following function to test whether an Internet connection is available on the end user’s computer:

Public Function | sl nt er net Avai | abl e()



Dim XLSPadl ock As Object
On Error GoTo Err
Set XLSPadl ock = Application. COMADdI ns( " GXLSFor m GXLSFor mul a") . Object

If XLSPadl ock. PLEval Var ("I nt ernet Connected”) = "1" Then
I sInternet Avai | abl e = True

Else
| sl nt ernet Avai | abl e = False

End If

Exit Function

Err:

| sl nt ernet Avai | abl e = False
End Function

You can then call the function. For instance, the following code sets the value of a cell:

Private Sub Wbr kbook_Open()
If 1slnternetAvail abl e Then

Sheet 1. Range("S24") = "Internet Avail able"”
Else

Sheet 1. Range("S24") = "No | nternet"”

End If

End Sub

18.17. Hide wait dialog programmatically with
VBA

Purpose: hide wait dialog programmatically with VBA

You can hide the « Loading worbook, please wait... » dialog box with a VBA call. By default, it is hidden after a
given amount of time.

Insert the following code to hide the dialog box:

Set XLSPadl ock = Application. COMADdI ns(" GXLS. GXLSPLock") . Object
XLSPadl ock. Set Opti on Option: =" 3", Val ue: =""

18.18. Loading/Saving workbooks through VBA
SetOption helper



Purpose: loading/Saving workbooks through VBA SetOption helper

If you enabled the “Do not allow loading/saving other workbooks” option (see Do not allow loading/saving
other workbooks paragraph) and still need to do it through VBA, do this:

- Enable the following Advanced option:

O L IO L PP PN T Y

=l Workbook Options
Use VBA for Formula Protection (requires the workbook to be macro-enabled)
Do not insert formula protection VEBA helper automatically (use this if you pa...
Allow leading/saving other workbooks through VEA SetOption helper W
Show Developer Tab (not recommended)
Disable formula and YBA protection (Excel 2000 compatibility)

- Then, use the following VBA code snippet:

Dim wkb As Wor kbookOn Error Resume Next
' Addi ng New Wor kbook

Set wkb = Wrkbooks. Add
Do what you need...
' Savi ng the Wbr kbook

Dim XLSPadl ock As Object
Set XLSPadl ock = Application. COMADdI ns(" GXLS. GXLSPLock") . Object
XLSPadl ock. Set Opti on Option: =" 2", Val ue: =" 0"

XLSPadl ock. Set Opti on Option: =" 1", Val ue:

In
=

wkb. SaveAs "D:\ My Docunent s\ VWr kbookNane. x| sx”

XLSPadl ock. Set Opti on Option:
XLSPadl ock. Set Opti on Option:

‘2", Value:="1"
‘1", Val ue:

In
Q

You can see the following line:
XLSPadl ock. Set Opti on Option: ="2", Val ue: =" 0"

This line tells XLS Padlock to allow loading/saving workbooks as usual. Value should be either 1 (True) or 0
(False).
The second line

XLSPadl ock. Set Opti on Option: ="1", Val ue: =" 1"

tells XLS Padlock to disable the prompt to save encrypted workbooks.

After having saved the workbook, be sure to call:

In
=

XLSPadl ock. Set Opti on Option:
XLSPadl ock. Set Opti on Option:

"2", Val ue:
"1", Val ue:

In
Q

It will restore the default behavior.



18.19. Create other Excel instances and access
secure workbook and companion files

Purpose: create other Excel instances and access secure workbook and
companion files

By default, only the Excel instance run by the compiled workbook EXE file is allowed to access the workbook
file and its companion files (if any).

If you start another Excel instance from VBA, it can't access the secure workbook file unless you use the
following VBA code to allow access.

Sub RunQt her Excel ()

Dim XLSPadl ock As Object
Set XLSPadl ock = Application. COMAddI ns( " GXLS. GXLSPLock") . Object

another _file = PathToConpil edFil e("dat a. x| sx")

Start a new Excel instance

Set appExcel = CreateObject( " Excel . Application™)

Tell XLS Padlock to grant access to virtual files in new Excel instance

Dim Res As Long

Res = appExcel . Appli cati on. Hand

XLSPadl ock. Set Opti on Option: ="5", Val ue: =Res

The new Excel instance can now work with virtual workbook fil es:

Set wbExcel = appExcel . Wr kbooks. Open(anot her _file, False, True)

Set wsExcel wbExcel . Wr ksheet s( " Sheet 1)

MsgBox (wsExcel . Cel I s(1, 1).Value)
Done, be sure to quit the application.
appExcel . Application. Quit

Rel ease the object variable.
Set appExcel = Nothing

18.20. Retrieve XLS Padlock System ID from VBA



Purpose: retrieve XLS Padlock System ID from VBA

XLS Padlock lets you use hardware-locking to secure your workbook. This is based on a unique system ID, see
“Use hardware-locked keys”.

If you want to retrieve the value of the system ID with VBA code, use the following one:

Public Function ReadSystem D()
Dim XLSPadl ock As Object
On Error GoTo Err

Set XLSPadl ock = Application. COMADdI ns( " GXLSFor m GXLSFor mul a") . Object
ReadSyst em D = XLSPadl ock. PLEval Var (" System D")

Exit Function

Err:
ReadSystem D = ""

End Function

You can then call the function:

Sub Test ReadSystem D()
MsgBox ReadSystem D()
End Sub

18.21. Terminate the "Loading workbook
message" early

Purpose: terminate the "Loading workbook message" early from VBA

Here is the VBA code to hide that dialog box earlier:
Di m XLSPadl ock As (bj ect

Set XLSPadl ock = Application. COMAddI ns( " GXLS. GXLSPLock") . Ohbj ect
XLSPadl ock. Set Opti on Option:="3", Value:="0"

Invoke this when you want the Loading workbook message to be hidden.

18.22. Retrieve number of remaining days in
trial with VBA

Purpose: retrieve number of remaining days in trial with VBA

The following VBA code lets you retrieve the number of remaining days for a trial workbook. It will also work
for non-trial keys if your key has an expiration date or number of runs.




Public Function ReadTri al State()
Dim XLSPadl ock As Object
On Error GoTo Err

Set XLSPadl ock = Appli cati on. COVAddI ns( " GXLSFor m GXLSFor mul a") . Object
ReadTri al State = XLSPadl ock. PLEval Var (" Trial State")

Exit Function

Err:
ReadTrial State = ""

End Function

You can then call the function:

Sub Test _Trial ()
rdays = ReadTrial State()
Wir ksheet s( " Sheet 1") . Range( " Al") . Val ue = rdays

End Sub

18.23. Determine if Current Activation Key Has
an Expiration Date or Usage Limits

Purpose: determine if the activation key has an expiration date,

number of days or runs

The following VBA code lets you will help you determine whether your current trial key has an expiration date or

is limited by the number of days or runs.

Publ i ¢ Functi on ReadKeyExpSt at e()

Di m XLSPadl ock As (bj ect

On Error GoTo Err

Set XLSPadl ock = Appli cation. COMAddI ns( " GXLSFor m GXLSFor mul a") . Qoj ect
ReadKeyExpSt at e = XLSPadl ock. PLEval Var (" KeyExpSt at e")

Exit Function

Err:

ReadKeyExpState = "'

End Functi on

You can then call the function:

Sub Test _Trial ()

rdays = ReadKeyExpState()

Wor ksheet s(" Sheet 1") . Range("Al") . Val ue = rdays
End Sub

Possible values:
0: unavailable.
1: key with expiration date.
2: key with a given number of runs.

3: key with a given number of days.

(i] You can retrieve the number of runs or days here.




18.24. Start Deactivation of the Workbook
Application With VBA

Purpose: How to Start Deactivation of the Workbook Application
With VBA

The following VBA code lets users start the deactivation process on their computer.

Public Sub StartDeactivation()

Di m XLSPadl ock As hj ect

On Error GoTo Err

Set XLSPadl ock = Application. COMADdI ns( " GXLSFor m GXLSFor mul a") . Qbj ect
XLSPadl ock. PLDeact i vat e

Err:

End Sub

You can then invoke the sub thanks to a macro assigned to a button for instance:

Sub AskFor Deacti vation()
Di m response As | nteger

" Ask the user if they really want to deactivate the application
response = MsgBox("Do you really want to deactivate the application?",
vbQuestion + vbYesNo, "Confirm Deactivation")

Check the user's response
If response = vbNo Then
If the user selects "No," exit the procedure
Exit Sub
El se
If the user selects "Yes," you can call the deactivation function here
Call StartDeactivation
Application. Quit
End |f
End Sub

Validation State: FalL
Additional Data:

Deactivate

In our workbook demo app, we added a simple Deactivate button.

00 Please note the "Application.Quit" command in the code above to make sure that Excel is closed before we
start deactivating the application.


https://www.xlspadlock.com/excel-workbook-demo

18.25. Execute VBA Code After Saving Secure
Workbook

When working with secure Excel workbooks, it's often necessary to perform specific actions immediately after a
save operation. The following feature is particularly useful for developers looking to add custom post-save
functionalities, such as logging activities, notifying users, or triggering other processes.

XLS Padlock invokes the following VBA callback: XLSPadlock_OnAfterSave. By including this subroutine in your
VBA project, XLS Padlock will automatically invoke it each time the workbook is saved.

Implementing XLSPadlock_OnAfterSave

To leverage this feature, you simply insert a subroutine named XLSPadlock_OnAfterSave into your VBA module.
The subroutine must have one parameter, SaveFilename, which is a string passed by XLS Padlock that contains
the full path to the saved secure workbook file.

Here's a basic implementation of this subroutine:

Sub XLSPadl ock_OnAft er Save( SaveFi | enane As String)
MsgBox " The wor kbook has been successful ly saved as: " & SaveFi | enane
End Sub

The example above provides a simple message box that informs the user of the save operation's success and
shows the file path of the saved workbook.



19. Frequently Asked Questions

19.1. Is there any shortcut in XLS Padlock?

Yes, the following shortcuts are available:

F1 Help
F5 Build
F7 Save and Close

19.2. How do users open an XSLC save file?

By default, secure applications (EXE files) can save the workbook modifications to an external encrypted save

file. This is exactly the same as for a normal Excel workbook file (XLSX) except that it cannot be opened directly

in a normal Excel instance. Secure save files can only be opened by the EXE file which produced them.

] To open an existing save file, customers can:
Run the EXE directly and click “choose save” when prompted.
Drag an XLSC file from Windows Explorer and drop it onto the EXE file's icon.
Use the command line to run the EXE with the -load switch. For instance, MYAPP.EXE -load

Pass the XLSC file directly to the EXE with the command line: MYAPP.EXE "c\my documents\mysave.xlsc"

19.3. Is my original excel file stored on your
server or will the software manipulate my files
locally only?

We have never access to your original workbook file. Our software works offline on your machine, so you
keep your original workbook on your own computer.

It's important to let you know that we never get access to your original workbook files. Our software works
offline on your PC. Please also make backups of the original workbook, because XLS Padlock will not make
backups of it and it will not upload it to our company's servers.



19.4. Can users store their changes directly to
the EXE and not an external XLSC save file?

Unfortunately, EXE files must never be modified; otherwise, this will trigger antivirus false positives.

That's why XLS Padlock does not allow you to update EXE files but encrypted save files (.XLSC or .XLSCE).

You can consider the EXE file as an application, like Excel itself.

19.5. Is it possible to update the exe files which
are already distributed amongst the users if I
update it on my PC?

If you update your source workbook, you will have to recompile it as an EXE file and deploy this new EXE to
your customers (generally, they just download it).

19.6. I updated my original workbook. What
about existing saves made by end users?

A The answer depends on the saving mode you selected for your XLS Padlock
project.

If you choose the Full Save Mode:

When you deploy an updated EXE file, XLSC save files made by end users previously won't be automatically
upgraded. Instead, end users will see the last changes they made and not yours. That's the expected behavior.

A solution consists in switching to the cell value saving mode.

You can also use VBA to save data entered by end users to a second workbook file and let them load this data

back to your compiled workbook.
Example with code:

1) The macro below will generate a normal xls Excel file with the user data.

User needs to run the macro in the EXE file where the data will be copied from, so the initial EXE file must have
the macro already. The user will run the macro below clicking on a button, which will copy the cells and ask the
user to enter the file name. Obviously, you will need to replace the tab names and cells you would like to copy

from in the macro below:
Sub Gener at eDat a()
Dim strFile As String



' New wor kbook with 3 sheets
Wor kbooks. Add x| VWBATWbr ksheet

Acti veSheet . Name = " Sheet A"
Sheets. Add( Aft er: =Sheet s(1)). Name = "Sheet B"

Sheet s. Add( After: =Sheets(2)). Name = " Sheet C'

Act i veWor kbook. Sheet s( " Sheet A") . Range(" Al: C3") . Val ue
Thi sWor kbook. Sheet s( " Sheet A") . Range( " Al: C3") . Val ue
Act i veWor kbook. Sheet s( " Sheet B") . Range("B3") . Val ue =
Thi sWr kbook. Sheet s( " Sheet B") . Range( " B3") . Val ue

Act i veWor kbook. Sheet s( " Sheet C') . Range( " B1: C3") . Val ue
Thi sWor kbook. Sheet s(" Sheet C') . Range( " B1: C3") . Val ue
strFile = Application. Get SaveAsFi | enane("", "Excel workbook (.xlsx),.xlsx", 1)

If strFile <> "Fal se" Then Acti veWrkbook. SaveAs strFile, FileFornmat: =51
Act i veWor kbook. Close False
End Sub

2) Upload the data to the new EXE file.

The user needs to open the new EXE and run the 3rd macro below to upload the data (link the macro to a
button). Once the user runs the macro, he will be prompted to select the file (1st macro), and the data will be
copied across (2nd macro). The third macro will run both macros, and that's the macro that needs to be linked
to the button. Again, you will need to change the cells and tab names in the second macro, and you can also
change the title in the first macro:

*kkkkkhkhkkhkkhkkkk*k 1st rracro
Sub Open_Wor kbook Di al og()

Dim ny_Fi | eNane As Variant

ny_Fil eName = Application. Get QpenFi | ename( _

FileFilter: ="Excel Files,.xl;.xm,

Filterlndex: =3, _

Title:="Select the old version of your file, where you will pull the data fronf,

Mul ti Sel ect : =False)

If my_Fil eNanme <> False Then

Wir kbooks. Open Fi |l enane: =ny_Fi | eNane
End If

End Sub

*khkkkkhkkkhkhkkikkkkhkkkx an rracro
Sub TransferData()

If Wor kbooks. Count > 1 Then

Wor kbooks( 1) . Sheet s( " Sheet A") . Range( " Al: C3") . Val ue =
Wor kbooks( 2) . Sheet s( " Sheet A") . Range( " Al: C3") . Val ue
Wor kbooks( 1) . Sheet s( " Sheet B") . Range("B3") . Val ue =

) ("

) -

Wor kbooks( 2) . Sheet s( " Sheet B") . Range( " B3") . Val ue
)
)

Wor kbooks( 1) . Sheet s( " Sheet C') . Range( " B1: C3") . Val ue =
Wor kbooks( 2) . Sheet s( " Sheet C') . Range( " B1: C3") . Val ue

Wor kbooks( 2) . Close savechanges: =False

Else

MsgBox "The data hasn’t been transferred.", vbExclamation, "Error"”
End If

End Sub

*kkkkhkihkkkkhk k% 3rd ITBCTO
Sub TheTransfer()

Call Open_Wor kbook_Di al og
Call TransferData

End Sub



© Note that, in order to save normal workbooks, you may also see: Loading/Saving workbooks through
VBA SetOption helper

19.7. Where is the Developer ribbon?

By default, XLS Padlock hides the Developer ribbon. To enable it, go to Configure Advanced Options and enable

“Show Developer Tab”:

¥Ls Padlock - Advanced Options X

= Workbook Options

LAs=diRle 1o Lifd d =i L d

Customn 5ave File BExtension (defaults XL5C) HLSC
Store DAT, license and save files in the same folder as the EXE file
Do not disable Protect/Unprotect Sheet menu
Do not show VBA compiler exception messages
Allow the user to close the splash screen by clicking it
Disable Overwrite Prompt in the Save As dialog box

=l Troubleshooting Options
Do not use a virtual drive for storing temporary Excel files (troubleshooting purp
Perform a workbook recalculation at startup (formula protection troubleshootin
Allow all other Excel add-ins (not recommended)
Use fixed protection DLL filenames (not recommended)
Use another registry key for storing activation data
Save workbook files against the language of VBA

Do not restart the EXE automatically after successful activation

Do not reset Cuick Access Toolbar

Do not disable the XLStart user folder

Allow F11 and F12 keystrokes

Do not temporarily disable Excel events while protecting original workbook

Enable Web Update Log (WUPDATELOG in Documents folder)

Remove Runtime Files After Execution

Do not modify Excel icon

Do not forbid elevated mode for the EXE

Do not set calculation mode to manual when loading cell values

Delay before the Relead button in wait dialog displays (in seconds) 5,00

\ Close

19.8. How to disable drag and drop?



To disable drag and drop operations for your Excel workbook, just add

Appli cation. Cel | DragAndDrop = Fal se

to the Workbook_Open VBA event, and forbid access to the VBA editor in XLS Padlock, so that customers
cannot remove that line.

19.9. How to open a PDF companion file?

You can open companion files in external applications thanks to the following VBA code snippet. For instance,
this will open the PDF file named UserGuide.pdf.

Sub OpenUser Gui de()

FileCopy Pat hToConpi | edFi | e( " User Gui de. pdf "), Environ("tenp") & "/ UserGuide. pdf")
Act i veWor kbook. Fol | owHyperl i nk Environ("tenmp") & "/ User Qui de. pdf "

End Sub

19.10. Why is the EXE file so large?

The size of the .EXE file is expected because XLS Padlock produces stand-alone EXE files that must work with
different Excel and Windows versions. They also use full Unicode support, VBA interpreter and this has a “price”
(large size).

Finally, EXE files have got anti-piracy protection which contributes to the size too.

To reduce the size of the EXE file:

» You can try optional UPX compression. UPX is a free open-source EXE compressor available here.
However, please compress EXE files only if you use code signing too because some antivirus can trigger
false positives for compressed EXE files.

> If you don't use our advanced protection features, you can disable formula protection and you'll get a
smaller EXE file.

19.11. I get a name conflict “"Print_Area”. What
can I do?

There is a known bug with some Excel versions and workbooks saved with different locales of Excel.

A workaround is available: first, be sure to remove the Print_Area name in the Defined Names of Excel before
saving.

Then, add this VBA code snippet to your workbook:


https://upx.github.io/

Private Sub Wbr kbook _Open()
Dim Sh As Wrksheet
For Each Sh I n Thi sWr kbook. Wr ksheet s

With Sh
. PageSetup. PrintArea = ""
.PageSetup. PrintTitl eRows = "'

End With
Next
End Sub

And the same for:

Private Sub Wor kbook Bef or ecl ose()
Dim Sh As Wr ksheet
For Each Sh I n Thi sWr kbook. Wr ksheet s

With Sh
. PageSetup. PrintArea = ""
. PageSetup. PrintTitl eRows = "'

End With
Next
End Sub

19.12. A customer gets registry error or
ERegistryException error when activating the
workbook

There may be a conflict with some security software or antivirus program and enable "Use another registry
key for storing activation data”.

19.13. My workbook uses a custom ribbon and
thus the XLS Padlock ribbon is missing. How can
I access XLS Padlock?

You can right-click on a worksheet and the context menu is displayed. Choose “XLS Padlock Tools” and you can
access the same commands as in the missing ribbon.
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19.14. XLS Padlock tab is missing in Excel

It looks like the XLS Padlock add-in is not correctly registered in Excel.

You can try to launch the XLS Padlock Manager:




4 XIS Padlock Manager > |

) Activate - Check Health of XLS Padlock

This program |ets you manage the installation and activation of X1S Padlock on your computer.

. XLS Padlock is registered for the current Windows user. [t will appear in Excel,

| Launch Microsoft Excel to work with XLS Padlock

XLS Padlock is NOT correctly set up on this computer: please restart the installer and
choose Repair. (error 3) Le fichier spécifié est introuvable

. XLS Padlock is activated. If you would like to deactivate your license in order to transfer it
to another computer, please click this button:

Deactivate XL5 Padlock

Change Language... Close

The first two leds should be green. If not, try to follow the given instructions. If it still doesn’t work after that,
reinstall XLS Padlock.

19.15. I'm getting VBA OLE ERROR 800A03EC
error when using the VBA compiler

Make sure that “Trust access to the VBA project object model” option is enabled in Excel.
See this page about how you can access this option:

https://support.office.com/en-nz/article/Enable-or-disable-macros-in-Office-documents-7b4fdd2e-174f-47e2-9
611-9efe4f860b12

19.16. Getting "Run-time-error 1004. No data
was imported because no elements have been
mapped. "


https://support.office.com/en-nz/article/Enable-or-disable-macros-in-Office-documents-7b4fdd2e-174f-47e2-9611-9efe4f860b12
https://support.office.com/en-nz/article/Enable-or-disable-macros-in-Office-documents-7b4fdd2e-174f-47e2-9611-9efe4f860b12

| have a workbook with a financial model where | use an XML that | export / import to mapped cells in the
workbook. When | use XLS Padlock to compile the workbook to an .exe file, the schema is no longer mapped to
the cells in the workbook. (But the schema is available in the workbook, but not mapped).

| get the following message error message:

"Run-time-error 1004. No data was imported because no elements have been mapped. Use
Range.XPath.SetValue to map XML elements on the worksheet".

Solution:
Turn the following option on: “Use Excel automation for formula protection” available in Formulas and

Passwords.

19.17. A customer is getting unexpected error
while loading protected workbook: Access
violation at address 093469AF in module
'VBEG6.DLL'. Read of address 00000000.

This error occurs when you use Lock VBA Project (simple VBA protection). Remove the password of your VBA
project before compiling the workbook with XLS Padlock. This password is useless since the project will be
marked as locked and no password will be prompted. Alternatively, use a shorter password or switch to the
Prevent access to VBA editor option.

19.18. Can I restore XLS file from EXE file?

No, you can't restore from a .EXE file that doesn’t support “Save As". So if you need an access to the original
workbook file, be sure to enable Save As and use the “"Opening a save yourself — decrypt saves" feature.

19.19. How can I hide the main Excel window at
startup and only show my user form?

You have apps based only on VBA and user forms. And you want to only show your user form.

To do so, configure your XLS Padlock settings as shown below:



A !I. ﬁ il;‘ s "i . :

Do you want to display a splash screen?

Splash Screen
At startup, the application can show a splash screen with the image of your choice. For exar
logo of your company. You may also determine how many seconds the splash screen shoule
EXE lcon and Yersion Info images in JPEG, PNG, SVG, BMP, GIF formats are supported.
Localization
\splashscreenl.png
License Agreement Display Time (in seconds): 3
Web Update Excel Main Window Display At Start.up: Mormal

[ ] Do not display the "Loading workbook" dialog box in Excel
Then, add this VBA code to the workbook:

Private Sub Wbr kbook _Open()

Application. Visible = False
User For mL. Show

End Sub

19.20. Failed to set data fot ‘Data’ error

Your end user gets this error when entering an activation key:
Error setting data in registry - Failed to set data for 'Data’

Reason: there is a conflict with another software which prevents the secure application to write data to registry.
It is generally a security software such as an antivirus program.

Workaround: you can use the advanced option Use another registry key for storing activation data as
shown below.



¥Ls Padlock - Advanced Options x

= Workbook Options
Allow loading/saving other workbooks through VBA SetOption helper

Show Developer Tab (not recommended)
Disable formula and YBA protection (Excel 2000 compatibility)
Customn Save File Bxtension (default: XLSC) HLSC

Store .DAT, license and save files in the same folder as the EXE file
Do not disable Protect/Unprotect Sheet menu
Do not show VBA compiler exception messages
Allow the user to close the splash screen by clicking it
Disable Overwrite Prompt in the Save As dialog box

= Treubleshooting Options
Do not use a virtual drive for storing temporary Excel files (troubleshooting purp
Perform a workbook recalculation at startup (formula protection troubleshootin
Allow all other Excel add-ins (not recommended)
Use fixed protection DLL filenames (not recommended)

| Use another registry key for storing activation data I

Do not restart the EXE automatically after successful activation

Do not reset Cuick Access Toolbar

Do not disable the XL5tart user folder

Allow F11 and F12 keystrokes

Do not temporarily disable Excel events while protecting original workbook

Enable Web Update Log (WUPDATE.LOG in Documents folder)

Remove Runtime Files After Execution

Do not medify Excel icon

Do not forbid elevated mode for the EXE
Do not set calculation maode to manual when loading cell values

Delay before the Relead button in wait dialog displays (in seconds) 5,00

y Close

19.21. Is VBA obfuscation necessary?

The best protection is to let XLS Padlock compile parts of your VBA code into bytecode thanks to its integrated
VBA compiler. You can also apply code obfuscation if you have a tool to nhon-compiled VBA code portions.

However, VBA obfuscation doesn't prevent someone from copying your code. True VBA compilation made with

XLS Padlock does since the original VBA code doesn't exist anymore and compiled code can't be run outside
your secure application made with XLS Padlock.

19.22. How to avoid error on loading xlsce file:
comma instead of point in number format



On some computers, when users load a saved workbook in xIsce format, they encounter an error due to the
presence of comma instead of point as decimal separator.
The excel file was created using point as decimal separator.

The error continues even if the user changes the settings in Microsoft Excel about decimal separator, choosing
the point instead of comma.

Solution:
The problem is in the Windows settings for number format. Changing the decimal separator to point (.) and the
thousands separator to apex (') fixes the problem.

19.23. Creating demo/trial routines with VBA

XLS Padlock provides you with some VBA routines to detect whether the EXE is run in trial version or not.
Depending on that, you can let the user access VBA routines only available to registered users or not (and even
display a message that this will be available only after purchase for instance).

The VBA routine to be used is in this section: Check if the compiled workbook is in trial state

19.24. Why is ThisWorkbook.Path not working?

XLS Padlock works with virtualization: when the compiled workbook is run, the Excel file is virtualized at a
random location. It is never unpacked to the hard disk and thus, ThisWorkbook.Path will not point to a physical
location on the disk but to the virtual location.

As a workaround, if you want to get the path to the compiled workbook (which is your EXE file), XLS Padlock
provides you with VBA code that you can use in your workbooks:

Public Function Pat hToFi | e( Fi | enanme As String)
Dim XLSPadl ock As Object
On Error GoTo Err

Set XLSPadl ock = Application. COMADdI ns( " GXLSFor m GXLSFor mul a") . Object
Pat hToFi | e = XLSPadl ock. PLEval Var (" EXEPat h") & Fil ename

Exit Function

Err:
Pat hToFile = "'

End Function

You can then call the function:

Sub Test _File()
DoSorret hi ngW t h( Pat hToFi | e("data. xl s"))

End Sub



If you want the path to the folder that contains the EXE, use:

Pat hToFil e("")

19.25. I included a Word DOCX file as a
companion file. How do I open it?

It's possible to include any file as a companion file: XLS Padlock will embed it into the secure application EXE file
and make it available at runtime.

However, external applications are not allowed to access companion files for security reasons. For instance, if
you added a DOCX file as a companion, a Word process started with CreateObject("word.Application”) won't
find the companion file.

The solution consists in copying the DOCX file to a temporary location and then opening it.

Sub CpenWord()
Set wordapp = CreateObject( " word. Application")

FileCopy Pat hToConpi | edFi | e( " PADLOCKPLEASECOPENVE. docx™), Environ("tenp”) &
"\ PADLOCKPLEASEOPENVE. docx"

wor dapp. docunent s. Open Environ("tenmp”) & "\ PADLOCKPLEASECPENVME. docx”
wor dapp. Vi si bl e = True
End Sub

The PathToCompiledFile macro has been defined in the topic about Companion Files.

19.26. How do I include XLL add-ins and register
them?

It is possible to register add-ins in XLL format by listing them as companion files to your workbook.

To do this, you need to have 2 versions of your add-in: 32-bit and 64-bit formats. The filename's extensions
must be modified as shown on the screenshot below, so that XLS Padlock registers the correct version with Excel
at runtime:



Workbook Companion Files

Your workbook can be linked to other workbooks or data sources. In order to preserve links, you can
specify additional workbooks or other files that will be cornpiled inside the application EXE. They will
be made available in the same folder as the main workbook autematically.

Do not add very large files because they will be stored in memory: there is another way to preserve
links to files, refer to the documentation.

Source Path Storage Filename

hllhdemotxedsamplexllied samplex|iod
halhdemoxdtisamplexli32  samplexli32

Then, to load the add-in in your workbook, you can use the following VBA code:

Public Function Pat hToConpi | edFi | e( Fi | ename As String)
Dim XLSPadl ock As Object
On Error GoTo Err

Set XLSPadl ock = Appli cati on. COVAddI ns( " GXLSFor m GXLSFor mul a") . Object
Pat hToConpi | edFi | e = XLSPadl ock. PLEval Var (" XLSPat h") & Fil ename

Exit Function

Err:
Pat hToConpil edFile = ""

End Function

Private Sub Wbr kbook _Cpen()

Dim success As Boolean
Load XLL
success = Application. Regi sterXLL(Pat hToConpi |l edFil e("sanmple.xl "))

End Sub

19.27. Fixing XLS Padlock "Workbook Modified'
Warning

Question: | keep receiving the following warning when | start XLS Padlock: "The Excel workbook has been
modified. You should first save it before compiling it, otherwise your changes will be lost. Are you sure you want
to continue without saving?" The workbook is saved and on my desktop (not in the cloud). Can you advise on

the fix?

Answer: It appears that even though your file is saved on the desktop, the desktop itself is virtual because it is
linked to your OneDrive account, making the file "cloud-based," which may display this "not saved" warning. To
resolve this, transfer the file from the virtual desktop to a local drive on your computer. This should correct the
issue, as XLS Padlock requires the files to be stored locally, particularly during development and testing phases,

to prevent issues related to cloud synchronization or virtual desktop environments.



19.28. My application says Excel not found.
What should I do?

Question: My application sent to a client says Excel not found. Can you advise on the fix?
Answer:

This error may occur if the customer installed Office 365 over an older version of Office.

Tell them this:

Try performing a repair of your Office installation. If that doesn’t work, use the Scrub Office utility from
Microsoft, then reinstall Office 365.

(3 Get the scrub utility here.

19.29. What is the difference between activation
key and activation token?

Question: In the context of XLS Padlock's WooCommerce Integration Kit, what is the difference between an
activation key and an activation token, particularly in terms of their role in the activation process for compiled
workbook EXE files?

Answer: Activation keys are used by end users to activate their access to the protected Excel workbook, while
activation tokens are unique identifiers sent to customers, which are used by online activation to recognize the
record of the customer in the database.

An activation key has this form "735DH-H12E7-DDH8F-D9BBD-BC296-F8929" while an activation token in the
WooCommerce Integration Kit has thos one: "myname@myemail.com-1254".

Online activation automatically generates and activates protected workbook apps with activation keys.

00 Activation keys can be deactivated and blocked, while an activation token will always remain valid.

19.30. How can I prevent XLS Padlock from
disabling add-ins located in the XLStart folder?

Question: How can | prevent XLS Padlock from disabling add-ins located in the XLStart folder?

Answer: By default, XLS Padlock disables all add-ins in the Excel XLStart folder for security reasons. However,
you can change this behavior by enabling the advanced option "Do not disable the XLStart user folder" in XLS
Padlock Advanced Options. This allows add-ins in the XLStart folder to remain active while using your protected
workbook.



https://support.microsoft.com/en-us/office/uninstall-office-from-a-pc-9dd49b83-264a-477a-8fcc-2fdf5dbf61d8
https://www.xlspadlock.com/sell-workbooks-with-woocommerce
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21. Links to Support

If you have any questions or problems with XLS Padlock, you can contact us with:

The user forum:

https://www.gdgsoft.info

Choose XLS Padlock as Category

our E-Mail address:

info@xlIspadlock.com

For Enky SL/LC dongle support:

info@hs-securityware.com

Please provide your Excel version and if you are working with Excel 32-bit or 64-bit.

Follow us on X:
https://x.com/gdgsoft

Our other products are available at:
https://www.gdgsoft.com



https://www.gdgsoft.info
mailto:info@xlspadlock.com
mailto:info@hs-securityware.com
https://x.com/gdgsoft
https://www.gdgsoft.com
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