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Overview

Online activation is a feature of XLS Padlock, our Excel workbook protection software, to automate the
retrieval of activation keys: the compiled workbook can communicate with your web application powered
by this activation kit and download activation keys directly from the server instead of prompting end users.

When the end user starts the application, a dialog box appears telling the user that an activation is
required. It can be customized at will by adding your own fields and have the application send provided
data to your web server. In return, the web server sends the activation key back.

i Tool Demeo >

‘ )V;_ Tool Demao

[ Activation is required before access,

To access this application, please enter your activation token and press Activate. If your computer has no Internet
connection, choose Manual Activation.

Your Activation Token:

|Ar1}-1:hing that can identify the customer (email...)| |

Activate Manual Activation Cancel

When the user clicks Activate, data is sent to the activation server. After a successful activation, a
confirmation message is shown, and the application is restarted. If an error occurs, the corresponding
message box is shown and end users can try to activate again.
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Tool Demo >

:\,., Tool Demo

- Activation is required before access,

Please wait while contacting activation server...

[ L 1 1] ]

Activate Manual Activation Cancel

This guide will help you to install the web application on your web server.

IMPORTANT

This kit requires programming skills in PHP. Otherwise, please use our WooCommerce
Integration Kit instead.

In this guide

» Server requirements

« Technical support and license

» Step 1: install the files on your server
» Base URL for activation

» Step 2: configure config.ini

» Step 3: associate your compiled EXE
» Customizing activation keys

» Create a registration form
 Validation of existing activations

o Deactivation
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Server requirements

The web application is based on the Fat-Free Framework, so they share the same server requirements
(see the Fat-Free Framework system requirements).

o PHP 8.2 or greater.
¢ PHP CURL and JSON extensions enabled.

« libsodium enabled (bundled with PHP 7.2 and later, including all PHP 8.x) for the 2026 Ed25519
response signing.

Rewriting rules

» Apache: mod_rewrite and mod_headers must be enabled. Dedicated .htaccess files are included.
« Windows Server: use the included web.config file instead; you can delete the .htaccess files.

* NGINX: the included .htaccess / web.config files are not read by NGINX, so you must add equivalent
rules to your server block yourself (see the example below).

NGINX configuration

NGINX ignores .htaccess . Add the following to the server block whose root points at the
xlspadlock-onlineact folder. The first location routes requests through the front controller; the others
make sure the private inc/ folder and any .ini file (which hold your secrets) can never be served as
static files:

# Route everything through the Fat-Free front controller
location / {
try_files $uri $uri/ /index.php?$query_string;

# Block direct access to the private folder and to any .ini file

# (inc/config.ini contains your master key and signing key)

location ~~ /inc/ { deny all; return 404; }

location ~x \.ini$ { deny all; return 404; }

location ~ /\. { deny all; return 404; } # dot-files such as .htaccess

# Standard PHP-FPM handler (adjust the socket/port to your setup)
location ~ \.php$ {
include fastcgi_params;
fastcgi_param SCRIPT_FILENAME $document_root$fastcgi_script_name;
fastcgi_pass unix:/run/php/php-fpm.sock;

After deploying, open https://your-server/inc/config.ini in a browser: it must return 403 or 404,
never the file contents. Do the same on Apache/llS to confirm the bundled rules are active.
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IMPORTANT

Verify that the "inc" subfolder and the config.ini file cannot be accessed publicly from a web
browser. These server rules are the only thing protecting your secrets, because they live under the
web root.

NOTE

As a safety net, the kit logs a server-side warning whenever it is still running with the unchanged
sample secrets shipped in config.ini (only an operator with server-log access sees it). If you set
DEBUG=1 in config.ini while testing, it additionally returns an X-XLSPadlock-Setup-Warning
response header; in production ( DEBUG=0 , the shipped default) the kit never advertises its
configuration state to HTTP clients. Replacing those placeholder values with your own (see Step 2)
clears the warning. This is a reminder only. It does not protect config.ini from being served
directly, so the rules above remain mandatory.
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Technical support and license

Do not hesitate to send us your feedback, to report bugs or to share your modifications with us.
info@xIspadlock.com

This activation kit is provided "AS IS" WITHOUT WARRANTY OF ANY KIND, WHETHER EXPRESS,
IMPLIED, OR STATUTORY, INCLUDING, BUT NOT LIMITED TO, THE WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, AND NON-INFRINGEMENT. THE
ENTIRE RISKAS TO THE QUALITY AND PERFORMANCE OF THIS PRODUCT IS WITH YOU.
SHOULD THIS PRODUCT PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL NECESSARY
SERVICING, REPAIR, OR CORRECTION.

By installing and using this activation kit, you agree to be bound by the license terms available from the
LICENSE file in the folder named "xIspadlock-onlineact".

Please note that, depending on your requests, we will not provide you with free technical support for this
activation kit. You should have server and PHP knowledge at least to deal with the activation kit.
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Copy the files to your server

In the local folder on your computer where you unpacked the activation kit, you will find a folder named
"xlspadlock-onlineact".

Upload the entire contents of the "xIspadlock-onlineact" folder to your web server. You can rename the
folder to something else if you want.

« If you are on Windows IIS, delete the unnecessary .htaccess file.

« If you are on Apache, delete the unnecessary web.config file.
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Base URL for activation

Please ensure the inc subfolder is not web accessible (you should get a 403 forbidden error if you try to
access it with a web browser): it contains sensitive data and should be protected by the shipped .htaccess
file (on Apache) or the web.config file (on Windows IIS).

NOTE

Write down the public URL that allows access to the "xIspadlock-onlineact" folder because we will
use it later.
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Step 2: configure config.ini

1. Navigate to the "inc" subfolder (xIspadlock-onlineact / inc) and edit the config.ini file stored on your
server.

IMPORTANT

Once again, check that the config.ini file cannot be accessed publicly (the .htaccess prevents end
users from accessing it) because this file contains sensitive data for generating activation keys.

The important part of the config.ini file looks like this:

[globals]

; ** Your XLS Padlock user ID - must begin with xps- *x%

xlspadlockuserid = "xps-45151454"

; %% Master key of your workbook x*

; Set the Application Master Key, as defined in your XLS Padlock project. This master key is ug
; It is strictly confidential: do not share it with anyone

xLlspadlockmasterkey = "FE9958CACCA8E446178AB997D"

; *% Security private key of your workbook *x*

; Used to be sure that another application can't use this online webapp to generate its keys.
xlspadlockpkey = "{FEOF8E30-1E17-4EQ1-91BA-DOEED421C834}"

; **% Key parameters *x*

usehardwarelocking = 1

; XLlspadlocksignkey= (2026 protocol - see the Ed25519 section below)

2. Change the value of the entry named xIspadlockuserid to your XLS Padlock user ID. This user ID is
available in the registration email that you received when you purchased XLS Padlock.

3. Start Excel, open your Excel workbook and launch XLS Padlock. Navigate to the "Activation Keys /
Activation Settings" page:
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XLS Padlock

Build Secur: i = Save and close 9 Get Help
Ll

e B B -

Application Settings Security USE or Dengle Protection Licensing Opticns Customize App Distribute App

Do you want to use activation keys?

Activation Settings

You can require end users to activate the secure application with an activation key before they can access your protected workbook. Activation keys can have
expiration date or limited number of runs, and they can also be hardware-locked: in that case, a key will only work on a given computer,
Additional Settings

B End users must enter an activation key in order to use the protected workbook

Website Interaction
A hardware-locked key will only work on the computer of the user you have created it for, It won't work on any other maching, so it becomes useless if it is
shared with others, The key is based on a unique system 1D that depends on the user's computer hardware.

Online Activation You can select the method to use to generate unique system 1Ds by clicking "System ID Options..." below.

B Use hardware-locked keys (keys are based on a unique system D)

Online Validation
Every protected workbook has a unique Application Master Key. This is what XL5 Padlock uses to create keys associated to your werkbook. It is strictly
confidential: you should never give it to anyone. XL5 Padlock automatically creates a new Master Key for each new project, but you can choose what you
Deactivation want.

Application Master Key
Generate
B . Copy

To generate activation keys and set their properties (expiration date, system ID...), click Key Generator below.

? Key Generator Il System 1D Options... ' LClear Activation Data

Click the "Copy" button attached to the "Application Master Key" field.

Paste this into config.ini for the value of the xIlspadlockmasterkey entry. Based on the screenshot above,
this would give:

xlspadlockmasterkey = "Markbook Test484"

4. In XLS Padlock, choose Online Activation:
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% XS Padlock A @ -0ox

3 &) o3
L (h o= i %
G ize App

Application Settings Security USE or Dongle Protection Distri App

Build Secure Application

Do you want to use online activation instead of activation keys?
Activation Settings

If you have set up the XLS Padlock Activation Kit on your web server, the application can dewnload activation keys directly from the server instead of prompting
end users. You can also create a customized registration form that will send user data to your web server and retrieve activation keys based on provided data.
Additional Settings To enable online activaticon, fill in the following field with the base URL to the activation kit installed on your server. Otherwise, leave the field blank.

Website Interaction Base Activation URL (URL to the Activation Kit folder on your web server):

https://myserver.com/xlspadlock-onlineact/getactivation

Registration Form Editor

Online Validation

B Allow Manual Activation if Mo Internet Connection (recommended)

Deactivation
(] Compatibility mode for pre-2026 activation kits (unsigned line-based protocol)

Server public key (Ed25519, basebd):

B Generate keypair... oShow config.ini

snippet..

For the 2026 signed protocol, leave "Compatibility mode for pre-2026 activation kits" unchecked and
set up the Ed25519 keypair as described in the 2026 protocol section below. In that mode the legacy
Security Private Key field is hidden and the xlspadlockpkey entry is ignored.

If you enable compatibility mode instead, click Copy on the Security Private Key field and paste it into
the xlspadlockpkey entry.

5. If you do not want to generate hardware-locked activation keys, change the last entry to O:

usehardwarelocking = 0

6. Save modifications to the config.ini file.

XLS Padlock 2026 protocol: Ed25519 response signing

Starting with XLS Padlock 2026.0, the Designer offers a new activation protocol based on JSON
request/response envelopes with mandatory Ed25519 signature verification. The kit auto-detects the
protocol per request, so workbooks packed in the legacy "compatibility mode" keep working unchanged.

To enable the 2026 protocol:

1. In the XLS Padlock Designer, open the Online Activation page.
2. Uncheck "Compatibility mode for pre-2026 activation kits".
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3. Click "Generate keypair...". The Server Public Key field is read-only and fills automatically; copy the
displayed private key into config.ini under xlspadlocksignkey . The keypair must be generated
from the Designer, since the public key cannot be entered by hand.

4. Re-pack your protected workbook.

; ——— XLS Padlock 2026 protocol - Ed25519 response signing --—-—

; Required when the workbook was packed with "Compatibility mode for
; pre-2026 activation kits" UNCHECKED in the Designer.
xlspadlocksignkey=

IMPORTANT

Keep the private key secret. Anyone with it can forge activation responses for your customers. Treat
it like an SSL private key: never commit, email, or paste it into chat. If leaked, generate a fresh
keypair in the Designer, update xlspadlocksignkey in config.ini, and re-pack your workbooks.

NOTE

In 2026 mode the legacy "security private key" GUID field on the Online Activation page is hidden; it
is no longer used. The Ed25519 public key takes over its role as the customer discriminator in the
activation code calculation. You manage a single secret per project: the Ed25519 private key in this
config.ini file. If left empty while a workbook sends a 2026 JSON request, the kit returns a
misconfiguration error.
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Step 3: associate your compiled EXE

1. In XLS Padlock, navigate to the Activation Keys / Online Activation page.

In the Base Activation URL field, enter the URL to the xlspadlock-onlineact folder (see Base URL for
activation) on your web server followed by /getactivation (do not put a final slash /).

"% XS Padlock R? @ - 0O x

1]
- Save and close ? Get Help

& B B -

Application Settings Security USE or Dongle Protection Licensing Options Customize App Distribute App

Application

Do you want to use online activation instead of activation keys?

Activation Settings
If you have set up the XL5 Padlock Activation Kit on your web server, the application can download activation keys directly from the server instead of
prompting end users. You can also create a customized registration form that will send user data to your web server and retrieve activation keys based on
Additional Settings provided data.

Website Interaction Base Activation URL (URL te the Activation Kit felder on your web server):

https://myserver.com/xlspadlock-onlineact/getactivation

Online Activation
Registration Form Editor

Online Validation

B Allow Manual Activation if No Interet Connection (recommended)

Deactivation
] Compatibility mode for pre-2026 activation kits (unsigned line-based protocol)

Server public key (Ed25519, basebd): Show config.ini
5 g.ini
[ Generate keypair... osnippet...

For instance, if the URL to access your xlspadlock-onlineact folder on the server is
http://activation.mydomain.com , the base URL to enter is:

http://activation.mydomain.com/getactivation

:::note XLS Padlock can handle TLS connections: if your web server has a valid SSL certificate, you
can use secure URLs that begin with HTTPS. :::

2. Compile your workbook application. It is now associated to the web application.

3. Make a test.
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Customizing activation keys

By default, the web application generates activation keys that can be hardware-locked or not, but they
have no specific limitation such as expiration date, nag screen and so on.

If you want, you can configure your web application to add such limitations to generated activation keys
(please refer to the Activation Keys documentation about how these limitations work).

1. Navigate to the inc\app\controllers subfolder (xIspadlock-onlineact / inc / app / controllers) and edit
the MainController.php file stored on your server.

2. The generatekey() callisinthe getactivation() function of MainController.php (near line 45).
The adjustable parameters (hardware locking, max runs, max days, expiration date, nag screen) are
defined in the generatekey() method in Controller.php (near line 170). Please refer to the
explanations in the code about them.

3. Save the modifications to the MainController.php file.

www.xIspadlock.com 15/24


https://www.xlspadlock.com/doc/how-to-set-up-hardware-locked-activation-keys
https://www.xlspadlock.com/doc/activation-keys
https://www.xlspadlock.com

XLS Padlock Basic Activation Kit 2026

Create a registration form

XLS Padlock lets you customize the text that appears on the activation dialog box. The text supports basic
HTML display so you can use HTML tags such as <B></B> and so on. Fields can also be created: this is
the subject of this section.

Create the registration form fields

To create a registration form and define the different fields, open your project in XLS Padlock and navigate
to the "Activation Keys / Online Activation" page. For a full description of the available field types and
options, see the Registration Form Editor.

% HTML editor — 0O X

AP UTIHEFEA 2O

@Malgun Gothic v ~ B 7 1

<requiredfields id="token">

<FOMT size="10"» < B> Activation Required< /B> </FONT > <br> <br>

Welcome to this markbook sample application made with Excel and XLS Padlock, <A
href="https://demo.xlspadleck.com”>Learn more about this application</A> <br= <br>To access this application, please enter
the activation code that you received after your order and press <B» Activate</B=. If your computer has no Internet connection,
choose <B>Manual Activation</B> .<br> <br>

Your Activation Code<br= < CONTROL TYPE="EDIT" WIDTH="340" VALUE="" |D="token"> <« CONTROL TYPE="BUTTON"
WIDTH="120" VALUE="Paste" |D="pastetoken">»

Activation Required

Welcome to this markbook sample application made with Excel and XLS Padlock. Learn mere about this application

To access this application, please enter the activation code that you received after your order and press Activate. If your computer has no Internet connection, choose
Manual Activation.

Your Activation Code:

Paste

XLS Padlock shows a basic HTML editor and a preview of the dialog's text.
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ve VBZUEZZ@QPI v THEGEAI v X0

To access this application, please enter pour activation token and press <B>Activate - If your computer has no Intermet connection, choose
<B>Manual Activation< /B> .<br><br>

“lour Activation Token:<br><CONTROL TYPE="EDIT" WIDTH="280" VALUE=""ID="token

To access this application, please enter your activation token and press Activate. If your computer has no Intermet connection, choose
Manual Activation.

our Activation Token:

Two specific buttons let you add custom fields if you want to ask end users for further information and
have your application send the latter to your web server.

NOTE

You can create text and checkbox fields.

For instance, to create a text field, type:
Your Name:<br><CONTROL TYPE="EDIT" WIDTH="280" VALUE="" ID="name"><br>

The CONTROL tag defines a field of EDIT type (text). You can define the WIDTH in pixels and especially
its ID. This ID must be unique and this is the field name that will be sent back to the web application
during activation.

How the Web application receives form data

Suppose that you have created three fields: name, email and token:

Your Name:<br><CONTROL TYPE="EDIT" WIDTH="280" VALUE="" ID="name"><br>
Your Email Address:<br><CONTROL TYPE="EDIT" WIDTH="280" VALUE="" ID="email"><br>
Your Activation Token:<br><CONTROL TYPE="EDIT" WIDTH="280" VALUE="" ID="token"><br>
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Activation Required

To access this application, please first register with us: fill in the following fields and press Activate, If
your computer has no Internet connection, choose Manual Activation.

Your Mame:

Demo
Your Email Address:

demo@email.com
Your Activation Token:

Pemu 142y

Manual Activation

When the end user clicks Activate, the workbook EXE file sends the data of the form back to your web
application. It performs an HTTP POST request and the web application will process the data.

The HTTP POST request is processed by the Main Controller of the web application, defined in the
MainController.php file available in the inc/app/controllers subfolder (xIspadlock-onlineact/ inc / app
/ controllers).

Near line 15, you can see several lines of code:

$action = $f3—get('REQUEST.action');
$systid = $f3—get('REQUEST.systid');
$apptitle = $f3—>get('REQUEST.apptitle');
$cod = $f3—get('REQUEST.cod');

For instance, the application title of your compiled workbook is stored in the $apptitle local PHP
variable.

If we come back to the three fields defined previously, you can easily retrieve their values thanks to these
additional lines below that you would have to place in MainController.php, just after the code above:

$username = $f3—get('REQUEST.name');
$email = $f3—>get('REQUEST.email');
$token = $f3—>get('REQUEST.token');

As you can see, each field defined in the registration form by its unique ID can be retrieved in the PHP
code by the generic code:

$idvalue = $f3—get('REQUEST.ID');

Validating, storing form data
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The F3 framework that the activation kit uses comes with all the necessary tools to process and store form
data.

For instance, you could determine whether a user has the right to activate your workbook based on the
value of the token. Or store user data into a database (see https://fatfreeframework.com/3.9/databases).

www.xIspadlock.com 19/24


https://fatfreeframework.com/3.9/databases
https://www.xlspadlock.com

XLS Padlock Basic Activation Kit 2026

Validation of existing activations

Online validation gives you remote control options over activation: your application once activated can
regularly check the validity of the activation through the Internet. Moreover, you have the possibility to
communicate additional information to your workbook application and to exploit it in your VBA code.

Enable online validation

1. In XLS Padlock, choose Online Validation:

v Build Secure Application ? Get Help g
& 6] o3
( o

Application Settings Security USE or Dongle Protection Customize App Distribute App

Do you want to check the validity of activation with online validation?
Activation Settings
If you have set up the XLS Padlock Activation Kit on your web server, the application once activated can regularly check the validity of the activation. For
instance, if you sell your Excel workbooks and want to block access to them if users ask for refunds. Important: end users must have an Internet connection
Additional Settings for the validation.

This feature is only available if online activation is also used. To enable online validation, fill in the following field with the base URL to the activation kit
Mo [ E T installed on your server, Otherwise, leave the field blank.

Base Validation URL (URL to the Activation Kit folder on your web server):
Online Activation
https://myserver.com/xlspadlock-onlineact/dovalidation

Online Validation Validate the activation state:
At every startup v

Deactivation If the activation cannot be validated:

Exit the application e

Display this error message if validation fails:

Validation failed, cannot continue, Please retry.

O Always skip validation if no Internet connection is available (not recommended)

In the Base Validation URL field, enter the URL to the "xIspadlock-onlineact" folder (see Base URL for
activation) on your web server followed by /dovalidation (do not put a final slash /).

For instance, if the URL to access your xlspadlock-onlineact folder on the server is
http://activation.mydomain.com , the base URL to enter is:
http://activation.mydomain.com/dovalidation

Choose the frequency of the validation process and what should occur if validation fails.

Secure token and validation process
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The PHP code that should determine whether the validation is successful or not is available in the
MainController.php file available in the inc/app/controllers subfolder (xIspadlock-onlineact/inc/ app
/ controllers).

The default behavior is to allow any validation. Thus, this behavior must be changed according to your
needs. To do so, the following function's code must be customized in the MainController.php file:

function dovalidation($f3)

When a user activates the application, the latter receives a security token from the web application that is
unique and specific to the user. Normally you need to customize the web application so that this security
token is directly linked to a database record, for example, so that you can quickly associate the user with
that information stored in your database. This is explained in the getactivation() function of
MainController.php (near line 62), where $sec_token is created from the activation key.

The workbook application will store this security token on the user's computer and return it to the web
application during the validation process. Thus, you will be able to identify the customer thanks to this
security token and retrieve the record associated with the customer in your database.

Modify the dovalidation() function in the MainController.php file (near line 105) according to your
needs.

Pass custom data from the web application to the workbook
application

It is possible to pass additional information from the web application to the workbook application and
process it with VBA. For instance, you can pass information about the subscription a user is on (how many
days left on the current subscription, etc).

Modify the $additionalvaldata variable in the dovalidation() function in the MainController.php file
(near line 111) according to your needs:

$additionalvaldata = "Anything you want to pass to the workbook application (custom license in{

The contents of that variable is sent to the workbook application and it will be made available through the
following VBA code snippet:
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Public Function ReturnValidationAdditionalServerData()

Dim XLSPadlock As Object

On Error GoTo Err

Set XLSPadlock = Application.COMAddIns("GXLSForm.GXLSFormula").0bject
ReturnValidationAdditionalServerData = XLSPadlock.PLEvalVar("ValidationAddServerData")
Exit Function

Err:

ReturnValidationAdditionalServerData = ""

End Function

For instance, the following VBA code shows the custom additional data we send by default in a cell:

Private Sub Workbook_0Open()
ThisWorkbook.ActiveSheet.Range("B6").Value = ReturnValidationAdditionalServerData

End Sub

Test Activation Locale

Value returned by activation server:
|,ﬁ.r1‘,-"thing '_Imu want to pass to the workbook application {custom license info, etc)

The information is therefore refreshed at each validation.
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Deactivation

The deactivation process in XLS Padlock allows end-users to unregister their activated Excel workbook
apps from their current device, enabling them to transfer their license to another device. This process is
useful in scenarios like hardware changes, system upgrades, or when switching to a new computer.

Enable online deactivation

In XLS Padlock, choose Deactivation and tick "Allow deactivation for this workbook application™:

7% X1S Padlock R? @ - 0 X

1]
- Save and close ? Get Help
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Would you like to support deactivation for your workbook application?
Activation Settings

Deactivation is a feature that allows end users to remove an activation key they used to activate the workbook app from their computer and
eventually enter a new one. A deactivation certificate is generated that the user has to send to you, and you can check its validity using the

Additional Settings button below. Warning: cnce the end user deactivates their key, it will no longer be accepted by XLS Padlock, so you will have to provide a new
one to the user,

Website Interaction
B Allow deactivation for this workbook application

Online Activation % Test deactivation certificate

Online Validation
Online deactivation can be used if you installed the XL5 Padlock Activation Kit on your web server. The workbook application will contact the

activation server to inform it of the deactivation and remowve the existing activation. Then, the end user is allowed to activate the application on
oD another computer. A deactivation certificate is generated if the server cannot be reached or the computer is offline.
To enable online deactivation, fill in the following field with the base URL to the activation kit installed on your server. Otherwise, leave the field

Base Deactivation URL (URL to the Activation Kit folder on your web server):

https://myserver.com/xlspadlock-onlineact/dodeactivation

] Hide Manual Deactivation Button (in that case, it is shown if automated deactivation fails)

In the Base Deactivation URL field, enter the URL to the "xIspadlock-onlineact" folder (see Base URL
for activation) on your web server followed by /dodeactivation (do not put a final slash /).

For instance, if the URL to access your xlspadlock-onlineact folder on the server is
http://activation.mydomain.com , the base URL to enter is:

http://activation.mydomain.com/dodeactivation
That's all. The process is automated.

When end users start the deactivation process, the following dialog is shown:
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Markbook Demo

Markbook Demo

Deactivate the application from this computer.

To transfer Markbook Deme to another computer, please deactivate the application from this computer first. The

activation server will be contacted automatically. If you do not have an Internet connection, you can choose
Manual Deactivation.

Deactivate Mow

Manual Deactivation Cancel

You have to modify the dodeactivation() function in the MainController.php file (near line 154)
according to your needs. For instance, add the PHP code to remove the user's system ID $systid from
the user's record in your database that was stored during activation.
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